
Do you know who's messaging you?
Fraudsters purporting to be from a
friend are being sent from
compromised social media
accounts (including Messenger,
Instagram, WhatsApp and other
linked messaging apps), asking
contacts to receive a payment
because they are unable to do so
using their own payment service (e.g.
PayPal).  They may even request
direct payment to their account for
an issue they are experiencing.

Chargeback Fraud: Fraudsters will
request that you accept a payment
and transfer it to your own bank
account so that you can then
subsequently transfer the funds to
another account via bank transfer.
After the victim has sent the funds to
the fraudster, they will then reverse
the payment they originally made to
you resulting in negative funds.

Social Media Account 
Compromise & Scams

Be wary of any unusual requests asking for assistance with financial
transactions. Never make a payment, or accept a transfer of funds, from anybody
unless you are certain it is the person you think it is. Contact the person directly
by using an alternative method or speaking to them in person. 

Never respond to any requests to send money or have money transferred
through your account by someone you don’t know and trust. 

If you have a made a payment which you suspect to be fraudulent, contact your
bank, or payment service provider (e.g. PayPal) immediately. They can help to
secure your account against any further losses. Also, monitor your bank
statements for any suspicious transactions frequently.

If you think your account has been compromised, change your
password immediately. You can also use multi-factor authentication to
increase your account’s security. 

If you have received a suspicious message from a friend on Facebook. Contact
them by calling them using an alternative method or by speaking to them in
person. Advise them to secure their account by changing their password. 


