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Protect your data 
Strong passwords and additional account security measures are an 
effective way to prevent unauthorised access to computers, 
devices, networks and data. 

 Use encryption products - Make sure your 
computers and electronic devices are password or 
PIN protected, and encrypt data if possible. 

 Use multi-factor authentication (MFA) - Multi-
factor authentication provides an additional layer of 
security to your accounts by confirming the identity 
of the user. Implement it wherever possible. 

 Avoid weak passwords - Weak passwords are a 
major cause of account compromises. Avoid using 
predictable, common and short passwords. Longer  
and more complex passwords should be required for 
administrator accounts. 

 Reset passwords when required - Don’t enforce 
regular password changes. They only need to be 
changed when you suspect a compromise. 

 Change default passwords - Always change 
device passwords when you first install and set 
them up. Default passwords are often weak or well 
known. 

 Provide secure physical storage - Staff can store 
passwords in a safe place (not with the device). 
Provide staff with their own secure location. Ensure 
staff can reset their passwords easily. 

 Consider using a password manager - One very 
strong master password can save you from 
remembering multiple passwords for your accounts. 

Prevent malware 
Malicious software (malware) can cause untold damage to 
computers, devices and an organisation’s data. The following steps 
will assist greatly in preventing malware attacks. 

 Use anti-virus software - Ensure your anti-virus 
software is turned on, kept up to date and regularly 
perform system scans. 

 Only install approved software - Also, prevent users 
from downloading and installing third party software 
and apps from unknown sources. 

 Apply software patches - Software patches regularly 
fix security vulnerabilities. Set software to update 
automatically if possible. 

 Access controls for removable media (e.g. USB 
sticks, CD’s) - Consider disabling ports and CD 
drives, and encourage staff to instead transfer files 
over the network, via email or secure cloud storage. 

 Keep your firewall turned on - Firewalls create a 
barrier between your network and the Internet and 
can block numerous threats. Firewalls are typically 
included with operating systems. 

 

Avoid phishing attacks 
Phishing attacks are scam emails, usually masquerading as a 
trustworthy person or organisation. They might ask for personal 
information, or provide links and attachments to malicious websites 
or malware. 

 Restrict web access for administrator accounts - 
Don’t browse the web or use email on accounts with 
administrator privileges. This will reduce the impact of 
successful phishing attacks. 

 React swiftly - Perform anti-virus scans for malware 
and change passwords as soon as you suspect or 
identify a successful attack or compromised account. 

 Remain vigilant - Check for obvious signs of 
phishing, like poor spelling or grammar. Does the 
sender’s email address look legitimate or is it trying 
to disguise itself as someone you recognise?   

Backup your data 
Backing up your data regularly, and testing restoration will reduce 
the impact and inconvenience of any data lost from theft, physical 
damage or malicious software such as ransomware. 

 Identify the files to backup - Ideally, you should 
consider complete backups of systems and data but if 
this is not practical, decide what data your organisation 
needs to keep running and how often this data should be 
backed up. 

 Disconnect backups when not in use - Backups 
should be isolated from your original data and stored in 
a different location, preferably off-site. 

 Consider the cloud - Using a cloud backup 
service means your data will be stored in a separate 
location (off-site), which can be accessed whenever 
required.  

 

Keep your devices safe 
Businesses are using mobile devices more and more to perform 
work tasks. This can introduce risks, so it’s important to ensure the 
appropriate security measures are implemented. 

 Use PIN/password protection, fingerprint 
recognition or other security measure - This will 
protect your devices and data when working outside 
the office. 

 Set up device tracking and remote wiping - If a 
device is lost or stolen, you will be ale to find it or 
delete any sensitive data. 

 Keep devices and apps up to date - Set them all to 
update automatically if available. 

 Use secure connections - Don’t connect to public Wi
-Fi hotspots when sending or receiving sensitive data. 
Use 3G or 4G connections (with tethering), or use a 
Virtual Private Network (VPN). 

 Replace unsupported devices - Out of date devices 
that no longer receive updates may contain security 
vulnerabilities. 

 

5 Steps to Cyber Security 
Securing your organisation 

5 topics to consider for protecting yourself from the most 
common cyber attacks. These are easy to implement, low-cost 
and could help to prevent both minor and major incidents. 

If you have any concerns, or have been affected by a  
cyber-related issue, report it to OCSIA by submitting a  

Cyber Concerns Online Reporting Form at www.gov.im/ocsia 

For more information about these five topics, look for the 
‘5 Steps to Cyber Security’ section in our  

OCSIA Knowledge Base 

https://www.gov.im/ocsia
https://www.gov.im/ocsia-knowledge-base

