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Protecting yourself from Ransomware 
 

There has been an increase in recent years of a type of malicious software (“malware”) that 

has been infecting computer systems and devices around the globe – ransomware – and it 

isn’t going away any time soon. 

Ransomware has affected major organisations such as the UK’s National Health Service 

(NHS)1, Parts of the UK Police Service2, and a several UK councils3, as well as thousands of 

home computers and devices, costing millions in damages, thousands of lost work hours as 

well as causing a vast amount of data to be rendered inaccessible. 

 

 

What is ransomware? 

There are two types of ransomware; the first type encrypts the files on a computer or network. 

The second type locks a user's screen. Both types demand users to make a payment (the 

'ransom') to be able to use the computer normally again. The ransom is often in 

a cryptocurrency such as Bitcoin. 

In many cases, the ransom amount is quite modest. This is designed to make paying the 

ransom the quickest and cheapest way to return to normal use. However, there is no 

guarantee that the key or password (to 'unlock' the computer) will be provided upon payment 

of the ransom. 
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1 NHS cyber-attack: GPs and hospitals hit by ransomware - https://www.bbc.co.uk/news/health-39899646 - BBC (2017) 
2 Police suspend work with major forensics firm after cyber-attack - https://www.theguardian.com/uk-

news/2019/jun/21/police-suspend-work-with-major-forensics-firm-after-cyber-attack - The Guardian (2019) 
3 Over a Quarter of UK Councils Hit By Ransomware - https://www.infosecurity-magazine.com/news/over-a-quarter-of-uk-

councils-hit/ - Info Security Magazine (2017) 
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https://en.wikipedia.org/wiki/Cryptocurrency
https://www.bbc.co.uk/news/health-39899646
https://www.theguardian.com/uk-news/2019/jun/21/police-suspend-work-with-major-forensics-firm-after-cyber-attack
https://www.theguardian.com/uk-news/2019/jun/21/police-suspend-work-with-major-forensics-firm-after-cyber-attack
https://www.infosecurity-magazine.com/news/over-a-quarter-of-uk-councils-hit/
https://www.infosecurity-magazine.com/news/over-a-quarter-of-uk-councils-hit/
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How does ransomware infect your system? 

Computers are infected with ransomware via a number of routes. Sometimes users are tricked 

into running legitimate-looking programs and documents which contain the ransomware. 

These may arrive via authentic-looking email attachments or links to apparently genuine 

websites (otherwise known as phishing). 

More recently, we have seen ransomware infections which rely on unpatched vulnerabilities in 

software, and simply visiting a malicious website can be enough to cause a problem. 

Although less common, data transfers between computers (such as via USB memory sticks) 

can also cause ransomware to spread. Using simple passwords on Wi-Fi routers can also put 

you at risk. 

 

 

Preventing ransomware from infecting your computer 

The following mitigations are examples of good security practice: 

 Anti-malware software – A reputable security product is a necessity for any 

computer system or mobile device. Anti-malware protection is a valuable tool that 

will search for, identify and remove any known malware, plus typically contains other 

features that will keep you and your system protected. Ensure it is enabled, regularly 

check the status and updates. Set it to automatically complete full scans, ensuring 

that a full scan is performed at least once a month. 

 

 Defend against phishing attacks – Before clicking a link to a website from an 

untrusted source or email, hover over it with your cursor and it will usually show 

where that link will take you. Be sure to check for any typos in web addresses as this 

method is often used by attackers to trick users into believing they are navigating to 

a legitimate website. The names of email senders can also appear to be from a 

trusted source so it is always a good idea to check that the email address is 

legitimate. 

 

 Keep your software updated – Ensure that applications such as your web 

browser are always up to date to reduce the possibility of a vulnerability being 

exploited to infect your computer. Always update your operating system when it is 

suggested as security flaws are regularly patched. Anti-malware signatures should 

also be kept up to date to give you the best chance of being protected. 

 

 Macro Security – Unless you are sure of the authenticity of a document, do not 

enable or run macros if asked. Macros are automated procedures (typically built into 

spreadsheets and word processed documents) that can be used to execute code 

which can download and install malicious software on to your system. 
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If it’s important, make sure it’s backed up 

It is a very good idea to keep backups of any important files that you may have. Do not store 

them on the same system as the original files and do not store them on a device connected 

to your network as ransomware can spread to network-connected systems. If your files are 

being stored on an external hard drive, disconnect it from the system when not in use. 

 

 

What to do if you have been infected with ransomware 

1. It is highly recommended that you do not pay the ransom - it encourages and funds the 

attackers, and there is no guarantee that you will be able to regain access to your files. 

 

2. Immediately disconnect your computer from the network by unplugging any network 

cables, disconnecting Wi-Fi and turning your computer off. 

 

3. If at work, inform the security team of the situation without delay and await further 

instructions. 

 

4. If using a home computer, unless you are comfortable with formatting and re-installing 

your Operating System, contact a qualified IT repair centre or experienced IT technician. 

 

5. There is a high chance that your data will not be retrievable if you have not backed it up 

prior to infection.  

 

 

What about “decryptors”? 

Some reputable cyber-security firms and groups have started producing “decryptors” for some 

of the variants of ransomware in circulation, however, these decryption tools are specific to 

each version of ransomware so using the incorrect tool may result in further encrypting your 

files.  

It is highly recommended that you consult with an experienced IT specialist to 

determine if your files can be decrypted. 

No More Ransom (https://www.nomoreransom.org) is a website with a collection of official 

decryptors for various ransomware strains and versions. 

 

 

 

 

 

 

 

 

 

https://www.nomoreransom.org/
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If you want to know more about ransomware and its effects, or you have a ransomware issue, 

there are a number of sources of further advice and guidance: 

 UK National Cyber Security Centre (NCSC) has a number of useful guidance 

documents and articles on their website, https://www.ncsc.gov.uk, such as the 10 

Steps to Cyber Security. 

 

 The UK National Crime Agency (NCA) encourages anyone who thinks they may 

have been subject to online fraud to contact Action Fraud 

at https://www.actionfraud.police.uk. It is a matter for the victim whether to pay the 

ransom, but the NCA encourages industry and the public not to pay. 

If you have any concerns, or have been affected by a cyber-related issue, report it to the 
Office of Cyber-Security & Information Assurance (OCSIA) by submitting a  

Cyber Concerns Online Reporting Form at www.gov.im/ocsia. 

https://www.ncsc.gov.uk/
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
https://www.actionfraud.police.uk/
http://www.gov.im/ocsia

