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Advisory Notice 
 

Issue Date 13th January, 2020 

 

Iran and US Tensions: Increased Cyber Risk 
 
Given the current heightened tensions between the US and Iran, a number of national and 
international security services and authorities have published advisories in relation to 
potential increased risks and threats as a result of amplified Iranian and US activity, in 
particular, concerning malicious cyber activity. 
 
It is not anticipated that the Island’s businesses will be specifically targeted, however, with 
an increase in malicious cyber activity globally comes a heightened risk of collateral damage. 
 
Networks should be monitored closely for indicators of malicious cyber activity that may 
affect your business, systems and networks. Particular attention should be drawn to 
Industrial Control Systems (ICS). ICS asset owners, operators and defenders should remain 
vigilant and capable of responding to any potential or actual threats. 
 
 
Recommended Action 
 

 Monitor networks closely for indicators provided in reports published by the UK 
National Cyber Security Centre (NCSC) (www.ncsc.gov.uk) and the MITRE ATT&CK 
framework (https://attack.mitre.org/). 
 

 It is highly recommended for organisations to join the UK NCSC’s Cyber-Security 
Information Sharing Partnership (CiSP) for up to date reports, discussions and 
information on cyber-related matters. 

 
 Monitor open source and industry intelligence from reputable sources. 

 

 Ensure your network monitoring is sufficient to detect anomalies. Identify all sources 
of logging, where these logs are stored and who has access to them. For more 
information see: https://www.ncsc.gov.uk/guidance/introduction-logging-security-
purposes 

 
 Review your denial of service protection for key platforms, including websites and 

any digital services you offer, https://www.ncsc.gov.uk/collection/denial-service-dos-
guidance-collection. 
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 Maintain a good back-up strategy, storing backups offline wherever possible. The UK 
NCSC has some valuable advice on protection against the deployment of 
ransomware and wiper malware, https://www.ncsc.gov.uk/news/ongoing-threat-
organisations-ransomware. 

 

 The UK NCSC also advises organisations to make sure all your software, hardware 
and firmware are up-to-date. In particular but not exclusively, Iranian actors have 
been seen exploiting a number of common vulnerabilities in MS Outlook 365, 
including CVE-2017-11774 (see https://www.fireeye.com/blog/threat-
research/2018/12/overruled-containing-a-potentially-destructive-adversary.html). 
The NCSC also continue to see exploitation by a range of APT groups of PulseSecure 
and Fortinet secure VPN capabilities, so if you use these please ensure the latest 
patches are installed (see https://www.ncsc.gov.uk/news/alert-vpn-vulnerabilities). 

 

 An alert released by the US Department of Homeland Security provides more 
information and recommendations, https://www.us-cert.gov/ncas/alerts/aa20-006a 
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