
Cyber Basics #03 
The “what, why and how” to securing your 

computers, devices and yourself 

Updates & Patching 
 

No computer system, mobile device or software is perfect. Bugs1 

and vulnerabilities exist which may be exploited by cyber-criminals 

to access and control systems, install malicious software (malware) 

and steal valuable data. 
 

As bugs and vulnerabilities are found, developers work to fix them 

and remove the identified threat. Developers may include fixes for a security issue 

when releasing an update or they may release a patch which fixes a specific critical 

error or security issue. 

Keeping your computers, devices and software up to date and installing patches 

when available is an important task to give you a better chance of not falling victim 

to a hack. Cyber-criminals don’t always target specific people or organisations, 

anybody can targeted.  

It is highly recommended to set your computers, electronic devices and applications 

to automatically update. If you are prompted to update a device or application, it’s a 

good idea to do it as soon as you can. 
 

Keep in mind that other internet connected devices such as smart TV’s and 

appliances like smart fridges may also contain vulnerabilities with fixes available.  
 

Backups 
 

Creating a copy of your important data can save you a lot of hassle 

and heartache if the original data is lost.  
 

You don’t have to backup everything, just the data that would 

negatively impact you if it was lost, such as photographs with 

sentimental value, financial records or work documents. It’s also a 

good idea to perform regular system and device backups2. 

There are a number of situations that could put your data at risk of being lost forever 

if not backed up; theft, accidental damage and malware being just a few.  

You could consider using cloud storage3 which means that your backed up data can be 

accessible to you wherever you are but using an external hard drive or storage device 

is another viable option as long as it is disconnected when not in use and stored 

securely away from the original data. 
 

See reverse for additional information and resources. 

What 

Why 

How 

Why 

How 

What 



Additional Information 
& Resources 

Definitions 
 

1) Bug - In computing, a bug is a defect or flaw in an information 

system, device or application. 

 

2) System and device backup - System/device backups will restore 

your applications and settings in the event that it becomes corrupted. 

Device backups may also provide the option to create copies of your 

contacts, messages, call logs and other potentially valuable data. 

 

3) Cloud (storage) - Where shared computing and storage resources are accessed as an 

online service, instead of hosted locally on physical devices. 

 

 

Useful websites 
 

Office of Cyber Security & Information Assurance 

www.gov.im/ocsia 

 

UK National Cyber Security Centre (NCSC) 

www.ncsc.gov.uk 

 

How to: Enable automatic updates for Android Apps 

www.support.google.com/googleplay/answer/113412?hl=en  

 

How to: Enable automatic updates for Apple iOS 

www.support.apple.com/en-us/HT204204  

 

How to: Enable automatic updates Apple iOS apps 

www.support.apple.com/en-gb/HT202180  
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