
Cyber Basics #01 
The “what, why and how” to securing your 

computers, devices and yourself 

Strong Passwords 
 

Passwords act as the key to unlocking your information and access 

to services that you would rather not have other people knowing 

about or using. Stronger passwords reduce the risk of cyber-

criminals being able to access your information. 
 

Computers are becoming increasingly powerful and cyber-criminals 

are developing more sophisticated ways of guessing passwords 

making it much easier for them to access your information, so it’s 

important to consider using strong passwords to protect each of your accounts.  

 

The UK National Cyber Security Centre (NCSC) recommends using three random 

words. Adding a memorable two or three digit number before, in the middle or at the 

end of the password greatly increases its strength. 
 

It is not really practical to think of a unique password for each and every account you 

have but it is important that they are unique for accounts that you wouldn’t want 

anybody accessing such as email, financial/payment services, social media or 

anywhere storing your personal information. 
 

 

Two-factor Authentication (2FA) 
 

2FA (AKA multi-factor authentication (MFA)) is an extra layer of 

security to protect your online accounts. 2FA can involve an SMS 

text message being sent to your phone containing a temporary one-

time passcode, mobile app code generation, fingerprint or other 

method that is used in addition to your username and password. 
 

Strong passwords are great but this doesn’t mean that hackers can’t gain access to 

systems by brute-forcing1 or social engineering2. 2FA reduces the chance that a 

hacker can gain unauthorised access by having something that you have but the 

hacker doesn’t such as your mobile phone or physical hardware. 
 

Not all websites and services support 2FA, but many do. Visit twofactorauth.org/ for a 

regularly updated list of websites and services that support 2FA, and links to guidance 

to enable it. 
 

See reverse for additional information and resources. 
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Additional Information 
& Resources 

Definitions 
 

1) Brute-force attack - The use of computer programs to try and 

identify a password allowing unauthorised access to a system by 

entering a huge number of combination of values. 

 

2) Social engineering - This refers to the manipulation of victims into 

disclosing information or completing a task they would not usually do. 

 

 

Useful websites 
 

Office of Cyber Security & Information Assurance 

www.gov.im/ocsia 

 

UK National Cyber Security Centre (NCSC) 

www.ncsc.gov.uk 

 

Two Factor Auth 

A list of known organisations supporting 2FA 

www.twofactorauth.org 

 

How Secure Is My Password 

Educational tool estimating the strength of any given password 

www.howsecureismypassword.net 

 

Have I Been Pwned 

Check to see if your email address is known to have been compromised by past data breaches 

www.haveibeenpwned.com 
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