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1. Introduction 

1.1 About this document 
 
This document has been prepared by the Gambling Supervision Commission (GSC) and is 
intended to sit alongside the existing Anti-Money Laundering and Countering the Financing 
of Terrorism (AML/CFT) Guidance Notes.  
 
Additional guidance is provided on the following subjects –  
 

 Politically exposed persons; 
 Terrorist financing; 
 Proliferation; 

 Customer and transaction screening; 
 Themis reporting system. 

 
The GSC anticipates that, in 2018, updates will be made to the AML/CFT Codes (which set 
out the AML/CFT requirements for gambling operators) made under the Proceeds of Crime 
Act 2008. The GSC intends update its AML/CFT guidance at that time which will include 
consolidation of the existing AML/CFT Guidance Notes, the AML/CFT Guidance that is 
specifically for virtual currency operators and this document. 
 
The contents of this guidance should not be construed as legal advice. 

1.2 The Gambling Supervision Commission 
 

The application of the gambling legislation to the industry falls to the GSC. The GSC is an 
independent statutory board of Tynwald and comprises the Inspectorate and the 
Commission.  

The Commission consists of five independent members drawn from various professions and 
backgrounds. The Commission members conduct monthly hearings into all matters that 
pertain to gambling in the Isle of Man and are supported by their Inspectorate.  

The Inspectorate is managed by the Chief Executive of the GSC. 

The GSC is available 9:00am to 5:00pm Monday to Friday 
It can be contacted via phone on +44 (0)1624 694331 
It can be contacted via e-mail on gaming@gov.im 

 

The address is: 
Ground Floor,  
St. George’s Court, 
Myrtle Street,  
Douglas 
IM1 1ED 

  

mailto:gaming@gov.im


2. Politically Exposed Persons 
 

The GSC’s AML/CFT Guidance 2015 sets out at section 6.4 the international requirements 
(FATF Recommendation 12) and the legal requirements (paragraph 6 of the Code) in 
respect of politically exposed persons (PEPs). 

The Code and 2015 guidance clearly state that PEPs must be treated as high risk and 
therefore subject to enhanced due diligence.  

In line with the international standards, the GSC expects licenced operators to implement 
effective procedures to identify customers that are PEPs at customer take-on (registration or 
initial deposit) and on an ongoing basis. 

The GSC wishes to remind operators that PEPs include persons who hold, or have held, 
prominent public functions and that this extends to –  

 Senior officials of an international entity or organisation; 
 Their family members; and 
 Their close associates. 

Please note a detailed list of roles is provided in the Code and 2015 guidance plus a list of 
family connections considered close enough to deem someone as politically exposed due to 
their family ties. 

Operators should determine the method used to identify PEPs based on the size, nature and 
risks of their business. Methods include –  

 Checking customer names against Government issued PEP lists; 
 Checking customer names against databases provided by third parties; 
 Ongoing checks against the entire database using third party screening solutions; 
 Checking names of third parties sending funds to or receiving funds from a 

customer; 

 Considering whether the customer’s source of wealth or other information would 
suggest that they may be a PEP. 

Further detail on name-screening is provided at section 5 of this document. 

 

3. Terrorist Financing 

4.1 What is “terrorist financing”? 

Terrorist financing is a general term to describe activity that provides or facilitates the 
provision of money or property to be used for terrorist purposes. 

The various terrorist financing offences can be found in Part III of the Anti-Terrorism and 
Crime Act 2003. These include the offences of:  

 Fund raising (section 7);  
 Use and possession (section 8);  
 Facilitating funding (section 9);  
 Financing travel (section 9A);  

 Money laundering (section 10); and  
 The Failure to Disclose: regulated sector offence (section 14).  



Whilst the mens rea1 for the other offences require knowledge or reasonable cause to 
suspect use for terrorist purposes, the offence of facilitating funding can also be committed 
when the offender has failed to exercise due diligence as to whether it will or may be used 
for the purposes of terrorism. 

4.2 Challenges in identifying “terrorist financing” 

Identifying terrorist financing can be challenging as the estimated costs of terror attacks are 
relatively low and appear to be decreasing. Also various methods are used and appear to be 
developing over time.  

Detail on TF typologies is provided in the Financial Action Task Force (“FATF”) report 
entitled Emerging Terrorist Financing Risks dated October 2015 (link below).  

http://www.fatf-gafi.org/media/fatf/documents/reports/Emerging-Terrorist-Financing-
Risks.pdf 

The mainstream methods used by terrorist organisations to raise funds include the 
following:  
 

 Private donations by terrorist sympathisers;  
 Abuse and misuse of Non-Profit Organisations (“NPOs”);  
 Criminal activity; and  
 Legitimate commercial activity.  

  
The GSC considers that criminal activity is most likely to be relevant to the gambling sector 
as gambling platforms can be abused as a method to extract funds from fraudulently 
obtained card details. 

As an example, in 2010 three men were convicted for inciting people to commit murder 
through their extremist websites. The men used Trojans to steal credit card information and 
laundered funds via online gambling platforms. One of the offenders accessed 17 gaming 
sites when in custody at a UK prison:   

https://www.theguardian.com/technology/2007/aug/31/charlesarthur  
 

Operators should be alert to the following potential indicators of terrorist financing via online 
gambling: 
 

 Multiple cards used to deposit/withdraw; 
 Deposits from 3rd parties; 
 Attempts to withdraw to 3rd party’s card; 
 On social media, lots of “new friends” especially over a wide geographical area;  
 Logging on from multiple IPs; 

 Logging on from high risk countries, multiple countries or in close proximity to 
conflict zones. 

4.3 Emerging threat: Foreign terrorist fighters 

One significant emerging threat identified by the UN Security Council is the return of Foreign 
Terrorist Fighters (“FTFs”) to their country of origin.  

In September 2014 the United Nations Security Council defined foreign terrorist fighters as 
individuals who travel or attempt to travel to a state other than their state of residence or 

                                           
1 ‘guilty mind’ having an awareness that the act is criminal 

http://www.fatf-gafi.org/media/fatf/documents/reports/Emerging-Terrorist-Financing-Risks.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/Emerging-Terrorist-Financing-Risks.pdf
https://www.theguardian.com/technology/2007/aug/31/charlesarthur


nationality “for the purpose of the perpetration, planning or preparation of or participation in 
terrorist acts or the providing or receiving of terrorist training”. 

FTFs travelling to or from areas of conflict are likely to pass through several countries rather 
than make direct trips and risk being exposed. Online gambling operators should be mindful 
of this when customers are identified as logging in from high risk jurisdictions or multiple 
jurisdictions, particularly where they include transit countries such as Turkey. 

 

4. Proliferation of WMDs 

4.1 What is “proliferation”? 

“Proliferation” simply means making more of something. In relation to WMDs, or weapons of 
mass destruction, it includes the transfer or export of technology, goods, software, services 
or expertise that can be used in programmes involving nuclear, biological or chemical 
weapons, and their delivery systems (such as long range missiles). Some of these items can 
also have perfectly legitimate uses (“dual-use” goods). Proliferation poses a significant 
threat to global security. 

It is important to note that proliferation of WMDs is illegal regardless of the destination 
receiving or the intended target of the weapons. 

As gambling operators are not involved activities such as production, shipping, trade deals, 
etc. the GSC considers there to be little obvious relevance to the gambling sector. However 
the sector should also be aware of proliferation financing which they could potentially come 
across. When considering a customer or business partner’s activities and source of wealth, 
consideration should be given to whether their activities could be connected to the financing 
of proliferation. 

4.2 What is “proliferation financing”? 

In 2010 the Financial Action Task Force (FATF) proposed a working definition of proliferation 
financing. It covers both funding and the provision of financial services to be used…  

 For the –  

manufacture, acquisitions, possession, development, export, trans-shipment, 
brokering, transport, transfer, stockpiling or use… 

Of  -  

nuclear, chemical, or biological weapons and means of delivery and related 
material (technologies and dual-used goods used for non-legitimate purposes) 

In contravention of national laws or international obligations. 

“Financing is an essential component of proliferation. Therefore financial measures are one 
of the most effective tools to counter proliferation…” (FATF President Juan Manuel Vega-
Serrano, Dec. 2016). 

Operators could become aware of proliferation financing when conducting due diligence in 
relation to investors, high risk customers or potential business partners. Please see section 
4.6 on how to obtain further information or report concerns. 



4.3 Examples of dual-use goods 

Source: FATF Proliferation Financing Report (2008)- 

Nuclear Chemical Biological Missiles and 
Delivery 

Centrifuges 
High-speed cameras 
Composites 
Maraging steel 
Mass spectrometers 
Pulse generators 
X-ray flash operators 
Pressure gauges 
Ignition 
Vacuum pumps 

Scrubbers 
Mixing vessels 
Centrifuges 
Elevators 
Condensers 
Connectors 
Coolers 
Precursors 
Pumps  
Reactors 
Heat exchanges 

Bacterial strains 
Fermenters 
Fillers 
Mills 
Presses 
Pumps 
Spray driers 
Tanks 
Growth media 

Accelerometers 
Aluminium alloys 
Aluminium powders 
Gyroscopes 
Isostatic presses 
Composites 
Maraging steel  
Homing devices 
Oxidants 
Machine tools 

 

 
 
4.4 Comparisons to money laundering and terrorist 
financing 

Adapted from a presentation by JR Richards, Wells Fargo 2005 as included in the CAMS 
Examination Study Guide 5th Edition,  

 Money Laundering Terrorist Financing Proliferation 
Financing 

Typical activity Complex 
transactions. 
Shell or front 
companies. 
Bearer shares. 
Secrecy jurisdictions. 

Formal banking 
systems or informal 
value transfer 
systems. 
Cash & valuables 
smuggling. 
 

Appears like normal 
commercial activity 
structured to hide 
the source of funds. 

Primary detection 
focus 

Suspicious 
transactions. 
Not in line with 
source of wealth or 
expected activity. 

Suspicious 
relationships. 
Transfers between 
unknown parties. 

Individuals, entities, 
goods, materials, 
activities. 

 

4.5 Indicators of proliferation financing 

Source: based on the findings of the Alpha Project, Kings College London 

- Connections to sanctioned individuals or entities; 
- Connections to countries of proliferation concern (e.g. DPRK, Iran); 
- Activities with jurisdictions that may have business ties with countries of 

proliferation concern (e.g. China and DPRK); 
- Use of unregulated money remittance businesses; 
- Trading activities not in line with what would be expected for that business; 
- Use of cash;  
- Complex overseas networks; 



- Use of small traders & intermediaries;  
- Presence of dual nationals. 

 

4.6 Further information and how to report concerns 

The Customs and Excise department of Government are the responsible authority for 
dealing with proliferation. Further information can be found at https://www.gov.im/customs.  

At present any suspicions relating to proliferation or proliferation financing should be 
reported to Customs and Excise however it is anticipated that legislation will be passed in 
the near future to permit the Financial Intelligence Unit to become the authority for 
receiving reports. 

 

5. Financial Sanctions 
The GSC’s AML/CFT Guidance 2015, at section 6.2, provides a brief introduction to the 
concept of financial sanctions. The term “Sanctions” is often used as an umbrella term to 
describe financial sanctions, trade and export controls, embargoes and financial crime 
designations by authorities such as the US Office of Foreign Asset Control (OFAC).  

5.1 Keeping up-to-date 

Financial sanctions listings are publically available information. It is therefore essential that 
governments and industry put in place measure to ensure that swift actions are taken to 
freeze assets before the subject becomes aware of the listing and attempts to access their 
funds. Further to this, there are criminal offences for making economic resources available 
to a person on a sanctions listing. 

The Customs and Excise department of Government are responsible for dealing with 
additions, removals, and amendments to financial sanctions listings.  

Details of notifications can be found at: https://www.gov.im/categories/tax-vat-and-your-
money/customs-and-excise/sanctions-and-export-control/ 

The GSC recommends that operators subscribe (using Internet Explorer) to the Customs and 
Excise RSS feed: https://www.gov.im/categories/tax-vat-and-your-money/customs-and-
excise/news/RssCategorisedNews  

5.2 Further information and how to report concerns 

The Customs and Excise department of Government are the responsible authority for 
dealing with financial sanctions. Further information can be found at 
https://www.gov.im/customs.   

At present any suspicions relating to financial sanctions should be reported to Customs and 
Excise however it is anticipated that legislation will be passed in the near future to permit 
the Financial Intelligence Unit to become the authority for receiving reports. 

 

 

https://www.gov.im/customs
https://www.gov.im/categories/tax-vat-and-your-money/customs-and-excise/sanctions-and-export-control/
https://www.gov.im/categories/tax-vat-and-your-money/customs-and-excise/sanctions-and-export-control/
https://www.gov.im/categories/tax-vat-and-your-money/customs-and-excise/news/RssCategorisedNews
https://www.gov.im/categories/tax-vat-and-your-money/customs-and-excise/news/RssCategorisedNews
https://www.gov.im/customs


6. Customer and Transaction Screening 
Name-screening systems can be a highly effective method of detecting customers that are 
PEPs, subject to financial sanctions or the subject of negative public domain information. 
However operators should carefully consider which providers they contract with, how the 
systems are set up or customised and how alerts are handled.  

In accordance with section 5.4 of the GSC’s 2015 AML/CFT Guidance, operators should 
conduct a risk assessment of new and developing technologies including for AML/CFT 
systems such as name screening systems. 

 
6.1 Choosing a system 

There are many third-party providers for screening systems. The nature, quality and price of 

those systems can vary greatly. As a regulator, the GSC does not promote or endorse any 

third parties. Instead, we urge operators to consider the following points when determining 

whether to enter into business with a provider: 

a) Whether the system provides functionality for a manual check (i.e. you type in a 

name to search) or automated (i.e. you upload a list of names or it runs against your 

database); 

b) Whether the system provides a one-off check, periodic or real time monitoring; 

c) Where the system pulls information from (e.g. public databases, internet searches, 

manual research); 

d) What PEP definition is used in the system and how this matches up to the AML/CFT 

legislation; 

e) Which countries are covered (e.g. does it include the USA’s OFAC list?);  

f) How your data is used (e.g. does it go to their servers, are there data protection 

issues?); 

g) Whether the system provides audit trail functionality (i.e. recording the outcome of 

investigations, discounting of false positives, etc.); 

h) Whether there is functionality to screen against name and other data (i.e. date of 

birth) as in order to reduce false positives; 

i) Whether the screening includes negative press screening (e.g. public domain 

information about criminals, etc.); 

j) Whether there is the ability to customise settings (e.g. types of negative press you 

care about, how close a name match must be to alert, etc.); 

k) Do you need functionality to check foreign language characters on registration 

details (e.g. Chinese, Cyrillic, etc.)? 

 

6. Financial Intelligence Unit 
 

In April 2016 the Island’s FIU was set up under the Financial Intelligence Unit Act 2016. 

Prior to this, reports of suspicious activity “SARs” were reported to the Financial Crime Unit 

(FCU) either by email or post.  

The FIU are now responsible for the receipt and processing of SARs via the Themis reporting 

system whereas the FCU conduct financial crime investigations. 



Further information on the FIU can be found at: 

https://www.gov.im/about-the-government/statutory-boards/financial-intelligence-

unit/what-we-do/  

6.1 Registering on Themis 

All persons nominated by an organisation to file SARs are required to register with the FIU’s 

Themis online reporting system. In order to do this a short form must be completed and 

returned to the FIU: 

https://www.gov.im/media/1351362/themis-online-reporting-registration-form-v2.docx 

Guidance on how to use the system can be found at: 

https://www.gov.im/media/1358901/guide-to-themis-for-the-industry-v3-october-2017.pdf 

By registering as a Themis user you will receive important email notifications from the FIU 

such as advisory notices and guidance. 

6.2 Themis reporting options 

The following can be reported to the FIU using Themis: 

a) Knowledge or suspicion of money laundering (Proceeds of Crime Act 2008); 

b) Knowledge or suspicion of terrorist financing (Anti-Terrorism and Crime Act 2003); 

c) Information under S.24 of the Financial Intelligence Unit Act 2016. 

 

Section 24 (Disclosure of Information to the FIU) permits disclosure where there is 

insufficient information to constitute knowledge or suspicion of money laundering or terrorist 

financing but disclosure could give information to the FIU to assist it in exercising its 

functions, which are –  

a) receiving, gathering, analysing, storing and sharing information about financial 

crime (whether in the Island or elsewhere);  

b) assisting with the prevention and detection of crime, and in particular, financial 

crime (whether in the Island or elsewhere);  

c) cooperating with law enforcement agencies (see section 10); and  

d) contributing to the reduction of crime, and in particular, financial crime and to the 

mitigation of its consequences. 

 

This means that where an operator has concerns that fall short of the threshold of suspicion 

to make a SAR (something more than a fanciful possibility and where facts exist – more 

than just a vague feeling of unease) they can still make a report.  

 

7. MLRO Forum 
In September 2016 the GSC established the IOM Online Gambling Money Laundering 

Reporting Officers Forum. The forum meets on a quarterly basis and provides a mechanism 

for the sharing of AML/CFT news, typologies, best practices and discussion on policy 

change.  

https://www.gov.im/about-the-government/statutory-boards/financial-intelligence-unit/what-we-do/
https://www.gov.im/about-the-government/statutory-boards/financial-intelligence-unit/what-we-do/
https://www.gov.im/media/1351362/themis-online-reporting-registration-form-v2.docx
https://www.gov.im/media/1358901/guide-to-themis-for-the-industry-v3-october-2017.pdf


Although there is no obligation to attend, the GSC strongly encourages operators to send 

their MLRO and Deputy MLRO or another representative of the company to the meetings. 

Suggestions for future topics for discussion are always welcome. 
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