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Creating an information asset register 
 
Overview 
 

Creating an information asset register will help you to ensure effective management of 
information and records across your organisation. During creation of the register, you identify the 

records and information your organisation holds and record key aspects of how you currently 
manage these assets. This process will increase your knowledge and give you greater control over 

your records. It will also help you to identify further actions you need to take to improve your 

records and information management. 
 

1 What are the benefits of producing an information asset register? 
 

Creating an information asset register will:  

 Provide you with a clear schedule of the information and records you hold, where it is 

stored and how it is currently managed 
 Assist you in identifying inadequacies in your information security and data protection 

provision 

 Help you to identify your ‘vital’ records and information assets (see IOMPRO factsheet 7) 

and identify measures to protect these 
 ensure legislative compliance (with legislation and regulations relating to your own 

business area, the Public Records Act and the Data Protection Act) 

 enhance business effectiveness, by increasing your control over your records, saving 

valuable staff time and records storage costs.  
 
2  How do I create an information asset register? 
 
Before starting any information asset register, please contact the IOMPRO to discuss what you 

are planning to do.  
 

Your register can be combined with your records retention schedule (see IOMPRO factsheet 6) or 

stand-alone as a separate document. This is a matter of preference for your organisation. You 
may wish to produce a detailed information asset register and then summarise your record types 

and retention periods into a simpler retention schedule format. Alternatively, you can include 
columns for records retention periods and Public Record Office selection for permanent 

preservation in your information asset register. 

 
IOMPRO can provide a template form and guidance sheet for you to use when creating your 

information asset register (Excel format). Column references in this factsheet refer to our 
template form. We can also provide a simpler records retention schedule template (Excel format). 

 
The process briefly comprises:  

  

2.1 Identify the records and information you create, receive and manage (Columns A 
and B)  

 
This is done by starting with a function (that is, something that you do), for example, finance, 

personnel, procurement or marketing. All the types of records that go towards achieving this 

function are then listed in your retention schedule.  Examples are correspondence, plans, 
committee minute books, order books or a customer database.  Records and information may be 

in different formats, including paper, audio, visual, or electronic records, such as e-mails, 
databases, and spreadsheets. 
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2.2 Record key information about how you manage your records and information 

(Columns C-S) 
 

Consider: 

 
 Why do you collect, create, hold or process the records/information? Do you have a legal 

obligation to do so?  

 How do you obtain the information? Do you create it or are you given it by a third party 

or data subject? 
 What media type/format is it stored in and where is it stored? 

 How many/what quantities of records or information exist? 

 Who is responsible for the records or information, including its security, maintenance and 

any actions to be taken on it (identify who owns the data and who processes the data)? 

 Are the records or information subject to a particular level of security classification? 

 What security measures do you have in place to protect the records or information? 

 Who has access to the records or information? Who actually needs access to it? 

 Do the records contain personal data? Are you managing this in accordance with the 

appropriate Data Protection legislation and regulations?  
 Do the records or information contain other confidential or sensitive data, including 

information that may be exempt under the Freedom of Information Act 2015? 

 Are records duplicated in more than one location? If so, is this necessary? 

 

 
2.3 Decide how long you need to keep the record/information series (Columns T, U 

and V) 
  

For each type of record or information (record series), consider:  
 how long any legislation, regulation or policy requires you to keep it (Column T) 

 how long the record or information is useful to you in terms of your day to day business 

(Column U). 

 

Your final retention period (how long you need to keep the records or information – column V) 
will be the longer of these two requirements, subject to additional requirements under Public 

Records Act selection (see below: 2.5). When stating the retention period try to be as specific as 
possible and include  

 

any triggers that begin the retention period, for example, ‘current financial year + 7 years’ or 
‘date of closure of file + 3 years’. 

 
2.4 Identify any risks associated with the records or information and whether the 

records/information are considered ‘vital’ to your business continuity (Columns W and 
X) 

 

Your records and information are key business assets. Consider the risks and likely consequences 
of: loss of the records or information; inappropriate disclosure or access to the records or 

information; retention of the records or information for longer than is necessary (including any 
potential fines under Data Protection or other legislation); any other misuse or poor management 

of the records/information. 

 
You should also consider which assets would be essential to continuity of your core business in 

the event of a disaster, emergency or other unexpected event (such as a flood, fire, natural 
disaster or act of terrorism affecting your organisation). These are known as ‘vital’ assets. Where 

you identify ‘vital’ assets in your information asset register, you should consider what additional 

steps you can take to protect these and ensure you can access them when needed (see Factsheet 
7 for further guidance on ‘vital’ records). 
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2.5 Select records and information for permanent preservation (Column Y) 
 

When the retention period comes to an end, records/information are either retained for 
permanent archive preservation at the Public Record Office or destroyed.  The process that 

decides what happens to records at this time is called ‘selection’.   

 
You have a legal obligation under the Public Records Act to work with the Isle of Man Public 

Record Office to ensure appropriate records are selected to form part of the historic archive.  
Please contact the IOMPRO team to discuss selection. More information about the process is 

covered in Factsheet 8 (‘What is selection for permanent preservation?’).  
 

Once selection has been agreed with the IOMPRO, records and information that are not selected 

for preservation can be securely destroyed at the end of their retention period.   
 

2.6 Identify any actions to be taken during the life of the records/information or at 
the end of their retention period (Column Z):  

 

Typical actions might include: 
 transferring selected records and information to the Isle of Man Public Record Office (at a 

date agreed with the IOMPRO) 

 destroying records and information securely at the end of their retention period (only if 

not selected for permanent preservation – see section 2.5).  
 

2.7 Sign the schedule off 
 

Until it is signed off by both you (or a more senior manager as appropriate) and the IOMPRO, the 

information asset register (and any retention periods and PRO selection decisions included in it) 
are not valid.  You sign the register to confirm that you have taken the steps necessary to 

determine how long the records and information need to be kept and that you have carried out 
the necessary work on selection and transfer dates to fulfil your obligations under the Public 

Records Act. In turn, the IOMPRO signs to confirm that selection has been agreed and that 

transfer dates are in place for those records and information selected for permanent preservation. 
 

2.8 Apply the retention periods to your records and information 
 

Once in place, your information asset register can be applied to the records and information it 

covers on an ongoing basis until there is a change in circumstances.  Moreover, with IOMPRO 
agreement, it can also sometimes be applied back across older records in the same series (for 

further details on this see Factsheet 8 (‘What is selection for permanent preservation?’). 
 

2.9 Review the register regularly 
 

Your information asset register is a living document. Periodic reviews will be necessary to take 

into account any changes in legislation, your business practices and any new records and 
information that you may have created since the last review.  Please consult with the IOMPRO 

when reviewing your information asset register. 

 
3 How can I get further IOMPRO guidance? 

 
If you wish to talk to someone about any information given in this document, or any issues raised 

by it, please contact the IOMPRO on 693569 or email us at public.records@gov.im.  

 
These factsheets, together with other IOMPRO information, are available at 

http://www.gov.im/pro; if you have access to the IOM Government intranet you can also find 
them under Public Records on the Government page.  
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