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Privacy Notice 
 

The Treasury collects information about you in order to administer taxation and carry out 
other functions for which it is responsible (e.g. National Insurance, customs and excise du-
ties, property rates, social security benefits, state pensions and legal aid etc.), and for the 
detection and prevention of crime.  

  
Whilst that information will primarily be provided by you, where the law allows we may also 
get information about you from other organisations, or give information about you to 
them.  This may be to check the accuracy of the information provided, prevent or detect 
crime or protect public funds in other ways.  These organisations may include other govern-
ment departments, the police and other agencies. 

 
To find out more about how we collect and use personal information, contact any of our 

offices or visit our website at: https://www.gov.im/about-the-government/departments/the-

treasury/privacy-notice/  
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Introduction 
 
The Treasury is responsible for the administration of various UN and EU trade and financial 
sanctions in the Isle of Man, including granting of necessary permissions and licences that 
may be allowed under the various orders and regulations. 
 
UN sanctions orders are Orders in Council made in the UK under the terms of the United 
Nations Act 1946. 
 
EU sanctions measures that affect the movement of goods would normally apply as 
“customs” measures under Protocol 3, and would not therefore need further action to give 
them effect in the Island. 
 
EU financial and economic sanctions do not normally apply to the Island under Protocol 3, 
and require application using the European Communities (Isle of Man) Act 1973.  EU 
instruments do not contain offence and penalty provisions, and therefore enforcement 
regulations are normally also required/made under section 2B of the 1973 Act. 
 
EU restrictive measures that impose travel bans and visa controls are outside the scope of 
this Protocol. 
 
Many, but not all, EU sanctions mirror UN sanctions.   
 
Orders requiring the freezing of assets in the Island may also be made by the Treasury 
under sections 13 to 15 of the Terrorism and Other Crime (Financial Restriction) Act 2014 
(“the 2014 Act”).  A separate Protocol contained in Sanctions Notice 29 covers these. 
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Licences - Financial Sanctions 
 
1. Any person seeking a licence for the release of funds which are subject to an “asset 

freeze” would be required to submit an application in writing or by email to the 
Sanctions Officer at Customs and Excise. 

 
2. An application may be made in the UK for the release of funds, and if funds are held 

in the Island this application will be referred to the Sanctions Officer by HM Treasury. 
 
3. The Sanctions Officer will undertake checks to determine the legal provisions 

involved, and what requirements or restrictions apply in the case of the particular 
sanctions regime.  He or she will also call for checks of intelligence sources by other 
staff at Customs and Excise, the FIU and FSA.  In most cases, HM Treasury would 
also be consulted. 

 
4. Having assembled all relevant information, the Sanctions Officer will forward a report 

to the Treasury via the Collector.  This report will contain details of the sanctions 
regime, particulars of who has submitted the application and the reasons given for 
the application.  The report will also recommend whether or not a licence can be and 
if one should be issued. 

 
5. The decision on issue of any permission or licence is made by the Treasury or, 

exceptionally, the Minister alone. 
 
6. The report submitted to the Treasury will include a draft licence, if appropriate.  If the 

Treasury concurs with the conclusion of the report that a licence should be issued, 
the licence will be signed by the Minister and returned to the Sanctions Officer. 

 
7. If the Treasury or Minister agrees the principle of a licence being issued, but wish to 

have its terms amended, the licence will be returned to the Sanctions Officer.  The 
Sanctions Officer will then carry out such checks and consultation as he/she considers 
necessary before re-submitting the licence to the Treasury. 

 
8. All licences must be in writing.  Oral licences are NOT permitted. 
 
9. If a licence is refused then the Sanctions Officer will write to the applicant and inform 

them of the decision. 
 
10. If a licence is granted the Sanctions Officer will supply a copy to the applicant, with a 

covering letter providing such other information or explanation as he/she considers 
necessary. 

 
11. A copy of the licence will also be sent to the FIU (and FSA, if appropriate). 
 
12. The original of the licence and any report(s), correspondence etc shall be retained in 

a file by the Sanctions Officer. 
 
13. The Sanctions Officer may inform such other agencies as he/she considers necessary 

or appropriate. 
 
14. HM Treasury shall be informed by the Sanctions Officer of any licence issued by the 

Isle of Man.  As the competent authority is the Member State responsible for the 
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Island, it would be the function of HM Treasury to notify the UN and/or European 
Commission, as required. 

 
Licences - Trade Sanctions 
 
15. Any person seeking a licence for the supply of goods or services which are subject to 

an embargo would be required to submit an application in writing or by email to the 
Sanctions Officer at Customs and Excise. 

 
16.  Restrictions under UN trade sanctions normally also involve - 
 
 a. prohibiting the use of Isle of Man-registered ships, aircraft or vehicles to  
  transport goods in contravention of a sanctions regime; and 
 
 b. a prohibition on agreeing to supply or deliver goods in contravention of a  
  sanctions regime, or doing any act calculated to promote the supply or delivery. 
 
17. Some sanctions regimes also prohibit the supply of technical assistance, advice and 

training. 
 
18. Trade sanctions restrictions are additional to any normal export or trade control 

licensing requirements (see Notice 279 MAN, 279T MAN and 279C MAN for more 
information). 

 
19. If an application relevant to the Island is made in the UK, this application will be 

referred to the Sanctions Officer by HM Treasury or the Export Control Organisation 
(as appropriate). 

 
20. The Sanctions Officer will undertake checks to determine the legal provisions 

involved, and what requirements or restrictions apply in the case of the particular 
sanctions regime.  He or she will also call for checks of intelligence sources by other 
staff at Customs and Excise, the FIU and FSA.  In most cases, HM Treasury and the 
Export Control Organisation (part of the UK Department for Business, Enterprise and 
Regulatory Reform) will also be consulted. 

 
21. Having assembled all relevant information, the Sanctions Officer will forward a report 

to the Treasury via the Collector.  This report will contain details of the sanctions 
regime, particulars of who has submitted the application and the reasons given for 
the application.  The report will also recommend whether or not a licence can be and 
should be issued. 

 
22. The decision on granting a permission or licence is made by the Treasury or, 

exceptionally, the Minister alone. 
 
23. The report submitted to the Treasury will include a draft licence, if appropriate.  If the 

Treasury concurs with the conclusion of the report that a licence should be issued the 
licence is signed by the Minister and returned to the Sanctions Officer. 

 
24. If the Treasury or Minister agree to the principle of a licence being issued, but wish to 

have its terms amended, the licence will be returned to the Sanctions Officer.  The 
Sanctions Officer will then carry out such checks and consultation as he/she considers 
necessary before re-submitting the licence to the Treasury. 
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25. All licences must be in writing.  Oral licences are NOT permitted. 
 
26. If a licence is refused then the Sanctions Officer will write to the applicant and inform 

them of the decision. 
 
27. If a licence is granted the Sanctions Officer will supply a copy to the applicant, with a 

covering letter providing such other information or explanation as he/she considers 
necessary. 

 
28. The original of the licence and any report(s), correspondence etc shall be retained in 

a file by the Sanctions Officer. 
 
29. The Sanctions Officer shall inform: 
 
 (a) HM Treasury; and  
 
 (b) the Export Control Organisation  
 
 of any licence issued by the Isle of Man.   
 

 As the competent authority is the Member State responsible for the Island, it would 
be the function of HM Treasury to notify the UN and/or European Commission, as 
required. 

 
Offences 
 
30. The various Orders and Regulations contain provisions that create offences and 

penalties. 
 
31. The offences may include - 
 
 a. breach of the terms of the particular sanctions regime, including acting without 
  any requisite licence or permission; 
 
 b. making a statement or furnishing any document or information which is false in 
  a material particular for the purposes of obtaining a licence; 
 
 c. recklessly making a false statement or furnishing any document or information 
  which is false in a material particular for the purposes of obtaining a licence; 
 
 d. failure to comply with the terms of any licence issued by the Treasury; 
 
 e. failure to disclose knowledge or suspicion that someone has been a customer of  
  their institution since the regime came into operation. 
 
32. Penalties are available in the individual Orders and Regulations - 
 
 a. where a body corporate has committed the offence and it is proved that the 
  offence was carried out with the consent or connivance of, or is due to the 
  neglect of, an officer of the body corporate then that officer can also be  
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  proceeded against; 
 
 b. where someone fails to comply with a request to furnish information etc to the 
  Sanctions Officer; 
 
 c. where, without lawful authority, the Sanctions Officer or other person entitled 
  to receive the information under the relevant Order or Regulation discloses  
  information received in response to a request to furnish information etc; 
 
 and 
 
 d. the Attorney General will be consulted before any proceedings are instituted,  
  but this does not prevent the arrest, or the issue of a warrant for the arrest of a  
  suspect; 
 
 e. the offences are arrestable offences - even where they do not meet the  
  requirements set in section 27 of the Police Powers and Procedures Act 1998. 
 
Information Powers 
 
33. The individual sanctions Orders and Regulations will contain powers for the Treasury 

to obtain information in relation to the administration and enforcement of the 
sanctions.  These powers are delegated to Customs and Excise and, in most cases, 
exercised by or on behalf of, the Sanctions Officer. 

 
34. The powers generally include being able to request any person (natural or legal) in 

the Island to furnish any information in their possession or control, or produce any 
document etc, as may be required to ensure compliance with the sanctions regime.  
The information etc must be supplied within such reasonable time and in such 
manner as the request may specify. 

 
35. A request for information will be made in writing. 
 
36. The request may not require any advocate etc to disclose any privileged document or 

information in their possession relevant to the giving of legal advice. 
 
37. The powers include the right to take copies or extracts of the documents, information 

etc. 
 
38. Failure to comply with such a request is an offence. 
 
39. Information etc received may not be disclosed except - 
 
 a. to the Treasury; 
 
 b. with the consent of the owner of the information or the person by whom the  
  information etc was furnished; 
 
 c. to any person in the service of the Crown in the Government of the Isle of Man  
  or the UK; 
 
 d. to the UN or EU Commission (as appropriate) to ensure compliance with the 
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  sanctions regime; and 
 
 e. for the purposes of proceedings under the Order or Regulation concerned. 
 
40. Disclosure of information received, other than mentioned above, would be an offence. 
 
Complaints and appeals 
 
41. Any person with a complaint about the way he or she has been treated by Customs 

and Excise should be asked to submit their complaint in writing to the Collector. 
 
42. The Treasury has limited scope to remove a person or entity from a list of those 

designated by the relevant UN Sanctions Committee or the European Commission.  If 
a person or entity is specifically listed by either the Treasury has no option but to 
maintain the relevant prohibition, the person affected needs to make representations 
to the Sanctions Committee or, in the case of the Commission, to the Commission 
itself or the European Court of Justice. 

 
43. Any direction or designation under the terrorism or Al-Qaida and Taliban Orders or 

regulations shall be made on the basis that the Treasury has “reasonable ground to 
suspect”, it cannot be made on the basis that the Treasury suspect that they “may 
be” involved. 

 
44. Sections 57 and 58 of the Terrorism and Other Crimes (Financial Restrictions) Act 

2014 allow a person affected by certain decisions of the Treasury to make an 
application to the High Court for the decision to be set aside. 

 
Section 57 deals with decisions under the Al-Qa’ida and Taliban (United Nations 
Measures) (Isle of Man) Order 2002 or under Part 2 of the Act (which is concerned 
with directions, designations, freezing of assets and financial restriction orders). 
 
Section 58 deals with decisions other than those covered by section 57, in the 
enforcement of the restrictions and prohibitions, disclosure of information and 
offences and penalties. 
 
Section 62 provides that the Attorney General may appoint a person, to be known as 
a “special advocate”, to represent the interests of a party to any proceedings for the 
purposes of sections 57 or 58 if the party (and any legal representative of the party) 
is excluded from any part of the proceedings. 

 
45. If the particular order or regulations contain no specific route for a person to appeal 

against inclusion on a list of designated persons, and any consequent freezes of 
assets etc, the person may seek judicial review by means of a Petition of Doleance in 
the High Court. 

 
46. Similarly, if a person who wishes to appeal the terms of a licence or permission 

granted by the Treasury, is unable to resolve the matter with the Sanctions Officer or 
Treasury, and if the 2014 Act or the particular order or regulations contain no specific 
route for an appeal, the person may seek judicial review of the decision of the 
Treasury by means of a Petition of Doleance. 
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47. The particular order or regulations may contain a provision such as is found in article 
8(7) of the Al-Qaida and Taliban (United Nations Measures) (Isle of Man) Order 2002, 
this states that - 

 
  “Any person whose funds are the subject of a direction made under paragraph  
  (1) above, may apply for the direction to be reviewed in the same manner as  
  the review of a direction under the Banking Act 1989 [sic] (an Act of Tynwald),  
  and section 24 of that Act and any regulations under that section shall apply to  
  a review under this Order as they apply in respect of a review under that  
  section.”. 
 
48. The review procedure is briefly - 
 
 (a) In the first instance the application shall be addressed to the Chief Secretary 
  who shall report the application to the Council of Ministers.  An application for 
  a review shall be in such form, made within such time, and be subject to such 
  conditions, as may be prescribed by regulations made by the Council of  
  Ministers. 
 
 (b) On the notification of an application for review, the Council of Ministers shall 
  appoint 3 persons to form a committee (in this section referred to as the  
  “Review Committee”) to review the decision in question.  The members of the 
  Review Committee shall be drawn from a panel appointed in accordance with 
  the Tribunals Act 2006, and shall be persons - 
 
  (i) who have appropriate experience; and 
 
  (ii) who are independent of both the Commission and the applicant. 
 
 (c) On the determination of a review under this section the Review Committee shall 
  confirm, vary or revoke the decision appealed against.  Any variation or  
  revocation of a decision shall not affect the previous operation of that decision 
  or anything duly done or suffered under it. 
 
 (d) Without prejudice to any right of recourse to the High Court, a decision of the 
  Review Committee on a review under this section shall be binding on the  
  [Treasury] and the applicant. 
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