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1. Introduction 

 

1.1 About this document 
 
This document has been prepared by the Gambling Supervision Commission (GSC) and contains all of the 
guidance necessary to operate a framework for compliance with the Money Laundering and Terrorist 
Financing (Online Gambling) Code 2013 (“the Code”). 

The guidance seeks to directly connect the Code and guidance issued by the GSC with the Financial Action 
Task Force (FATF) Recommendations. For this reason, the FATF’s Recommendations or observations are 
noted in each section of the document. 

In compiling this document, the GSC has also recognised anti money laundering (AML) and countering the 
financing of terrorism (CFT) literature from MONEYVAL1 . 

The contents of this guidance should not be construed as legal advice. 
 

1.2 Changes made since the last version 
 
The main changes made since the last version (February 2014) of the guidance are: 
 

 The addition of a section on the threats facing the online gambling sector; 
 The addition of a section on  the GSC’s AML/CFT strategy; 
 Further detail on the risk-based approach; 

 Clarity on the customer due diligence requirements; identity, verification, evidence;  
 Example questions that the GSC may use to evaluate compliance with the AML/CFT requirements. 

1.3 The Gambling Supervision Commission 
 
The application of the gambling legislation to the industry falls to the GSC. The GSC is an independent 
statutory board of Tynwald and comprises the Inspectorate and the Commission.  

The Commission consists of five independent members drawn from various professions and backgrounds. 
The Commission members conduct monthly hearings into all matters that pertain to gambling in the Isle of 
Man and are supported by their Inspectorate.  

The Inspectorate is managed by the Chief Executive of the GSC. 

The GSC is available 9:00am to 5:00pm Monday to Friday 
It can be contacted via phone on +44 (0)1624 694331 
It can be contacted via e-mail on gaming@gov.im 

The address is:  
Ground Floor,  
St. George’s Court,  
Myrtle Street,  
Douglas 
IM1 1ED 

                                           
1 The Council of Europe Committee of Experts on the Evaluation of Anti-Money Laundering Measures and the 
Financing of Terrorism. 

 

http://www.tynwald.org.im/links/tls/SD/2013/2013-SD-0096.pdf%23search=%22Money%20Laundering%20and%20Terrorist%20Financing%20(Online%20Gambling)%20Code%202013%22
http://www.tynwald.org.im/links/tls/SD/2013/2013-SD-0096.pdf%23search=%22Money%20Laundering%20and%20Terrorist%20Financing%20(Online%20Gambling)%20Code%202013%22
mailto:gaming@gov.im
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MLROs showing wider interests is a positive indicator 
The best MLROs in the sector were able to explain what the FATF 
understood by the term “proliferation”, even though it has little relevance 
to online gambling.  

It was clear from this that the MLROs had read the FATF’s core 
Recommendations, were professionalised and regarded their careers as a 
calling rather than a role.  

It was noted that it was not in fact possible to read the FATF’s core 
document “International Standards on Combating Money Laundering and 
the Financing of Terrorism & Proliferation 2012” without coming across 
the term “proliferation” multiple times. 

2. Background 

 

2.1 Launderers, terrorists and online gambling 
 
Criminals, including terrorists, attempt to use the world’s financial systems in order to benefit from crime or 
fund projects designed to further their causes, sometimes resulting in further criminality or acts of terror. 
Some terrorist organisations have an interest in obtaining weapons of mass destruction (so called chemical, 
biological and nuclear devices) for the 
purposes of terrorism and so the failure to 
prevent terrorist financing can have 
particularly serious consequences for 
society as a whole. 

To combat this activity, an alliance of the 
world’s governments cooperates on 
initiatives to counter money laundering 
and the financing of terrorism. The 
compliance of each nation is monitored 
and those that fail to cooperate may be 
subject to international sanction. 

The interception of money laundering is referred to in this document as AML (anti-money laundering). The 
interception of terrorist financing and the prevention of the proliferation of weapons of mass destruction 
are referred to as CFT (countering the financing of terrorism). 

2.2 The Financial Action Task Force 
 
The FATF is an inter-governmental body which draws its mandate from its member countries and 
organisations. 

The role of the FATF is to set international standards for AML and CFT and to promote the effective 
implementation of those standards. It also has a role to identify deficiencies at the national level. 

The body which currently scrutinises the Isle of Man’s compliance with the FATF’s Recommendations is an 
associate member of the FATF and a so called FSRB (FATF-style regional body) called the Council of 
Europe Committee of Experts on the Evaluation of Anti-Money Laundering Measures (MONEYVAL for 
short).  

The FATF also works closely with independent organisations which have a role to play in combating money 
laundering, terrorist financing and proliferation; these organisations are called observers and include the 
International Monetary Fund, Interpol, The World Bank, United Nations Committees and a number of 
regional financial institutions and development banks. 

The FATF regularly reviews and update its Recommendations as criminals and terrorists adapt. 
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2.3 The FATF Recommendations and the Island’s response 
 
Originally created in 1990 to combat the misuse of financial systems by persons laundering drug money, 
the FATF’s mandate was broadened in 2001 to include the interception of terrorist financing. Forty 
Recommendations and eight, (later nine) Special Recommendations were endorsed by over 180 countries 
as the international standard. 

The latest Recommendations from the FATF combine the former Recommendations and Special 
Recommendations and were published in February 2012. The current 40 Recommendations are known as 
the “International Standards on Combating Money Laundering and the Financing of Terrorism & 
Proliferation”. 

Recommendation 1 of this set of international standards is that countries should identify and assess the 
risks of money laundering and terrorist/proliferation financing that could occur within their jurisdictions and 
take the measures described in the standards to address those risks. 

The principal vehicles of the Isle of Man to combat terrorist financing and money laundering are the Anti-
Terrorism and Crime Act 2003, the Terrorism and Other Crime (Financial Restrictions) Act 2014, the 
Prevention of Terrorism Act 1990 (repealed but still possible to be used for proceedings regarding acts that 
were undertaken when it was in force) and the Proceeds of Crime Act 2008 (POCA). POCA requires the 
creation of detailed AML codes to give direction to those sectors of the financial system where a risk has 
been identified. 
 

2.4 The threats facing the online gambling sector 
 
Criminals and terrorists are by nature secretive and take care to make sure that processes which benefit 
them are protected from disclosure. In any quantification of the threats facing a given sector there will be a 
natural emphasis on the threats that have been revealed from investigations and an absence of information 
on those threats that criminals have been able to keep hidden. 

With that caveat in mind, the GSC has made an assessment of the threats facing the gambling sector. It 
should be noted that all sectors are included in the threat assessment – business partnerships between 
online and terrestrial operators in the Isle of Man have occurred in the past. 

The threat rating identified by the GSC from highest to lowest is as follows: 

 Criminal ownership, infiltration or coercion of an online gambling licensee to either launder on an 
ongoing basis or to launder a limited number of large transactions (perhaps to associated, 
unlicensed companies) before simulating business failure and surrendering the licence; 

 Criminal ownership, infiltration or coercion of a domestic casino licensee; 
 Undetected, high-volume, systematic laundering by organised crime of an online gambling platform; 
 Use of an online gambling platform to benefit from manipulation of outcomes in sport; 
 Opportunistic laundering by individuals or dedicated criminal rings on an online gambling platform, 

including instances where the predicate offence (e.g. credit card theft, cheating) first occurs on the 
platform; 

 Use of an online gambling platform as an informal payroll, banking system or money/value transfer 
system (“MVTS”) for criminals or terrorists (including use by PEPs, etc. to transfer value across 
borders where currency controls exist); 

 Collusion with business to circumvent statutory restrictions in another jurisdiction; 
 Introduction of proceeds of crime on to an online gambling platform as part of criminal lifestyle 

spend; 

 Use of an online gambling platform to generate personal or corporate income without declaring to 
tax authorities (including by licensees); 

 Use of high street shops affiliated with online operations to place dirty cash into the online 
environment; 

 Extension of credit in order to create then exploit debt; 
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 Introduction of proceeds of crime to an online gambling platform by gamblers who steal money to 
fund gambling; 

 Use by hackers of stolen passwords to transfer value from hacked online accounts to other 
withdrawal mechanisms or confederates;  

 Use of land based casino or gambling machines to launder cash (particularly those employing hybrid 
cash and ticket technology or cash and card-payment technology). 
 

2.5 The Money Laundering and Terrorist Financing (Online 
Gambling) Code 2013 

 
The GSC recognises that criminals may target online gambling websites for the purposes of money 
laundering and possibly the financing of terrorism; as a result the Department of Home Affairs in 
association with the GSC has created a sector-specific AML/CFT Code. 

The AML/CFT Code which specifically applies to the online gambling sector in the Isle of Man is the Money 
Laundering and Terrorist Financing (Online Gambling) Code 2013 

The fundamental aims of the Code are: 

 To deter and detect criminal and terrorist activity that tries to take advantage of the Isle of Man’s 
online gambling sector; 

 To  disrupt criminal and terrorist activity in a way that: 
o makes it difficult to organise and stay organised; and 
o prevents direct action by criminals and terrorists; 

 To create and keep safe records that can be used by law enforcement to: 
o construct an audit trail of a crime; 
o discover connections with associated people and organisations involved in money laundering 

and terrorist financing; and 
o analyse patterns of behaviour with a view to improving the detection of money laundering 

and terrorist financing in the future; 

All online gambling licensees of the GSC are required to comply with the Code and should carefully 
consider any guidance in this document.  

The GSC is required to verify that its online gambling licensees are complying with the Code and have 
considered the guidance in this document. All licensees of the GSC should therefore carefully consider the 
notes on the GSC’s inspection regime and double-check that all of the requirements are in place in 
preparation for inspection. 

MONEYVAL places an emphasis on the effectiveness of every jurisdiction’s AML/CFT regime in all sectors 
(as evidenced not by the implementation of law but also by the effects that law has to disrupt criminal and 
terrorist activity as measured by convictions and asset seizure) and the GSC is committed to ensuring that 
the sector it regulates is part of the overall effectiveness of the Isle of Man’s response to the FATF’s 
Recommendations. 

This document therefore seeks to outline the Code in detail and clarify those areas in the Code that may be 
subject to varying interpretation; it also explains what the GSC is likely to expect as it conducts its regime 
of checking licensees’ compliance. The guidance is not offered as legal advice – licensees with doubts 
about the law are advised to obtain their own advice. Licensees who establish procedures that seem to 
contradict the guidance are invited to share their views with the GSC. 

  

http://www.tynwald.org.im/links/tls/SD/2013/2013-SD-0096.pdf%23search=%22Money%20Laundering%20and%20Terrorist%20Financing%20(Online%20Gambling)%20Code%202013%22
http://www.tynwald.org.im/links/tls/SD/2013/2013-SD-0096.pdf%23search=%22Money%20Laundering%20and%20Terrorist%20Financing%20(Online%20Gambling)%20Code%202013%22
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2.6 The role of the licensee in combating crime 
 

Licensees do not have access to databases of intelligence relating to criminals and terrorists but do have an 
opportunity to observe the day to day transactions of their players and business partners. Law enforcement 
does not have unlimited resource to monitor every transaction performed in the financial framework by 
every individual but does have access to privileged information relating to known or suspected criminals 
and terrorists. 

The FATF AML/CFT framework is designed to match the respective strengths of each party to achieve two 
key effects:  

 Strategically, as a result of increased detection and prosecution success, the framework 
raises the cost of money laundering and subsequently reduces the profitability of crime; 

 Operationally, 
o it disrupts criminal operations by freezing laundered funds; 
o it slows down the rate at which laundering can occur by setting caps; 
o it puts assets beyond the use of criminals through seizure; 
o it improves the quality of evidence available for prosecutions; and 
o it creates tension and schisms between criminal/terrorist financiers and the 

operational/tactical arms of their organisations leading to weaknesses that can be 
exploited by the authorities. 

In the absence of being able to positively determine whether or not a participant or business participant is 
a person of interest to the authorities, it is inevitable that a proportion of all suspicious activity reports will 
result in no further action. The effort however must not be considered wasted. The submission of usefully 
detailed information allows the authorities to cross refer reported individuals with intelligence databases 
and when matches do occur, the authorities gain valuable opportunities to exploit the information. 

Licensees can assist the authorities by ensuring that the reports they submit and the records they keep 
refer to credible suspicions and are detailed enough to allow the authorities to efficiently bracket individuals 
on their databases and to establish audit trails of the suspects’ transactions. 
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3. The GSC’s AML/CFT Strategy 

 

The GSC’s regulatory objectives include ensuring that the online gambling sector is prevented from being:  

 

 A source of crime or disorder;  

 Associated with crime or disorder; or  

 Used to support crime. 

It also seeks to interact with personnel who have a clear understanding of their AML/CFT obligations and 

discharge then in a professional and competent manner.  

The following outlines the GSC’s strategy for creating and maintaining the correct AML/CFT controls within 

the online gambling sector. 

3.1 Upgrading GSC competence: 2014/15 
 

The 2014/15 year has focussed on ensuring that key AML/CFT qualified personnel are available to the GSC. 
These experts have responsibility for: 

 Drafting a revised supervisory programme for AML/CFT; 
 Training staff in the application of the revised programme; 
 Acting as experts in AML/CFT matters, in particular: 

o National Risk Assessment; 
o MONEYVAL visit preparation; and 
o Interaction with other AML/CFT experts in Government. 

As of November 2015, the GSC has three diploma-qualified AML/CFT personnel. 
 

3.2 Revised supervisory regime: Q1 & Q2 2015/16 
 

Following the Isle of Man’s National Risk Assessment, the GSC committed to a risk-based approach to 
AML/CFT supervision including determining inspection timetables and subjects. 

A revised regime has now been formulated which allows a detailed interview-and-sample based inspection 
to be conducted on all licensees. The revised regime was subject to a test-run through the summer of 2015 
when it was used to capture detailed data to support the data used by the GSC in the National Risk 
Assessment exercise. 

It remains only for the GSC to compute the compliance scores of operators before the GSC’s new risk-
based supervision can be introduced. 
 

3.3 Bench-marking exercise: Q4 2015/16 

 
The GSC’s new risk based regime seeks to quantify the money laundering and terrorist financing risk for 
each operator it licences or approves. 
 
It is planned to include five variables in each risk rating, the sum of which after appropriate weighting will 
result in a score which can be used to rank operators on a risk-ladder. The GSC will inspect those entities 
at the top of the ladder more frequently than those at the bottom. The inspections may be more detailed 
for those at the top of the ladder than those at the bottom. 
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The five variables are: 
 

 The National Risk Assessment score (NRA currently classifies online gambling as a higher risk 
than the terrestrial gambling sector); 

 The size score (the capacity for criminals to process criminal or terrorist property); 
 The product score (some products carry more inherent risk than others); 
 The media and intelligence score (any adverse indications that suggest threats or vulnerabilities 

are heightened for a particular operator); and 

 The compliance score (how strong the operator’s systems are, how aware and knowledgeable 
the staff are). 

In order to assess the final variable, the GSC is conducting an exercise to assess the compliance strength 
of each operator. This is known as the bench-marking exercise. 

Once it is complete, all licensees will be risk-rated and the compliance timetable will proceed on that basis. 
 

3.4 Standards-raising exercise: 2016/17 
 
Once the risk based approach is fully operational, the GSC will focus on maintaining AML/CFT compliance 
where it is satisfactory and requiring improvements where deficiencies are highlighted. 

To assist this programme, an AML/CFT forum will be convened and chaired by the GSC. This forum will 
draw MLROs from all licensees into a quarterly meeting to discuss areas of common interest and to discuss 
generic GSC findings. 

2016/17 will coincide with the framing of FATF-compliant powers to apply proportionate pressure on non-
compliance. These powers will be determined after a detailed consultation with industry and other 
stakeholders. 
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4. The Structure of this Document 

 
This document has been arranged so that the reader can easily identify the reasons why the Code exists 
and why the elements of the Code have been written in the way they have. 

Each page is devoted to an AML/CFT topic and is arranged in the following way: 

The international standard is explained 
if relevant. This provides the context 
of the Isle of Man’s law.  

The relevant section of the AML/CFT 
code or other pertinent legislation 
is reproduced. [This format] denotes  
the GSC’s annotations. 

Observations of good practice 
from GSC findings are included. 

The GSC’s guidance on the Code is 
outlined. In some cases, the Code 
is silent on a subject upon which 
international standards exist. In these 
cases, GSC policy is provided to offer 
guidance on the subject. 

Aspects of compliance are highlighted 
in this section if relevant. Operators can  
use this to understand the elements of the  
AML/CFT framework that must be in 
place. If the GSC has a particular 
inspection requirement, it will be  
highlighted here. There is occasional 
duplication of elements to accommodate 
the possibility of a single aspect of AML/CFT 
being examined by the GSC. 

 

  

If you’re read ing this then congratulation s for having the sort 

of curiosity that we like t o think is he lping u s combat ML/TF. 
We hope you find this guidance approachable and useful.  

The GSC.  
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5. The Risk-Based Approach 

 
There are essentially three limbs to the FATF’s risk based approach, business risk assessment, customer 
risk assessment and risk assessment of developing technologies.  

:: The concept of the risk-based approach 

The risk-based approach is a development which recognises that there are finite resources available to 
combat money laundering and the financing of terrorism. The concept behind the risk-based approach is 
therefore summarised thus: 

“If we have limited resources, let us at least use them wisely.” 

If an analogy is warranted then one can imagine a police force with 100 traffic officers charged with 
reducing speeding, dangerous driving and so forth. It can deploy them evenly throughout its district  - or -  
it can station them on roads which are straight, near built up areas and schools and where accidents have 
been noted in the past. If it uses the latter strategy then it has adopted a risk-based approach. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Naturally if the police force is so well resourced 
that it can station an officer on every road, then 
it need not resort to the risk-based approach. 
This will be an exceptional situation. 

:: The application of the risk-based 
approach 

If a licensee choses to conduct the same level of 
ongoing monitoring of all participants regardless 
of their risk rating, they would require highly 
sophisticated systems, processes and dynamic 
allocation of resource in order to be deemed 
compliant.  

If this is the case then all participants must be 
monitored as if they were higher risk. The 
diagram to the right illustrates the essential 
elements. 

. Setting up the risk factors 

Licensees must formulate the following: 

 A list of countries which the FATF considers 
to apply deficient AML/CFT controls;  

 A list of countries which in the licensee’s 
opinion represent heightened ML/FT risk 
(which may or may not be on the first list); 

 A value which represents the upper value of 
a typical player’s transactions;  

 A list of payment channels which are 
considered higher risk;  

 A list of any other indications which in the 
opinion of the licensee’s MLRO indicates 
higher risk; 

 A list of the subjects of AML/CFT related 
warning notices; and 

 Screening for politically exposed persons, 
sanctions and adverse information. 
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. Applying the risk factors to participants and business participants 

Licensees must then identify participants including business participants (new and existing) whose 
circumstances indicate higher risk and flag them for enhanced due diligence including enhanced ongoing 
monitoring.  

Some participants are automatically higher risk – these are politically exposed persons (PEPs) and those 
from countries that the FATF has indicated are deficient. These too must be flagged for enhanced ongoing 
monitoring.  

Finally if the licensee suspects money laundering or terrorist financing and decides not to exit the 
participant, then these too must be flagged as higher risk and flagged for ongoing monitoring. 

. Monitoring higher risk customers 

All participants’ transactions are monitored, however the ongoing monitoring process watches the 
transactions of higher risk participants more closely to identify any circumstances where the players’ 
activity departs from expectations (for example a business participant that transacts far more traffic than 
expected; a recreational player who suddenly deposits twenty times as much money; a player on a site 
who deposits ten times more money than an average player on the site; a person who claims to live in the 
UK whose IP address indicates play from a higher risk jurisdiction). 

. Investigating unusual activities 

If these unusual activities are identified by ongoing monitoring, they must be investigated. If no 
satisfactory explanation can be recorded for the deviation (for example, the business participant above 
produces evidence of a marketing deal that has trebled business, the recreational player produces evidence 
that he has inherited a sum of money) then the operator must determine whether there is a suspicion of 
ML/FT and if so file an external disclosure to the Financial Crime Unit. 

. Monitoring risk levels of higher risk participants 

If ongoing monitoring suggests that the underlying risk factors have changed (e.g. a person moves from 
the Yemen to the UK; a person ceases transacting with a pre-paid card and switches to a credit card) then 
the participants’ risk-rating should be changed. If the new rating is “lower risk” then the ongoing 
monitoring may be reduced freeing up resource. 

. Monitoring risk level of standard risk participants 

Whenever a standard risk participant’s circumstances change, their risk rating is reviewed to see if it needs 
to be upgraded to “higher risk” (for example, a player becomes an MP in the UK; a player registers a new 
credit card and it is flagged as stolen; a person living in Ireland relocates to North Korea). If the review 
shows the risk rating is now higher risk then that participant qualifies for enhanced ongoing monitoring. 

. Checking the risk factor lists are still appropriate 

Periodically, the licensee should review its lists to make sure they are still appropriate (for example, the 
FATF remove a country from the deficiency list, a new payment channel comes on stream for the product). 

:: Lower risk participants 

The GSC would expect most participants to be assessed as standard risk or higher risk but recognises that 
there may be exceptional circumstances where a licensee considers a particular participant as presenting a 
lower than standard risk of ML/FT. The GSC would not be satisfied with any business participants being 
assessed as lower risk.  
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5.1 Business risk assessment 
 

The FATF Requirement (Recommendation 1) 

 
FATF Recommendation 1 states that businesses should identify, assess and take effective action to 
mitigate their money laundering and terrorist financing risks. 

 

GSC guidance and policy 

 
There is no Code requirement for a licensee to formally undertake and document a business risk 
assessment however the GSC would expect this to be done in order to set out the licensee’s risk appetite 
under which their risk-based due diligence procedures can be designed.  
 
A business risk assessment should be signed-off at Board level, updated at least annually and, as a 
minimum, include considerations of the following:  
 

 The nature, scale and complexity of the licensee’s activities; 
 The products and services it offers to customers; 
 Its customer base; 
 The manner in which products and services are provided (e.g. via intermediaries);  
 Any reliance placed upon third parties for elements of CDD; and 
 Any technological development risks. 
 

Once the above factors have been assessed the licensee should be in a position to set a “risk appetite” 
which means the licensee decides how much risk they are prepared to accept. Having a clear, 
documented business risk assessment and risk appetite should greatly assist the licensee in establishing 
and maintaining a positive compliance culture. 
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The risk-based approach is not dogma 
One licensee didn’t risk rate its players for 
AML/CFT purposes but rather operated a 
sophisticated, perpetual ML/TF screening 
process against every single customer in 
real time or, for some checks, in daily 
batches. 

The GSC recognises this as a higher 
standard than the Code requirement and 
therefore deems it to be compliant with the 
Code. 

5.2 Risk assessment of participants and business participants 
 

The FATF Requirement (Recommendation 10) 

 
FATF Recommendation 10 states that customer due diligence should be performed when a business forms 
a relationship or carries out an occasional transaction. It states that a risk assessment may be used to 
determine the extent to which diligence is applied and the interpretive notes which accompany 
Recommendation 10 cite the following factors that should be taken into account during the risk 
assessment process: 
 

 Customer risk factors such as geographic separation from the place of business, arrangements 
with legal persons and arrangements (companies, trusts, etc.), the level of assets transacted; 

 Country risk factors such as countries which are not noted as having fully compliant AML/CFT 
frameworks, are noted by credible sources as having significant levels of corruption or criminal 
activity or which are subject to sanctions; and 

 Product and channel risks such as non face-to-face business. 
 

 

The 2013 Code (paragraph 6) 

 

6 Risk assessment  

(1) For the purpose of determining the measures necessary to comply with paragraphs 7 to 9, a licence 

holder must carry out a risk assessment in accordance with this paragraph as soon as reasonably 

practicable.  

(2) The risk assessment must estimate the risk of money laundering and the financing of terrorism on the 

part of the participant or business participant having regard to—  

 

(a) the value of funds deposited with the licence holder;  

(b) the jurisdiction of participant or business participant;  

(c) the source of funds deposited;  

(d) any other relevant matter brought to the attention of the licence holder during the account 

opening process for the participant or the business participant;  

(e) any relevant supervisory or regulatory guidance given by the Isle of Man Gambling 

Supervision Commission;  

(f) the legal nature of the business participant. 

 

GSC guidance and policy 

 
The Code specifies that the risk assessment process must be 
conducted as soon as reasonably practicable.  
 
The risk assessment process exists to allow the (normally) finite 
monitoring resources of the licensee to be focussed on the 
player population most likely to attempt to launder money or 
fund terrorism. 
 
An accepted shortfall of this concept is that a small percentage 
of any ML/FT may occur in the lower risk population and it will 
go unnoticed by all but the most sophisticated monitoring 
systems.  
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Keeping lists separate is helpful 
The GSC considers the maintenance of two 
separate jurisdiction lists to be best practice. 

The first list is a list of countries which in the 
opinion of the MLRO represents heightened risk. 
The second is a list of countries designated by the 
FATF as unsatisfactory. 

Even though players from both lists are ranked as 
higher risk, the separation of the lists allows the 
board to periodically add or remove countries in 
response to developments without accidentally 
removing a FATF interdicted country when third 
party opinion seems to indicate improvements in 

compliance in that territory. 

Named by the FATF or just considered risky? 
The best MLROs understood that there was a difference 
between a country being on a FATF list (which made 
customers residing or located in it automatically higher 
risk) and a country being noted – by various sources – 
as deficient but not on a FATF list (which could indicate 
higher risk but did not automatically do so). 

If a single list is maintained, licensees must be careful 
to avoid inadvertently downgrading risk for customers 
originating from a country on the FATF list by mistaking 
it for a country which isn’t on the FATF list. 

 
A licensee that declines to implement this risk-assessment process is deemed by the GSC to have by 
default a higher-risk player base against the entirety of which enhanced ongoing monitoring must be 
demonstrated. 
 
The risk assessment must be made before the participant is permitted access to make transactions and 
the arrangements for the ongoing monitoring of that participant must be in place when those transactions 
commence.  
 
The licensee must have regard to the following factors when assessing the risk a participant or business 
participant could be attempting to launder money or finance terrorism: 
 

:: The value of the funds being deposited 
 
In particular, the licensee should identify atypical initial deposits based on their experience of the 
size and variability of their customers’ typical deposit values. Atypically small deposits (potential 
test purchases) or large deposits  should be construed as adding risk to the risk profile of the 
prospective participant; 
 
:: The jurisdiction of the participant 
 
The GSC does not operate a white-list or black-list 
of countries and their attendant risk but would 
expect its licensees to draw inspiration from 
publicly available assessments, including the 
FATF’s own list of high-risk and non-cooperative 
jurisdictions.  
 
The Isle of Man Government’s website provides 
two helpful lists in this regard. List A" is a list 
specifying jurisdictions regarding which the 
Financial Action Task Force, (FATF) or a FATF-
style regional body, has made a call on its 
members and other jurisdictions to apply 
countermeasures to protect the international 
financial system from the on-going and substantial risks of ML/FT emanating from the jurisdiction; 
"List B" is a list specifying jurisdictions with strategic AML/CFT deficiencies or those considered to 
pose a higher risk of ML/FT. 
 
The Customs and Excise sanctions website provides details on the Isle of Man’s sanctions regime 
which includes jurisdiction based restrictions. 
 
:: The source of funds deposited  
 
The GSC would expect the risk profile to 
increase if a payment mechanism were used 
which did not require mandatory “know your 
customer” procedures to be implemented prior 
to the mechanism being made available. 
 
:: Relevant information brought to the 
licensee’s attention during the account 
opening process 
 
With the limited exception of certain peer-to-peer licensees, no reliance can be placed on the 

https://www.gov.im/about-the-government/departments/home-affairs/chief-executives-office/anti-money-laundering-legislation/
https://www.gov.im/categories/tax-vat-and-your-money/customs-and-excise/sanctions-and-export-control/
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Mandatory risk factors 
The best MLROs understood that the basic factors 
mandated in the law were a starting point rather than a 
definitive list and included other factors that could indicate 
additional risk such as a mismatch between nationality and 
IP address or adverse indications on social media. 

MLROs should be careful to not mistake the qualifying 
payment as the trigger for the customer risk assessment – 
the risk assessment process commences when the 
customer supplies identification data upon registration. 

Country lists 
Some licensees maintain hybrid lists which contain countries with 
AML/CFT risk as well as countries where other risks exist (for example, 
where there is an existing licensing regime and no licence has been 
obtained). 

Ordinarily the GSC would prefer such lists were separated into the 
AML/CFT specific risks and other risks because lists with non-AML/CFT 
factors on them can aggravate the volume of players to be monitored, 
diluting the effectiveness of ongoing monitoring.  

 

verification process of third parties (in other words, due diligence cannot be sidestepped on 
account of those diligence checks performed by others) but the risk assessment may still take into 
account the known strengths or weaknesses of those third parties; 
 
 
The GSC may from time to time issue warnings or notices about persons or legal persons and 
would expect its licensees to incorporate this information into its risk assessment; there may be 
difficulties in obtaining due diligence documentation that are not easily explained and reflect a 
reluctance to be identified – this would increase risk. An operator might consider that a business 
participant that is a private company carries more risk than once which is publically owned. 

 
:: Guidance (i.e. this document) issued by the GSC 
 
The Code states that licensees must have 
regard to the guidance published in this 
document in respect of due diligence and that 
a court of law may take into account any 
guidance issued by the GSC in respect of 
AML/CFT and other matters when considering 
breaches of the law by licensees. Licensees 
will be expected to explain to the Commission 
why they have declined to implement any 
guidance issued by the GSC; 
 
:: The legal nature of the participant 
 
Particular attention is required in respect of business participants where the legal personality of the 
entity or arrangement will vary in risk depending on the complexity of the structure, the alignment 
between the structure and the activity the entity undertakes and the ease with which beneficial 
ownership is established. Entities, designed to protect privacy should be classed as higher-risk due 
to their historic use by PEPs to prevent themselves from being connected to criminal property 
derived from bribes or misappropriated state funds. 

 
The conclusion of the risk assessment 
process should categorise a participant as 
low risk (in exceptional cases only), 
standard or high risk. High risk 
participants should be subject to 
enhanced due diligence.  
 
Licensees may try to avoid risk entirely 
by only accepting players from 

jurisdictions they deem to be a lower ML/TF risk and by accepting funds from sources they deem to be 
lower risk but in all cases, licensees will still need to have a clear idea – ordinarily published in their policy 
– which indicates what value of transaction or aggregate value of transactions is deemed to make a player 
who commits them higher risk and subject to ongoing monitoring. 
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5.3 Automatically higher risk participants 
 

FATF’s observations (Recommendation 10) 

 
The FATF comments on complex and unusual transactions as part of ongoing monitoring – these ‘higher 
risk’ factors are covered in the guidance on ongoing monitoring. 

 

The 2013 Code (paragraph 6) 

 
Paragraph 6 of the Code also identifies features which automatically categorise a participant as a higher 
risk participant. 

 

6 Risk assessment  

 

 (3) If in accordance with the risk assessment, a licence holder determines that a participant or business 

participant poses a higher risk, the licence holder must comply with paragraph 10 (enhanced due 

diligence).  

(4) Matters that pose a higher risk include but are not restricted to a participant or business participant 

who is or has a substantial connection with —  

(a) a politically exposed person;  

(b) a person, legal person or legal arrangement resident or located in a country that the licence 

holder has reason to believe does not apply, or insufficiently applies, the FATF Recommendations; 

or  

(c) a person, legal person or legal arrangement that is the subject of any notices or warnings issued 

from time to time by the Isle of Man Gambling Supervision Commission. 

 

GSC guidance and policy 

 
The GSC would expect the risk assessment to automatically categorise as high risk the following: 
 

 A participant who is a politically exposed person (a PEP) or a legal person or arrangement that is 
associated with a politically exposed person; 

 Any participant or business participant residing or located in a country, the AML/CFT credentials 
about which the licensee has doubts; 

 Any participant or business participant subject to warnings issued by the GSC; and 
 Any participant who has been the subject of a disclosure to the FCU 

 
Due to the higher volume of transactions that would be expected with a business relationship the GSC 
would usually expect a business participant to be assessed as higher risk. 
 
The GSC would also expect a licensee to consider the following characteristics of a business participant as 
raising the level of risk: 
 

 The business participant is a company with nominee shareholders; and 
 The business participant is a company that has shares in bearer form. 

 
It should be generally noted that while higher risk factors can be mitigated by due diligence and 
monitoring, the risk rating itself cannot be altered by anything a licensee does. A higher risk participant 
can only become a standard risk participant if one of its risk factors changes (e.g. a participant’s country 
may become FATF compliant).  
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In other words, changing risk factors can modify the risk rating but risk mitigation does not: excellent 
procedures to handle PEPs for example do not mean that PEPs need not be classified as higher risk 
anymore. 
 
It is important that higher risk participants and business participants are separated because they are 
subject to the provisions of enhanced due diligence during which the licensee must establish the source of 
wealth and consider whether additional identification data should be obtained or additional verification on 
the identification information is appropriate.  
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5.4 Technological developments  
 

The FATF Requirement (Recommendation 15) 

 
FATF Recommendation 15 addresses the subject of technological developments in general terms and 
makes the following point, which is in part addressed to countries’ lawmakers as well as institutions 
operating within those jurisdictions: 
 

 Whenever a new product is developed;  
 A new delivery mechanism becomes available; 
 A new business practice emerges; or 
 A new technology is used to deliver new or old services, 

 
then a risk assessment should be performed to determine whether the innovation creates a weakness that 
can be exploited by money launderers or those seeking to finance terrorism. 
 
Where risks are identified, measures must be taken to mitigate the risks. 

 

The 2013 Code (paragraph 20) 

 

20 Technological developments  

A licence holder must maintain appropriate procedures and controls for the preventing the misuse of 

technological developments for the purpose of money laundering or the financing of terrorism. 

 

GSC guidance and policy 

 
The Code requires that licensees maintain a procedure and controls to prevent technological 
developments from being misused for the purpose of ML/FT. This is a specific, legislative requirement but 
is a reflection of a larger, ongoing process of reviewing the ML/TF risks facing the current business 
model(s) and considering where vulnerabilities might exist. 
 
It is important to note that a procedure must be maintained. This means that a document of some 
description must exist. Recommendation 15 is of particular importance to the online gambling industry as 
the industry is noted for its innovation and track-record as an early adopter. The GSC expects this to be a 
key document that is considered whenever a new product or channel is contemplated, and which is used 
as the basis for risk assessments when technological changes present themselves. Such risk assessments 
should be recorded. 
 
Such a document should contain four parts: 
 

 A description of when the procedure is triggered; 
 A list of the criteria used to assess the new technology;  
 A template or equivalent to record the findings and formalise the assessment; and  
 A section to note how the identified risks can be mitigated. 

 
The GSC believes that such a procedure should be triggered every time money and technology come 
together in a new way, whether that is a new payment channel, a new way to transfer money between 
services or a change in the payment infrastructure offered by technological developments. 
 
The criteria assessed in the procedure can be drawn from standard AML/CFT works and might include the 
following: 
 

 Supports movement of large sums of money; 
 Allows size of transaction to be specified; 
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 Creates private environment between two parties; 
 Creates a fund transfer mechanism; 
 Creates cross-border functionality; 
 Part of development relies on activity in a higher risk jurisdiction; 

 Development relies on partners whose credentials/ownership cannot be tested; 
 Allows cash into the system without personal verification to regulated sector standards; 
 Can be abused to create hidden channel for transfer of funds; 
 Could be a one-off transfer of currency masquerading as a business deal; 
 Joint venture with a business partner whose corporate structure is very complex or opaque; 
 Evidence that similar or identical developments have been abused by criminals or terrorists; 
 Cited as a high risk model by the FATF, FSRBs or equivalent standard-setting organisations; Allows 

storage of significant or unlimited amounts of value. 
 
In addition, a risk assessment should be conducted whenever automatic AML/CFT controls are introduced 
or modified. Such risk assessments must include a control to check for differences between the outputs 
(risk ratings, counts of higher and lower risk customers, lists of customers exceeding internal transaction 
limits, etc.) before and after the changes. 
 
It is prudent to audit staff access to sensitive AML/CFT systems by requesting lists of staff which have 
been present in sensitive areas of the system and checking the legitimacy of their access to those areas.  
 
Not only does this allow the MLRO to see unauthorised access which may represent an attempt to alter 
parameters or output, but knowledge that such lists are periodically requested also deters insiders who 
may have been coerced into identifying system thresholds for criminals seeking to operate processes that 
do not trigger alerts. 
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5.5 Example assessment criteria – Risk Based Approach 
 

The GSC may ask to see copies of a business risk assessment, participant risk assessment and 
technological developments risk assessment in addition to asking questions such as the 
examples provided below. 

 

What the GSC will seek to determine You might be asked this 

Business Risks 
Does the entity understand the ML/FT risks associated with 
its own business? 

.Interview – Can you describe how your business could be 
abused by criminals for the purposes of ML/FT? 
 

Does the entity understand the vulnerability of its products 
to ML/TF abuse? 

.Interview - Can you describe what your risk assessment has 
identified as the most likely ways money launderers and 
terrorists can abuse your products? 

Does the entity have a business risk assessment and risk 
appetite strategy? 

.Sample – Can you provide copies of any recent Board 
meetings in which business risk or risk appetite was discussed? 
.Sample – can you provide a copy of an update risk 
assessment of your own business? 

Can the MLRO describe the typical customer profiles and the 
risk weighting assigned to them? 

.Interview - Can you describe the geographical mix of your 
customers and whether there is a pattern of jurisdiction and 
final risk rating? 

Customer Risks 
Does the entity understand the ML/FT risks associated with 
business participants? 

.Interview – Can you describe the measures that the code and 
guidance expect in order to control the additional risk 
associated with business participants? 
.Interview – Can you describe the factors you consider make a 
business participant higher risk? 

Does the entity have a compliant system for assessing 
customer risk? 

Interview - Can you describe the way that customer ML/TF risk 
is determined and discuss the factors that are used to make 
the assessment? Can you describe which customers are 
considered to automatically be higher risk? 

Does the system include size of transaction, jurisdiction of 
customer and source of funds as risk factors for the 
assessment? 

.Sample - Can you demonstrate (if not already demonstrated) 
that the mandatory risk factors (country, value, source of 
funds) are taken into account during the risk assessment 
process? 

Does the system or process record customer risk ratings? .Sample – Can you show me the risk ratings of the following 
(or a randomly selected basket of) participants? Can you 
describe how the rating has been derived in each case? 

Does inspection indicate that different risk ratings are 
present in the entity's risk assessment system? 

.Interview - Can you describe broadly what sub-divisions of 
risk your customer base divides into? 
.Sample - Can you show an analysis or breakdown your 
customers' risk profiles? 

Does inspection indicate that different risk variables impact 
on the final customer risk rating? 

.Sample - Can you demonstrate that different levels of risk 
factors change the risk rating of a given customer? 

Are the entity's AML/CFT systems sensitive to customer 
volume (by value of money)? 

.Sample - Can you show me how your risk assessment process 
treats and responds to the size of transaction? 

Does the entity have confidence that the business 
participants with whom it transacts are not a point of 
vulnerability for ML/FT? 

.Interview – Can you describe how you develop confidence 
that your business participants cannot be used as conduits for 
laundering and terrorist financing? 

Does inspection confirm that the entity maintains a list of 
higher risk jurisdictions for the purpose of mandatory EDD? 

.Sample - Can you supply the list of jurisdictions which you 
consider higher risk for the purposes of ML/TF risk? 

Does inspection indicate that those suspected of money 
laundering or terrorist financing are automatically subjected 
to EDD? 

.Sample - Can you identify a customer in respect of whom a 
SAR was filed and demonstrate that their risk rating is 
“higher”? 

Does sampling of the entity's records indicate that PEPs are 
correctly processed? 

.Sample - Can you retrieve a record in relation to a PEP and 
demonstrate that the participant has been rated as higher risk, 
EDD has been undertaken and that enhanced ongoing 
monitoring of their activity occurs? 

Technological Developments 
Does the entity take measures to detect vulnerabilities 
associated with developing technologies? 

.Sample – Can you provide copies of any recent technological 
development risk assessment undertaken prior to the 
implementation of a new system, process, products etc.? 

Does the entity take measures to mitigate any vulnerabilities 
associated with new technologies 

.Interview – Can you describe the steps that are followed 
when new technologies are rolled out to ensure that their 
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ML/FT risks are minimised? 

Can the entity provide its process for the evaluation of ML/TF 
risks associated with new products? 

.Sample - Can you provide a copy of the process that is used 
for the evaluation of ML/TF risk in respect of new technological 
developments? 

Can the entity demonstrate that its latest product was 
evaluated using the process 

.Sample - Can you demonstrate that the policy has been used 
to evaluate a recent development and can you supply that 
evaluation? 

Does the evaluation process consider the ML/TF risks in a 
credible manner? 

.Interview – Can you describe the factors that your risk 
assessment for new products incorporates and how they were 
determined? 

Does the MLRO control the parameters of automated AML 
systems? 

.Interview – Can you describe any automated features of the 
AML/CFT process? 
.Interview – Can you describe how the parameters in the 
system are set? 
.Interview – Can you describe the measures that are used to 
prevent unauthorised access to the parameters and output of 
automated systems? 

 
 

 

  



24 
 

6. AML/CFT Requirements 

 

6.1 A graphical summary of the AML/CFT requirements  
 
This simplified diagram summarises a Code-compliant AML/CFT framework 
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6.2 The licensee's requirement to operate an AML/CFT and 
sanctions screening framework 
 

The FATF Requirement (Recommendation 1) 

 
The FATF’s Recommendation 1 requires each jurisdiction to adopt a risk based approach to its ML/TF risks 
to specify the AML/CFT requirements that business in its jurisdiction must adopt. The Proceeds of Crime 
Act 2008 and its associated Codes are the Isle of Man’s response to that Recommendation. 
 
Note that the risk based approach permitted by the FATF is engineered in recognition of the fact that 
jurisdictions have a limited pool of resources to combat crime and terrorism. The risk based approach 
allows jurisdictions to target those areas where the maximum amount of disruption can be caused for the 
given resource. 

 

The 2013 Code (paragraph 4) 

 

4 General requirements  

(1) In conducting online gambling a licence holder must—  

 

(a) establish, maintain and operate—  

(i) identification procedures in accordance with paragraphs 5 to 11;  

(ii) record keeping procedures in accordance with paragraphs 12 to 16;  

(iii) internal reporting procedures in accordance with paragraph 17;  

(iv) staff screening and training procedures in accordance with paragraphs 18 to 19;  

(v) internal controls and communication procedures that are appropriate for the purposes 

of forestalling and preventing money laundering and the financing of terrorism;  

(vi) procedures and controls in accordance with paragraphs 20 to 21; and  

 

(b) take appropriate measures from time to time for the purpose of making employees and workers 

aware of —  

(i) the procedures established, maintained and operated under sub-paragraph (a); and  

(ii) the provisions of the money laundering and terrorist financing requirements. 

 

[A Typical  Sanctions Notice : from Treasury-Customs and Excise Division’s Sanctions Notice 21. Note that 
the wording is typical of such sanctions notices] 

10. The Treasury has and will issue from time to time lists of individuals and entities who 

are - 

(a) subject to the UN sanctions imposed on those connected with the Taliban and 

Al-Qaida; and 

(b) suspected of committing, or posing a significant risk of committing, or providing 

material support for, acts of terrorism. 

Financial institutions MUST – 

(a) check whether they maintain accounts for any of those individuals or 

organisations listed, and if so 

(b) freeze the accounts and report findings to the Customs and Excise Division. 

 

11. Regardless of whether any entity and/or person is named on a list notified by the 

Treasury, if any person or institution suspects that the funds of any customer or client 

is or may be used for facilitating, or providing material support for, acts of terrorism they must report 

their suspicions immediately to the Financial Crime Unit (FCU). 
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GSC guidance and policy 

 
:: AML/CFT framework is mandatory 
 
Paragraph 4 of the AML/CFT Code obliges all licensees to establish an AML/CFT framework. The specific 
elements of the framework outlined in paragraph 4 and aspects of their operation are outlined in the rest 
of this document but the framework can be summarised in the following way: 
 

 Appoint a Money Laundering Reporting Officer (MLRO); 

 All participants must be identified; 
 A risk assessment process must determine if a participant poses a higher risk of money laundering 

or financing terrorism; 
 Some participants are automatically higher risk; 
 Enhanced due diligence must be undertaken for higher risk participants; 

 All participants’ transactions must be monitored on an ongoing basis; 
 Some transactions automatically trigger the requirement for identity to be evidenced; 
 Records must be kept to prove that AML/CFT work has been undertaken and to allow law 

enforcement to access information and reconstruct transactions; 
 Reports on suspicious transactions must be made to the Financial Crime Unit (FCU) in the Isle of 

Man; 
 Licensees may need to make reports to the FCU to obtain a defence against money laundering 

when handling suspected criminal property; 

 Staff must be screened and must be properly trained in AML/CFT; 
 Technological developments must be monitored for any AML/CFT vulnerabilities they create;  
 Licensees must monitor the fitness of their own AML/CFT compliance; and 
 Maintain registers of internal and external disclosures and AML/CFT enquiries made by competent 

authorities. 
 
It should be noted that the Code’s requirements for identifying and processing money laundering and the 
Code’s requirements for identifying and processing terrorist financing do not differ in any material way – 
both forms of activity must be subject to risk assessment, identification, reporting and so forth. 
 
:: Money Laundering vs Terrorist Financing 
 
There are three principal differences between money laundering and terrorist financing: 

 Money laundering focuses on the proceeds of a crime, terrorist finances do not need to have 
originated from a criminal act in order to qualify for reporting. Terrorist finances can just as easily 
stem from donations to an affiliated charity, self-funding through savings and benefit payments or 
the profits of a company engaged in legitimate activities (terrorist businesses trading in livestock, 
fish and leather have been identified by authorities engaged in the USA’s “war on terror.”); 

 If terrorist financing is detected with reference to sanctions screening then the funds are 
automatically frozen and reported to the Sanctions Officer who is a Customs and Excise official; 
and 

 In order to launder the proceeds of crime, a proceeds generating (predicate) offence must have, or 
be suspected to have, taken place already. In the case of terrorist financing there need only be a 
suspicion that the funds or property may be used for terrorist purposes in future.  
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Sanctions screening needs to be properly understood 
The requirement to screen for sanctions is not a part of the 
AML/CFT Code for gambling but it is nonetheless an important 
component of the AML/CFT framework. 

Licensees should make sure they understand the reporting 
requirements and their procedures reflect this. 

Systems should be in place to detect newly designated 
sanctioned individuals and to prevent the dissipation of assets 
as those individuals come to understand their situation and 
extract their funds. 

Sanctions are published in the public domain and explaining to a 
player that they may be the same person as a person on a 
sanctions list is not tipping off. However, if a SAR is filed, 

tipping off becomes a hazard to be managed. 

 

 
:: Sanctions 
 
To combat undesirable activity (including the financing of terrorism and the proliferation of weapons of 
mass destruction - WMDs), all financial institutions2 in the Isle of Man are expected to check to determine 
if they hold accounts for organisations that are 
subject to sanctions; where such accounts are 
discovered, the assets must be frozen and 
reported directly to Customs and Excise. This 
should also prompt consideration being given to 
whether there is a suspicion of ML/FT and a 
requirement to file an SAR to the FCU. 
 
The sanctions regime exists principally to 
prevent a sanctioned person or organisation 
from using the world’s formal financial 
infrastructure.  
 
Given the technological challenges of 
intercepting a sanctioned individual in line with 
the FATFs’ requirements3, the GSC is prepared to accept that the FATF standards may not always be 
possible in the short term. However, it is important that sanctioned individuals’ money is not allowed to 
dissipate once a sanction is declared even if the individual is detected later than a few hours after the 
sanction is designated. At the very least a mechanism must exist to check the sanction status of a 
withdrawing participant so that a sanctioned person or organisation cannot remove money from an 
account that should be frozen. 
 
In other words: 
 

it is absolutely critical that if a sanctioned individual has 
money with an online gambling operator, that money must 

not be allowed to leave the platform. 

 
The money of a participant or business participant who is subject to sanctions must be: 

 Frozen; and  
 Reported to the Customs and Excise division. 

 
If the reason for inclusion on the sanctions lists suggests that the money on the operator’s platform may 
be the proceeds of crime (for example, the individual is reported to have stolen the national wealth of a 
nation or is a suspected terrorist financier) then an SAR should be filed. 
 
As new markets emerge, licensees are strongly encouraged to refer to other sanctions resources that are 
available. Some countries such as the USA have proven extra-territorial jurisdiction and resources such as 
the Office of Foreign Asset Control (OFAC)’s list may be necessary when operation screening processes. 
 
For further detail on sanctions, please refer to the Customs and Excise website. 

 

  

                                           
2 As a regulated sector, the GSC expects online gambling operators to operate sanctions screening procedures. 
3 The FATF (February 2012) International Standards on Combating Money Laundering and the Financing of Terrorism 
& Proliferation. Recommendation 7 states that countries should freeze assets without delay - ‘delay’ being defined in 

the glossary as “within a matter of hours.” 

https://www.gov.im/categories/tax-vat-and-your-money/customs-and-excise/sanctions-and-export-control/
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6.3 Business participants 
 

The FATF Requirement (Recommendation 10) 

 
FATF Recommendation 10 draws a distinction between natural persons and legal persons (companies, 
trusts, etc.) by stipulating additional diligence requirements for the latter. 

 

The 2013 Code (paragraph 3) 

 

3 Interpretation  

(1) In this Code -  

… 

“business participant” means a person participating, in the course of business, in online gambling 

other than as a licence holder; 

“participant” means a person (other than a business participant) participating as a player in online 

gambling other than as a licence holder; 

 

GSC guidance and policy 

 
While the definition of a participant is straightforward – it is in essence a private individual who gambles 
using the offering of the licensee - it is important to understand exactly what a business participant is, so 
that the correct customer due diligence can be undertaken. 
 
A business participant is a person who acts by way of business and who participates in online gambling. 
Online gambling is characterised in The Online Gambling Regulation Act 2001 (OGRA) as: 
 

 Any gaming where a player enters or takes a step in the game using telecommunications;  
 The negotiation or receiving of bets using telecommunications; or 
 Any lottery where a chance is acquired using telecommunications. 

 
It is important to note that only participation in (and not the conducting of) online gambling defines a 
business participant. 
 
Therefore the GSC understands a business participant to be a person who represents a business and who: 
 

 Enters or takes steps in the licensee’s online games; 
 Negotiates or receives bets on the licensee’s equipment; 
 Acquires chances in a lottery operated by the licensee. 

 
Separating participants from business participants is important because the due diligence requirements 
differ markedly both in scope (the data needed) and timing (evidence of identity needs to be obtained for 
business participants before the relationship commences).  
 
The diligence requirements for business participants are more stringent because a business participant can 
be reasonably expected by a licensee to transact much higher volumes of money than a typical individual 
(so there is an enhanced threat if the participant is a launderer or terrorist) and in some cases, activity 
may be expected from a business participant that would trigger a red flag if it were to occur on a simple 
participant’s account – for example, a business participant representing multiple players may place a 
number of bets on mutually exclusive outcomes. It is therefore important that when entering in to a 
relationship with a business participant, the nature of the business participant’s model is understood and 
the likely economic activity is quantified so that departures from that activity can be detected, investigated 
and if necessary reported. 
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6.4 Politically exposed persons  
 

The FATF Requirement (Recommendation 12) 

 
FATF Recommendation 12 makes recommendations on the treatment of politically exposed persons 
(PEPs). In particular it recommends enhanced diligence be applied to the PEP’s source of wealth, that 
senior management sign off on the relationship with the PEP and that the ongoing monitoring be subject 
to the same enhanced standards of diligence. 
 
The FATF also recommends that domestic PEPs be risk assessed and if the risk is determined to be high 
then they too be subject to the enhanced diligence measures. 

 

The 2013 Code (paragraph 6) 

6 Risk assessment 

… 
(4) Matters that pose a higher risk include but are not restricted to a participant or business participant 

who is or has a substantial connection with —  

(a) a politically exposed person; 

… 

(5) 

… 

‘politically exposed person‛ means any of the following resident in a country or territory outside the 

Island —  

(a) a natural person who is or has been entrusted with prominent public functions, including —  

(i) a head of state, head of government, minister or deputy or assistant minister;  

(ii) a senior government official;  

(iii) a member of parliament;  

(iv) a senior politician;  

(v) an important political party official;  

(vi) a senior judicial official;  

(vii) a member of a court of auditors or the board of a central bank;  

(viii) an ambassador, chargé d’affaires or other high-ranking officer in a diplomatic service;  

(ix) a high-ranking officer in an armed force;  

(x) a senior member of an administrative, management or supervisory body of a State-

owned enterprise;  

(xi) a senior official of an international entity or organisation; and  

(xii) an honorary consul;  

(b) any of the following family members of a person mentioned in sub-paragraph (a) —  

(i) a spouse;  

(ii) a partner considered by national law as equivalent to a spouse;  

(iii) a child;  

(iv) the spouse or partner of a child;  

(v) a sibling;  

(vi) a parent;  

(vii) a parent-in-law;  

(viii) a grandparent; or  

(ix) a grandchild;  

(c) any close associate of a person mentioned in sub-paragraph (a), including —  

(i) any natural person who is known to have joint beneficial ownership of a legal entity or 

legal arrangement, or any other close business relations, with such a person;  
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When to identify PEPs 
The identification of PEPs is a challenge for those licensees that 
do not have integrated solutions with third party providers. 

Licensee should ensure that they can identify PEPs at customer 
take on, monitor existing players for changes in status (i.e. 
becoming PEPs after registration) and automatically re-rank PEPs 
as higher risk for the purposes of ongoing monitoring. 

MLROs are reminded that PEPs are automatically higher risk and 
we have expanded the legislative reference above to include the 
relevant piece of the code that requires PEPs to be considered a 

higher ML/TF risk. 

It is also important that PEP status be determined at customer 
take on in order that the risk-rating can be assigned as ”higher” 
and their activities subject to ongoing monitoring and possible 
SAR.  

 

 

”Foreign” PEPs 
The PEP definition in the Code is currently drafted so that the 
assessment of whether a PEP is “foreign” or “domestic” is based on 
their place of residency. It should be noted that this is not compliant 
with the FATF PEP definition and is marked for change when the 
Code is next revised. The definition has already been amended in the 
Anti-Money Laundering and Countering the Financing of Terrorism 
Code 2015 which applies to the Island’s finance businesses. 

Focus should instead be on where the role itself is based. 

E.g. if an Isle of Man resident was recently employed as a judge in 
Canada they should be treated as a foreign PEP. 

 

 

 

(ii) any natural person who has sole beneficial ownership of a legal entity or legal 

arrangement that is known to have been set up for the benefit of such a person;  

(iii) any natural person who is in a position to conduct substantial financial transactions on 

behalf of such a person. 

 

GSC guidance and policy 

 
:: Who must be treated as a PEP? 
Paragraph 6 of the Code contains a list of posts 
and roles which confer PEP status (which is 
considered to increase the risk of bribery, 
corruption and misuse of financial systems). 
 
People who either undertake such roles or are 
closely associated through business, service or 
family must be treated as a PEP.  
 
Note that the Code assigns additional risk, not 
only to PEPs (including senior officials of a 
State-owned enterprise or of an international 
entity or organisation) and their associates but 
also to any participant or business participant 
who has had substantial contact with a PEP.  

 
This is because PEPs are typically salaried servants of the state and the presence of large amounts of 
unexpected wealth in their name can trigger an investigation – it is therefore common for corrupt PEPs to 
rely on trusted associates and their arrangements to disguise their wealth.                                  
 
:: Foreign vs domestic PEPs 
 
It is worth noting that the European Commission’s 4th Money Laundering Directive seeks to extend the 
status of PEP to domestic individuals as well as those abroad. Separately FATF Recommendation 12 also 
makes the suggestion that domestic PEPs be risk assessed for the appropriateness of enhanced due 
diligence. 
 
For these reasons the GSC consider it good 
practice for licensees to identify domestic 
(Isle of Man) PEPs and undertake the 
appropriate level of risk assessment, 
notwithstanding the current code does not 
require this. 
 
:: Once a PEP, always a PEP? 
 
The Code definition of a PEP states that a 
PEP is a natural person who is or has been 
entrusted with a prominent public function.  
 
The Puppet Masters Report issued by the World Bank and the United Nations Office on Drugs and Crime 
(UNODC) recommends that the requirement for ongoing enhanced due diligence only be dropped if a firm 
is satisfied the risks associated with the PEP as a result of the position they previously held have abated. 
 
The GSC expects licensees to wait at least one year after the role has ended before considering changing 
the participants PEP status. When considering changing the status, a licensee should take into account the 
following risk factors: 

https://star.worldbank.org/star/publication/puppet-masters
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De-PEPPING 
An opinion expressed by the majority of licensees 
is that monitoring of “de-PEPPED” individuals was 

more straight-forward than implementing the 
additional machinery necessary to monitor for a 
change in PEP status.  

The GSC is comfortable with this approach 
provided a surfeit of de-PEPPED participants 
doesn’t interfere with the licensee’s ability to 
conduct ongoing monitoring (i.e. there are so 
many that they clog the system.) 

It was noted that the online gambling industry 
does not attract a large number of PEPs. 

 The nature and duration of the individual’s role; 
 How much time has passed since they were in the 

role;  

 The level of (informal) influence that the individual 
could still exercise; and  

 Whether the individual’s previous and current 
function are linked in any way (e.g. formally by 
appointment of the PEP’s successor or informally 
by the fact that the PEP still continues to deal with 
the same substantive matters). 

 
:: PEP screening systems 
 
Some licensees choose to screen for PEPs using third 
party systems both on customer take-on and thereafter 
perpetually until the account is closed. It is noted that 
third party PEP identification services are not inexpensive and that the integrations that are usually 
necessary for perpetual screening vary in complexity.  
 
There is typically an ongoing overhead thereafter ruling out false positives known as the “Charles Taylor” 
effect (Charles Taylor is a Liberian politician that should be treated as a PEP however this is a common 
name and likely to trigger numerous “alerts” which must be discounted by comparing the customer’s due 
diligence information to facts known about Charles Taylor the PEP). 
 
Licensees should have a good understanding of the system and its parameters rather than placing total 
faith in the system provider. 
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6.5 The terminology related to CDD 
 

:: The philosophy of customer due diligence 
 
The term “know your customer” (STR) has been in use since the 1980s. More recently finance institutions, 
regulators and AML/CFT professionals have started using the term “customer due diligence” (CDD). 
 
The reason for this is that CDD encompasses KYC but goes further than simply knowing who your 
customer is. It involves obtaining, documenting and using a broad range of information relating to the 
customer relationship or occasional transaction. Areas covered by CDD include identification, verification of 
information, source of funds and ongoing monitoring plus more. 
 
Enhanced due diligence (EDD) is the term used to describe the extra due diligence requirements that 
apply to higher risk customers. See section 6.13 
 
The CDD/EDD requirements set out in the Code are designed to achieve the following by using a risk 
based approach: 
 

 Deter criminals from laundering money or financing terrorism;  
 Detect any suspicious activity;  

 Assist the authorities in investigating and apprehending criminals; and 
 Seize criminal or terrorist property. 

 
The requirement for identity to be provided and verified therefore has this dual purpose – deterrence and 
detection. 
 
A criminal is less likely to use a framework which obliges him/her to provide information that could 
positively identify them and link them with crime; the requirement to disguise identity and acquire a 
compatible financial set-up is an additional cost which makes crime more expensive.  
 
Even if a criminal supplies a false identity, that false identity must then stand up to scrutiny which 
increases the risk of detection or rejection. 
 
The CDD requirements in the Code use a number of similar phrases (identity, verification, confirmation 
etc.) that represent various checks that increase in difficulty. The GSC appreciates that the wording of the 
Code may cause confusion. The different terms are set out and explained below. A summary table is 
provided at part 6.6 to indicate when each type of check is required.  
  
:: Identification of a participant or business participant  
 
Identification of a participant or business participant describes the collection of information required to 
establish a natural person, legal person or legal arrangement’s identity. The information required will vary 
depending on the legal status of the participant or business participant.  
 
As a minimum the following must be established:  
 

Natural Person Legal Person Legal Arrangement 

Full name 
Residential address 

Date of birth 

Full name 
Registered address 

Date of incorporation 
 

Name 
Date of establishment 

Owner/Controller(s): 
Full name, residential address, Date of birth 
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For legal persons and arrangements, the identities of persons who own or control the business participant 
must also be established, verified and evidenced. For further detail on CDD requirements for owners and 
controllers, please see part 6.9 
 
The GSC recommends that place of birth and nationality are also established for natural persons in order 
to assist with risk assessments and PEP/Sanctions etc. screening (to eliminate any false positives). 
 
 
:: Verification of an identity 
 
Verification of an identity describes checks taken to verify that such a person does exist. An identity is 
verified by checking with a reliable, independent source such as the electoral register or companies 
registry. This is a simple check that can be undertaken without the customer even knowing that it has 
taken place.  
 
As a minimum this must be undertaken for: 
 

 All higher risk participants;  
 All business participants; and  
 Any participants who attempt to make a qualifying payment, 

 
however, the GSC expects licensees to consider carrying out this check on all participants depositing more 
than €3,000 or currency equivalent within the space of a month. 
 
:: Evidence of a participant or business participant’s identity 
 
Evidence of identity relates to documentary evidence that corroborates and supports the validity of the 
information provided.  
 
Each element of the mandatory identification information detailed in the table above must be evidenced 
for: 
 

 All higher risk participants;  
 All business participants and their owners and controllers; 
 Any participants that attempt to make a qualifying payment; and 
 Any participant that has been the subject of a disclosure to the FCU.  

 
There is no requirement to obtain evidence of identity in relation to unusual activity however this should 
be considered. 
 
Whenever evidence of identity is obtained, the evidence itself must also be verified (see below). There are 
various methods in which this may be done as detailed under part 6.10. 
 
:: Verification of evidence of identity  
  
It is essential that evidence of identity documents are not simply requested to “tick a box” but are also 
checked by the licensee. Verification of evidence of identity comprises reasonable measures to–  
 

a) Check that the document appears legitimate (e.g. not forged, altered); and  
b) That it has not been stolen from the true owner. 

 
Please see part 6.10 for further details on verifying and evidence of identity. 
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:: Source of funds  
 
Source of funds describes a player’s immediate source of funds (i.e. the deposit method). This is required 
for all participants and business participants to undertake a Code-compliant customer risk assessment. 
Please see part 6.11 for details on source of funds and source of wealth.  
 
:: Source of wealth  
 
Source of wealth is distinct from source of funds and describes the origins of a person’s financial standing 
or total net worth (i.e. the activities that generated a person’s funds and property). Please see part 6.11 
for details on source of funds and source of wealth.  
 
:: Ongoing monitoring of identity 
 
Licensee should take measures to ensure that participants’ identification information is up to date and 
accurate. Where information changes or documents expire the licensee should take steps to re-verify and 
re-evidence the participant’s identity. Please see part 6.14 for further detail. 
 
:: Ongoing monitoring of transactions 
 
Licensees are required to monitor all participant’s activity in order to detect activity that appears unusual. 
Monitoring should be undertaken on the basis of risk; more regular and thorough monitoring for higher 
risk customers. If unusual activity is detected a licensee must undertake further checks to determine 
whether the activity is in fact, ok, high risk or suspicious. If the activity is deemed suspicious, a review of 
the identification information, verification and evidence will be required to ensure that the participant’s 
true identity is known and that this can be provided to the authorities. Please see part 6.14 for further 
detail on ongoing monitoring. 
 
:: Ongoing monitoring of risk rating 
 
Licensees should take steps to ensure that the participant’s risk rating remains appropriate.  
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6.6 Summary table of CDD requirements 

 
Element Description Required For…? 

Participant 
 

Business Participant Unusual 
Activity 

Suspicious 
Activity 

Low4 
 

Std5 High / 
QP6  

Std High 

Identity – 
(minimum) 

Natural person: 
 Full name  
 Residential address 
 Date of birth 

 

Legal Person: 
 Full name  
 Registered address 
 Date of incorporation 

Legal Arrangement: 
 Full name 
 Date of establishment 
 

Yes Yes Yes Yes Yes Yes Yes 

Plus identity information on the natural persons  
who own or have the power to control  
the legal person / legal arrangement. 
(e.g. shareholders, directors, trustees) 

Verification of 
identity 

 Does such a person exist? 
(e.g. check against the electoral roll or companies registry) 

No7 No8 Yes Yes Yes Yes Yes 

Evidence of 
Identity 

 Documentary proof of identity including address 
(e.g passport, company formation documents, utility bill) 

No No Yes Yes Yes Yes Yes 

Source of funds  Immediate source of funding 
(e.g. debit card) 

Yes Yes Yes Yes Yes Yes Yes 

Ongoing 
monitoring 

 A review of identity, verification of identity and evidence of identity. 
(e.g. check complete, current and sufficient) 
 A review of transaction to flag up unusual activity for further investigation. 
(Risk based. For non-high risk, periodic review should suffice) 

Yes Yes Enhanced Yes Enhanced Yes Enhanced 

Enhanced Due 
Diligence 

Must consider: 
 Additional identity information 
(e.g. previous address) 
 Additional verification of identity 
(e.g. research public domain info)  
 Additional evidence of identity 
(e.g. more documentation) 

Must do: 
 Reasonable measures to establish source of 

funds AND source of wealth. 
(i.e. immediate source of funding plus how the 
wealth was accumulated) 
 Enhanced ongoing monitoring  

(e.g. more in depth than for standard risk) 

No No Yes 
/ RBA for 

QP 

No Yes RBA Yes 

                                           
4 Please see part 5 for detail on lower risk participants. 
5 STD means standard risk customers. 
6 QP means qualifying payment 
7 Verification is not required but the GSC would expect licensees to take a risk based approach and suggests €3,000 or currency equivalent within the space of a month as a 

reasonable deposit threshold over which this check should be undertaken. 
8 As per 7. 
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6.7 Identifying participants 
 

The FATF Requirement (Recommendation 10) 

 
FATF Recommendation 10 states that businesses must identify the customer and verify the customer’s 
identity using reliable, independent source documents, data or information. 
 
Verification of identity should be conducted as soon as reasonably practicable but need not occur 
immediately if to do so would interrupt the normal course of business.  
 
Where a delay occurs between identification and verification, the money laundering and terrorist financing 
risks must be effectively managed. 

 

The 2013 Code (paragraph 7) 

 

3 Interpretation  

(1) In this Code –  

… 

 “participant” means a person (other than a business participant) participating as a player in online 

gambling other than as a licence holder; 

… 

7 Identity of prospective participants  

(1) A licence holder must establish maintain and operate procedures that require the prospective 

participant to provide satisfactory information as to his or her identity (either online or in writing) as soon 

as reasonably practicable after contact is first made between them.  

(2) Procedures comply with this paragraph and paragraph 6 if they require that unless satisfactory 

information as to the prospective participant’s identity is provided—  

(a) no account will be opened for him or her;  

(b) no money will be accepted from or on behalf of him or her; and  

(c) no participation in online gambling by him or her will be permitted. 

 

GSC guidance and policy 

 
If the risk assessment undertaken at the point where the relationship is formed with the participant 
indicates there is a lower risk of money laundering or terrorist financing then it is only necessary for the 
licensee to obtain the participant’s identity. 
 
The GSC consider that identity should be established with 
reference as a minimum to: 
 

 Full name; 
 Date of birth; and 
 Residential address. 

 
Licensees may also seek to establish the nationality and place of 
birth of the participant as this will be helpful for risk assessment 
and PEP/sanctions etc. screening (in order to discount false 
positives). This information might also be obtained as part of 
enhanced due diligence when considering whether additional 
identification data is required.  
 
 

Challenges with addresses 
Not all participants are home-owners. 
There is no reason why AML/CFT controls 
should prevent people who rent from 
gambling. 

However it should be noted that people 
in rented accommodation may not have 

access to the standard forms of 
evidencing of identity (a recent utility bill, 
for example) and other forms of evidence 
of identity may be necessary for 
addresses. 

One licensee accepts a copy of a rental 
agreement between the player and the 
landlord as a corroboration of an address 
supplied by an independent database.  
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Extra risk should be assumed if ‘care of’ addresses are provided and these should only be accepted in 
compelling circumstances and where alternative measures are taken to establish identity. 
 

Participants and business participants should be screened against 
sanctions lists. 
 
It should be noted that the GSC sees no distinction between 
regular accounts and premium accounts (often called VIP 
accounts) in terms of the risk assessment and due diligence 
requirements. The processes described in this document apply to 
all accounts irrespective of their status. 
 
The GSC does not consider that these identification requirements 
apply to free-play modes of a licensee’s games (because no online 
gambling is occurring when they are played) but they are 
triggered if a free-play player switches to a real-money play mode.  
 
The awarding of bonuses or incentives to a player’s account does 
not make any free-play preceding the award of the bonus online 
gambling unless the bonus or incentive can be withdrawn as 
money without the participant being identified and risk assessed. 
 
 
 

 
 
 
 

 

  

Foreign alphabets 
Particular challenges are faced by 
operators whose players live in 
jurisdictions where not only the address 
format differs, but the alphabet itself is 
not Western. 

MLROs should ensure they are able to 
verify that names and addresses written 
in a foreign alphabet (for example Cyrillic 
or Pinyin) are complete and match with 
documents supplied for the purposes of 
evidencing identity. 

The MLRO may for example be able to 
call upon staff in the organisation to 
translate data and to confirm that it is 
complete. 

At all times, the licensee should ask 
themselves whether the ID data they 
hold would be sufficient to allow the 
police to visit the address. If the answer 
is “yes” then the ID data is satisfactory. 
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6.8 Identifying business participants 
 

The FATF Requirement (Recommendation 10) 

 
FATF Recommendation 10 states that businesses must identify the customer and verify the customer’s 
identity using reliable, independent source documents, data or information. 
 
Verification of identity should be conducted as soon as reasonably practicable but need not occur 
immediately if to do so would interrupt the normal course of business. Where a delay occurs between 
identification and verification, the money laundering and terrorist financing risks must be effectively 
managed. 

 

The 2013 Code (paragraphs  7 and 9) 

 

7 Identity of prospective participants  

(1) A licence holder must establish maintain and operate procedures that require the prospective 

participant to provide satisfactory information as to his or her identity (either online or in writing) as soon 

as reasonably practicable after contact is first made between them.  

(2) Procedures comply with this paragraph and paragraph 6 if they require that unless satisfactory 

information as to the prospective participant’s identity is provided—  

 

(a) no account will be opened for him or her;  

(b) no money will be accepted from or on behalf of him or her; and  

(c) no participation in online gambling by him or her will be permitted. 

 

9 Evidence of identity for business participants  

(1) A licence holder must establish, maintain and operate procedures that require the business participant 

to produce satisfactory evidence of its identity before a business relationship is entered into.  

 

GSC guidance and policy 

The requirements for identifying business participants differ slightly from those for identifying (non-
business) participants: 
 

 The identification information required is different; and  

 Verification of the identification details must be carries out and evidence of the must be sought 
before the relationship proceeds. 

 
Business participants can either be legal persons (e.g. a company) or legal arrangements (i.e. a trust). 
The GSC considers that the following identification information should be obtained as a minimum: 

 

Legal Person Legal Arrangement Owner(s) and 
Controllers(s) of a Legal 

Person or Legal 
Arrangement 

 Full name 

 Registered address 

 Date of incorporation 

 Full name 

 Date of establishment 
 Full name 

 Residential address 

 Date of birth 

 
Licensees may also seek to establish additional information such as an official identification number or 
details of any regulator who oversees the business participant. For details on how to verify and evidence 
this information please refer to part 6.10. For details on who would constitute an owner or controller 
please refer to part 6.9  
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6.9 Owners and controllers 
 

The FATF Requirement (Recommendation 10) 

FATF Recommendation 10 states that when business relationships are formed, an effort must be 
undertaken to identify and verify the beneficial owners of customers which are businesses, including 
developing an understanding of the ownership and control structure of the business. Furthermore, the 
purpose and intended nature of the business relationship must be understood for the purposes of ongoing 
monitoring. 
 
The FATF defines beneficial owner as “the natural person(s) who ultimately owns or controls a customer 
and/or the natural person on whose behalf a transaction is being conducted. It also includes those 
persons who exercise ultimate effective control over a legal person or arrangement”. 

 

The 2013 Code (paragraph 9) 

 
(2) A licence holder must, in the case of all business participants—  

… 

(e) obtain satisfactory evidence to identify and take reasonable steps to verify the identity of the beneficial 

owner, using relevant information or data obtained from a reliable source. 

“beneficial owner” means the natural person who ultimately owns or controls a business participant. 

 

GSC guidance and policy 

 
The GSC expects that the minimum identification information (as per part 6.8), verification and evidence 
(as per part 6.10) are undertaken in respect of any of the following:  
 

 In the case of a legal person: 
 

o Persons holding 25% or more of the shares or voting rights; or 
o A person who otherwise exercises ultimate effective control of the customer; 

 

 In the case of a legal arrangement: 
 

o The trustee or other person who exercises ultimate effective control of the customer; or 
o Known beneficiaries, the Settlor or any other person by whom or on whose instructions the 

legal arrangement is made.  
 
Where the business participant has been assessed as posing a higher risk of ML/FT or they have been the 
subject of a disclosure, EDD must be applied to both the business participant and any owner(s) and 
controller(s).  
 
There may be occasions where there are many persons who could exercise control over the business 
participant such as where there are a large number of directors or signatories. In such cases a risk-based 
approach should be taken and the licensee should pick (at least two) individuals from a list of the 
controllers to be fully identified and verified.  
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6.10 Verification and evidence of identity 
 

The FATF Requirement (Recommendation 10) 

FATF Recommendation 10 requires that relevant businesses identity customers and verify their identity 
using reliable, independent source documents, data or information. 
 

 

The 2013 Code (paragraphs 8 and 9) 

  

8 Evidence of identity for participants 

(2) A licence holder must establish, maintain and operate procedures that require the participant to 

produce satisfactory evidence of his or her identity before making the qualifying payment.  

… 

(4)… satisfactory evidence is not produced—  

(a) the qualifying payment will not be made unless or until it is produced;  

(b) no further participation in online gambling by the participant will be permitted; and  

(c) a licence holder must consider whether an internal disclosure should be made. 

9 Evidence of identity for business participants 

(1) A licence holder must establish, maintain and operate procedures that require the business participant 

to produce satisfactory evidence of its identity before a business relationship is entered into.  

(2) A licence holder must, in the case of all business participants—  

(a) understand the ownership and control structure of the business participant;  

(b) determine the legal status of the business participant and who is the beneficial owner;  

(c) verify that any person purporting to act on behalf of the business participant is authorised to do 

so;  

(d) obtain satisfactory evidence to identify and take reasonable steps to verify the identity of those 

persons or any natural persons having power to direct the business participant’s activities, using 

relevant information or data obtained from a reliable source; and  

(e) obtain satisfactory evidence to identify and take reasonable steps to verify the identity of the 

beneficial owner, using relevant information or data obtained from a reliable source. 

11 Ongoing monitoring 

 (2) Sub-paragraph (3) applies if transactions are undertaken by a participant or business participant that 

are –  

(a) significantly different (in number or value) to the normal pattern of previous transactions 

undertaken;  

(b) appear complex, or  

(c) have no apparent economic or lawful purpose.  

(3) A licence holder must establish and maintain procedures that, as soon as reasonably practicable after 

any variation in the pattern of transactions—  

(a) require satisfactory confirmation of the information as to identity provided under paragraph 

7(1); and  

(b) in cases in which evidence of identity has been produced under paragraphs 8, 9 or 10, require 

satisfactory verification of the evidence of identity produced under those paragraphs. 

(4) Procedures comply with this paragraph if they require that —  
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(a) when satisfactory confirmation of the information as to the participant’s identity is not 

provided; or  

(b) when satisfactory verification of the evidence of the participant’s or business participant’s 

identity is not provided, no further participation in online gambling by such will be permitted; and 

the licence holder considers whether an internal disclosure should be made. 

 

GSC guidance and policy 

 
A summary of CDD requirements for each risk category of participant and business participant is provided 
at part 6.6. 
 
:: Verification of identity 
 
Verification of identity checks should be undertaken for: 
 

 All higher risk participants; 

 All business participants; and 
 Any participant attempting to make a qualifying payment (€3,000 or equivalent).  

 
The GSC would expect licensees to consider undertaking this check for other participants too in 
accordance with their own risk appetite as set by their board. The GSC would suggest €3,000 or currency 
equivalent deposited within a month as a reasonable deposit threshold over which a verification check 
should be undertaken. 
 
A verification check can be undertaken using a number of different methods. The aim is to check that 
there is such a natural person, legal person or legal arrangement in existence residing or located at the 
address provided.  
 
Some methods are suggested below: 
 

 Electoral roll; 

 Social media; 
 Business telephone directory; 
 Companies Registry; 
 Media/news sources. 

 
:: Evidence of identity 
 
Evidence of identity relates to documentary evidence that corroborates supports the validity of the 
information provided. Each element of the mandatory identification information detailed must be 
evidenced (name, address, date of birth/incorporation/establishment) including the identification 
information relating to any beneficial owner(s) and controller(s).  
 
Evidence of identity is required for;  
 

 All higher risk participants; 
 All business participants; 

 Participants attempting to make a qualifying payment (€3,000 or equivalent); and 
 Participants who have been identified as carrying out unusual or suspicious activity. 

 
There may be on occasion customers who are unable to provide the usual types of documentation as 
detailed above. On such occasions licensees may adopt a risk-based approach. When deviating from 
normal procedures the GSC expects the rationale/justification to be documented and agreed by the MLRO. 
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Below are some satisfactory types of evidence: 
 

 Evidence Type Comments 

Address   Bank, building society or 
credit card statement 

 
Rates, council tax or utility bill  

Letter from an official 
independent source such as 
central or local government. 

 

Proof of address should be no 
more than one year old. E-

statements are not acceptable 
as they do not prove that the 
mail was collected from the 

address in question 

Natural person Passport (ID) 
National identity card (ID) 

Driving licence (ID & address) 
 
 

Copies of photo IDs must be 
clear (and ideally in colour). ID 

must be in date and valid 
 

Legal Person Company formation 
documents (e.g. Certificate of 

Incorporation) (ID) 
 

Latest annual return (ID and 
address) 

 
 

Documents should be certified 
as genuine (by a notary or 

equivalent) or sourced direct 
from an independent public 

registry 

Legal Arrangement Trust deed (ID of legal 
arrangement plus details of 

controllers) 

Should be certified as genuine 
(by a notary or equivalent) and 
include any subsequent deeds 

of appointment/retirement 

 
:: Verification of evidence of identity 
 
When evidence of identity is received a licensee should check the evidence received with a view to 
ensuring, so far as possible and practical, that: 
 

a) The document appears legitimate (e.g. not forged, altered); and  
b) It has not been stolen from the true owner. 

 
A risk-based approach should be taken; more thorough checks should be undertaken for higher risk 
customers. If the licensee obtains foreign documentation they should take extra care over verifying its 
authenticity, particularly where the type of document is unfamiliar. Documents should be translated to 
ensure that their true significance can be appreciated. 
 
When evidence of an existing participant’s identity has been requested in relation to unusual or suspicious 
activity, the licensee must take steps to monitor and restrict the participant’s transactional activity until 
satisfactory evidence is provided. If the participant does not provide satisfactory evidence the licensee 
must prevent the participant from undertaking further transactions and should consider whether an 
internal disclosure is required. 
 
. Address 
 
When receiving evidence to confirm an address, the document should be inspected to ensure that it 
appears genuine, it has not been tampered with and that it is recent.  
In higher risk situations a licensee may choose to undertake an additional check such as posting a 
password to the address to prove that the address is current and genuine. 
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. Identification 
 
When receiving photo-ID, the legitimacy of the document can be checked by undertaking a Machine 
Readable Passport (MRZ check) or by comparing the document to example documents. In order to 
establish that the ID has not been stolen, the participant could be asked to provide a “selfie” of them 
holding the ID. 
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6.11 Source of funds and source of wealth 
 

The FATF Requirement (Recommendations 10) 

FATF Recommendation 10 includes the requirement to undertake ongoing monitoring to ensure that 
transactions are consistent with an institution’s knowledge of a customer including their source of funds. 
The FATF’s interpretive note to Recommendation 10 states that enhanced due diligence measures 
undertaken for higher risk customers should include obtaining information as to the source of wealth of 
the customer. 

 

The 2013 Code (paragraph  

 

6 Risk assessment 

 
(2) The risk assessment must estimate the risk of money laundering and the financing of terrorism on the 

part of the participant or business participant having regard to—  

… 

(c) the source of funds deposited; 

 

10 Enhanced due diligence 

If this paragraph applies a licence holder must 

 

(c) take reasonable measures to establish the source of any funds and of the wealth of the 

participant and any beneficial owner and underlying principal; 

 

GSC guidance and policy 

:: Source of funds 
 
In order to complete a Code-compliant risk assessment of a participant or business participant, a licensee 
must establish their source of funds.  
 
For a participant, the source of funds is likely to be their debit card. For a business participant, the source 
of funds is likely to be a bank account in the business participant’s name. 
 
The GSC would expect the risk profile to increase if a payment mechanism were used which did not 
require customer due diligence procedures to be implemented prior to the mechanism being made 
available. It would also expect its licensees’ MLROs to understand the FATF’s guidance on 
Recommendation 16 with respect to wire transfers (see part 6.11 for detail).  
 
:: Source of wealth  
 
The Code requires that reasonable measures are undertaken to establish the source of wealth of a 
participants that have been assessed as posing a higher risk of ML/FT or the subject of unusual or 
suspicious activity. A licensee should consider whether enhanced due diligence (which includes 
establishing source of wealth) should be undertaken when a participant attempts to make a qualifying 
payment. 
 
Source of wealth is distinct from source of funds and describes the origins of a person’s financial standing 
or total net worth (i.e. the activities that generated a person’s funds and property). What constitutes 
“reasonable measures to establish” will vary depending on the level of risk associated to the participant or 
business participant and the activity seen. Effort should be made to obtain information that can be 
verified. For example rather than simply “salary” a participant should be asked for their employer name 
and position held. This could be verified, if necessary, by obtaining a pay slip or undertaking public 
domain searches. 
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Occasional self-testing 
The compliance department of 
one licensee periodically tested 
the strength of their controls 
by registering test players with 
incomplete identity details to 
see how the process reacted.  

6.12 Anonymous accounts and fictitious names 
  

The FATF Requirement (Recommendation 10) 

 
FATF Recommendation 10 states that businesses should not keep anonymous accounts or accounts in 
fictitious names. 

 

The 2013 Code (paragraph 5) 

 

5 Anonymous accounts  

A licence holder must not in relation to online gambling maintain—  

(a) an anonymous account; or  

(b) an account in a fictitious name. 

 

GSC guidance and policy 

 
The GSC considers anonymous accounts to be accounts where there is 
insufficient detail to allow the positive identification of a person. Examples 
would be: 
 

 Accounts with no names; or 
 Accounts with partial names such as “Fred”, “F Williams”. 

 
The GSC considers fictitious names to be: 
 

 Obviously fictitious names such as “Troll Face”, “The Joker” etc.; 
 Nicknames such as “Iceman” or “Jonesy”; or 
 Administrative names such as “Test Test” in cases where no clear distinction is made within the 

system’s accounts database between admin/developer accounts and customer accounts. 
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6.13 Enhanced due diligence 
  

The FATF Requirement (Recommendation 10) 

 
The FATF’s interpretive note to Recommendation 10 states that where higher risks are faced enhanced 
due diligence must be carried out but that the extent of such measures should vary according to the 
specific level of risk.  

 

The 2013 Code (paragraph  

 

10 Enhanced due diligence  

If this paragraph applies a licence holder must —  

(a) consider whether additional identification data needs to be obtained;  

(b) consider whether additional aspects of the participant’s identity or the identity of the business 

participant need to be verified;  

(c) take reasonable measures to establish the source of any funds and of the wealth of the participant and 

any beneficial owner and underlying principal; and  

(d) consider what on-going monitoring should be carried on in accordance with Paragraph 11. 

 

GSC guidance and policy 

 
:: The function of enhanced due diligence 
 
When a customer’s risk rating is higher, it is important to establish accurate identity information and 
ensure that the information is reliable in case the risk manifests and has to be reported. There are two 
reasons for this:  
 

 Criminals may find it inconvenient or expensive to obtain or falsify the additional data required by 
EDD and there may be a refusals or delays in supplying it which wouldn’t be expected from a 
legitimate customer; and 

 The higher risk rating means that statistically more of these customers will be reported to the 
authorities and the additional data supplied in respect of identity will be useful additions to the 
report. 
 

:: Enhanced identification, verification and evidence of a participant 
 
If a participant is identified as posing a higher risk (including if any activity to verify identity suggests that 
there may be doubts about the authenticity of the identity details supplied), then the licensee must ask 
itself a number of questions with a view to gaining reassurance as to the identity of the participant: 
 

 Is the identification data captured sufficient to identify the participant or is additional identification 
data (such as place of birth, nationality) required? 

 In the case of those additional identity details being obtained, do they satisfactorily pass 
verification checks? 
 

Additionally, irrespective of the outcomes of these questions, the licensee should consider the nature of 
the ongoing monitoring that will prevail during the course of the relationship, taking into account the 
higher risk of money laundering or terrorist financing identified. 
 
:: Enhanced identification, verification and evidence of a business participant 
 
If a business participant is identified as posing a higher risk, then the licensee must ask itself a number of 
questions with a view to ensuring a full understanding of the identity and nature of the business 
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participant: 
 

 Is the identification data captured sufficient to identify the business participant or is additional 
identification data (such as company registry number, website address) required? 

 Has the evidence of identity that has been obtained been authenticated - or - is there now a 
reason to have those aspects of identification authenticated (perhaps the information cannot be 
verified because it does not show up on an independent database when it would be expected to)? 

 Is the source of the business participant’s funds and wealth known? 
 Is the source of the beneficial owner(s)’ funds and wealth known? 
 Are the underlying principals known and is the source of their funds and wealth known? 

 
Additionally, the method, criteria and frequency of any subsequent ongoing monitoring must be 
determined. This is particularly important as legitimate legal persons and arrangements typically operate 
with a sound economic rationale and the licensee will need to be able to identify any transactions that 
seem to sidestep the interests of the business participant. 
 
:: Source of funds and source of wealth  
 
Source of funds is required for all participants in order to undertake a Code-compliant risk. The GSC would 
expect a licensee to consider verifying that the source of funds is genuine in the case of a higher risk 
participant. For example if there is a high risk of card fraud a participant could be asked to provide a 
reference from the bank for the account to which the card is linked.  
 
Enhanced due diligence also requires that reasonable measures are undertaken to establish the 
participant’s source of wealth. Please see part 6.11 for further detail. 
 
:: Ongoing monitoring 
 
A licensee is required to conduct ongoing monitoring of all participants however in the case of higher risk 
participants, consideration should be given to increasing the frequency and intensity of the ongoing 
monitoring. Please see part 6.14 for further detail. 
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6.14 Ongoing monitoring 
  

The FATF Requirement (Recommendation 10) 

 
FATF Recommendation 10 states that customer due diligence should include the conducting of ongoing 
due diligence on business relationships and scrutiny of transactions taken throughout the course of the 
relationship. 

 

The 2013 Code (paragraph 11) 

 
The Code requires ongoing monitoring to be undertaken for participants as well as business participants. 

 

11 Ongoing monitoring  

(1) A licence holder must establish, maintain and operate procedures that require the ongoing and 

effective monitoring of any transactions undertaken by a participant or business participant, including—  

(a) review of the information provided as to the participant’s identity under paragraph 7(1);  

(b) review of the evidence of identity provided under paragraphs 8 to 10.  

 

(2) Sub-paragraph (3) applies if transactions are undertaken by a participant or business participant that 

are –  

(a) significantly different (in number or value) to the normal pattern of previous transactions 

undertaken;  

(b) appear complex, or  

(c) have no apparent economic or lawful purpose.  

 

(3) A licence holder must establish and maintain procedures that, as soon as reasonably practicable after 

any variation in the pattern of transactions—  

(a) require satisfactory confirmation of the information as to identity provided under paragraph 

7(1); and  

(b) in cases in which evidence of identity has been produced under paragraphs 8, 9 or 10, require 

satisfactory verification of the evidence of identity produced under those paragraphs.  

 

(4) Procedures comply with this paragraph if they require that —  

(a) when satisfactory confirmation of the information as to the participant’s identity is not 

provided; or  

(b) when satisfactory verification of the evidence of the participant’s or business participant’s 

identity is not provided,  

no further participation in online gambling by such will be permitted; and the licence holder 

considers whether an internal disclosure should be made. 

 

GSC guidance and policy 

 
:: Ongoing monitoring of identity 
 
Ongoing monitoring of identity can be summarised as the requirement for a licensee to asked themselves: 
 

 Is the identification information up to date? 
 Do I need to verify any new information?  
 Should I undertake verification (or additional verification) of existing information? 
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Not all unusual behaviour is suspicious 
One licensee explained that players from a particular jurisdiction 
were suspicious of internet gambling platforms and would deposit 
and withdraw without play simply to check the legitimacy of the site 
and to check whether it would indeed be likely to pay out in the 
event of a win. They had figured this into their ongoing monitoring 
checks and had set a threshold below which this activity did not 
trigger an SAR. The GSC considers this to be an intelligent 
application of the requirements. 

Identity may change due to circumstances (marriage, name change, change of address) or due to a slip-
up by a criminal (supply of incorrect details which differ from false identity supplied for example).  
 
Aside from the deterrent value, the principle advantage to combatting ML/TF by holding accurate and up 
to date identification data is that it can be used to track and locate the criminal. For this reason, licensees 
should hold the latest information and evidence they can so that if the participant’s activity becomes 

suspicious, the most accurate data can be supplied to the 
authorities. 
 
In practice, this means that operators should consider 
obtaining evidence of identity periodically to detect any 
changes, refreshing the data on key events (perhaps change 
of payment instrument) or should consider tracking expiry 
dates on evidence of identity and refreshing it as it expires. 

 
Once evidence of identity has been obtained for the first time, the GSC does not expect evidence of 
identity to be obtained every time a withdrawal occurs (qualifying or otherwise) but the licensee should be 
able to show that if ID information changes, it will be detected and re-evidenced. Please see part 6.10 for 
further details on verifying and evidence of identity. 
 
:: Ongoing monitoring of transactions 
 
While additional evidence of identity and further evidence of identity can be requested at any time by a 
licensee, there are three occasions where obtaining evidence of identity becomes mandatory. 
 
If the transactions made by a 
participant or business participant: 

 Vary in number or pattern from 
those previously undertaken; 

 Appear complex; or 
 Seem to have no economic (or 

lawful) purpose, 
 
then the licensee must obtain and verify evidence of identity in respect of the participant or business 
participant (if this has not already been done). The licensee must also conduct appropriate scrutiny of the 
activity to determine if there is cause for suspicion or to amend the participant’s risk rating. 
 
If evidence of identity is requested but not supplied, then the licensee must: 

 Cease to offer gambling to the participant or business participant; and 
 Consider whether the matter should be referred to the MLRO (an internal disclosure). 

 
In order to determine what would be unusual, the licensee should compare the participant’s activity to 
their customer due diligence and consider what “normal” transactional activity should look like for an 
average participant. 
 
Ongoing monitoring efforts might also encompass the detection of mis-matches between expected and 
actual patterns in: 
 

 IP address use from one session to another; 
 IP address use that contradicts geographical address; or 

 Deposit values and play, in particular: 
o large deposits following by low value play; 
o large deposits followed by attempts to transfer money instead of play; and 
o withdrawal requests which are consistently below the AML/CFT thresholds despite large 

player balances. 

Wider value of accurate ID data 
One operator reports that a police force sought 
address data (via the FCU) in respect of a player 
and used that address data to visit the address 
and rescue a child who had been abducted by the 
player. Maintaining accurate address data was 
able to assist law enforcement with a non-AML 
related matter. 
 
 
 

 



50 
 

 
Participants and business participants’ behaviour should also be monitored for suspicious strategies. For 
example: 
 

 Illogical player strategies, such as: 
o soft play in peer to peer games where players fail to pursue obvious advantages against 

opponents; 
o chip dumping, where players seem to deliberately lose money to opponents; and 
o even money gambles, where players or seemingly associated players place bets on events 

that guarantee a reduced return (such as betting on red and black in roulette, betting on 
win/draw/lose for a football team). 

 
It should be noted that the FATF periodically publish typology reports which detail cases that have been 
investigated and which provide analysis of the mechanisms used by money launderers and terrorist 
financiers. 
 
This URL provides a gazetteer of available reports :  
http://www.fatf-gafi.org/topics/methodsandtrends/ 
 
The GSC would expect MLROs to be familiar with typologies relating to online gambling if they are 
available. 
 
:: Ongoing monitoring of risk rating 
 
A licensee should periodically, or in the event of a change in the participant or business participant’s 
circumstances or transactional activity, consider whether their risk rating remains appropriate. The 
following events are likely to warrant a review of the participant’s risk rating: 
 

 A change in payment methods; 
 Significant change in transactional activity; 
 Undertaking/retiring from a PEP role; or 
 Moving to/from a higher risk jurisdiction. 

 

 

  

http://www.fatf-gafi.org/topics/methodsandtrends/
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6.15 Due diligence on acquired player databases 
  

GSC guidance and policy 

 
If a player database is inherited or transferred from a current Isle of Man licensee then the new owner 
should sample the integrity of the due diligence held. Assuming no concerns are detected, it is sufficient 
for the licensee acquiring the database to establish ongoing monitoring in relation to all participants and 
business participants in order for the identification and evidence of identity requirements to be satisfied.  
 
If a player database is inherited or transferred from a source not hitherto licensed by the GSC or the 
sampling exercise indicates any shortfalls in AML/CFT controls then the data in the database and the 
associated records must be comprehensively assessed to determine whether they conform to the Code’s 
standards (including supplementary evidence of identity and an understanding of the AML/CFT processes 
of the previous owner).  
 
Where the assessment shows part or all of the data or previous processes to be deficient, participants and 
business participants must be re-risk assessed and customer due diligence undertaken in accordance with 
the Code. 
 
The GSC strongly recommends that licensees undertake checks on any database they may be acquiring 
before acquiring it. The GSC will expect shortfalls to be corrected in very short order or for gambling to be 
suspended until the AML/CFT controls are in place. 
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6.16 Wire transfers 
  

The FATF Requirement (Recommendation 16) 

 
FATF Recommendation 16 states that businesses should conduct customer due diligence when: 

 Carrying out wire transfers that are not financial-institution-to-financial-institution in nature; 
 Carrying out wire transfers that result from a transaction using a credit, debit or prepaid card 

where the card’s number does not accompany the transaction; or 

 Carrying out wire transfers where a credit, debit or prepaid card has been used as payment to 
affect a person-to-person wire transfer. 
 

The FATF’s Recommendations on the information that should be established and accompany wire 
transfers is designed to ensure that an audit trail is created to allow law enforcement to undertake 
investigations into the movement of the money. 
 
At or below €1,000 the minimum information that should be established and associated with the wire 
transfer transaction is: 
 

 Name of originator; 
 Name of the beneficiary; 
 Originator’s account number; and 
 Beneficiary’s account number. 

 
Above €1,000 the minimum information that should be established and recorded is: 
 

 Name of originator; 
 Account number of originator; 
 One of the following: 

o address of the originator 
o national identification number of the originator; 
o customer identification number (which must be a number that the ordering institution can 

use to refer to its records ) of the originator; 
o date & place of birth of the originator; 

 Name of the beneficiary; and 
 Beneficiary’s account number. 

 

GSC guidance and policy 

The assumption is made that when a participant or business participant wishes to wire money to a 
licensee, the bank or money office is the institution that is required to ensure that FATF Recommendation 
16’s points are considered (and not the licensee). 
 
Likewise, when a licensee wishes to wire money to a participant or business participant, its bank will be 
the institution that ensures the correct information can be associated with the payment and that any 
diligence requirements have been met. 
 
The GSC simply therefore requests that licensees be aware of the FATF Recommendation on wire 
transfers in order that they can: 

 Be assured of the validity of due diligence requests from those institutions; and 
 Develop concerns where recommended due diligence information is not required by those 

institutions. 
 

The GSC considers that the use of a money/value transfer model such as Western Union, MoneyGram, 
etc. where identification of the customer cannot be guaranteed may create a higher risk and consequently 
operators should consider such a risk in conjunction with business information as to whether enhanced 
due diligence is required from players. 
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6.17 The FATF, the IMF and MONEYVAL’s observations on CDD 
and the risk-based approach 
  
The Isle of Man is subject to regular inspection by independent assessors, who evaluate the Island’s 
compliance with the FATF Recommendations and progress towards the goal of effective implementation. 

MONEYVAL is the current assessor and it is planned that MONEYVAL will conduct an inspection of the 
Island’s financial framework and its regulated sectors in Q2 2016. With that in mind, the particular 
concerns that the FATF and its associates have in respect of online gambling are presented here for 
consideration. 

MONEYVAL’s observations on gambling transactions 

 
MONEYVAL has separately published a list of typologies which it considers merit consideration. 
 
:: Initial due diligence – suspicious indicators 
 

 Information provided by the player contains a number of mismatches (e.g. email domain, 
telephone or postcode details do not correspond to the country); 

 The registered credit card or bank account details do not match the player’s registration details; 
 The player tries to open multiple accounts under the same name; 

 The player tries to open several accounts under different names using the same IP address; 
 The source of funds being deposited appears to be suspicious and it is not possible to verify the 

origin of the funds; or 
 The player has links to previously investigated accounts. 

 
:: Ongoing monitoring – suspicious transactions 

 
 The player logs on to the account from multiple countries; 
 Different players are identified as sharing bank accounts from which deposits or withdrawals are 

made; 
 Deposits are made using alternative (as opposed to ‘traditional’) payment mechanisms such as pre-

paid cards, online payment providers and digital currency9; 

 Deposits are made through financial intermediaries that are subject to weak AML/CFT regulation. 
 

:: Additional risks from licensee’s functionality 
 

 The licensee’s site allows transfer of value between players. 
 

 

FATF’s observations on terrorist financing 

 
FATF’s 2008 typologies report on terrorist financing outlined activities and indicators that were commonly 
the hallmarks of terrorist financing. While some of the indicators are exclusive to the broader formal 
financial systems of banking and wealth management and others are too broad in scope to be useful in 
isolation, some of the indicators may still be applicable to online gambling. 
 

 Unusual business activity; 
 Source of funds cannot be determined; 

 Multiple deposits with different branches; 
 Third party deposits in dollars; 

                                           
9 MONEYVAL recommend that MLROs are familiar with FATF’s typology report called “Report on New Payment 
Methods” Oct 2006; “Money Laundering & Terrorist Financing Vulnerabilities of Commercial Websites and Internet 

Payment systems” Jun 2008 and “Money Laundering Using New Payment Methods” Oct 2010 

http://www.coe.int/t/dghl/monitoring/moneyval/Activities/Typologies_en.asp
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 Cash deposits followed by wire transfers; 
 Wire transfers to specific locations on a regular basis; 
 Large cash deposits; 
 International transfers to locations of concern; 

 Charity or relief organisations connected to the account; 
 Large scale transactions; and/or 
 Media coverage of the account holder’s activities. 

 

FATF’s observations on payment channels 

 
FATF provides guidance on the management of risk in respect of payment channels. 
 
In particular, if a so-called NPPS (new payment product or service) is being used to deposit – such as a 
pre-paid card or mobile phone payment model - then an separate assessment of the product should be 
made, noting that risk increases cumulatively with the following characteristics of the scheme: 
 

 It has the nature of an ongoing depository relationship; 
 Unlimited funding reloads are possible; 
 No funding or spending limits are in place (or they are high); 
 Cross-border transfers of value are possible; 
 Cash funding of the scheme is possible;  

 Funding from other NPPSs is possible; and/or 
 Cash withdrawal via ATM is possible. 

 

 

The IMF’s observations regarding eCasinos 

 
In one of their country reports (Country report No. 11/13), the IMF made the following observation 
regarding a jurisdiction’s remote gambling. While the comments were directed at the government of that 
country, it should be noted that the comments reflect the priorities and concerns of the organisation and it 
is likely that those concerns will be taken into account when Moneyval conducts its assessments of the Isle 
of Man: 
 

 Online verification software used for identification should be supplemented with other methods to 
enhance the reliability of customer identification. Identification methods for non face-to-face 
relationships must take measures to mitigate any imprecise findings resulting from online 
verification. 

 Operations who provide hosting to gambling operators with customers should pay periodic and 
close attention to unusual or complex transactions that their systems facilitate; 

 AML detection mechanisms in eCasinos should be appropriate to the level of risk and should be 
effective at detecting suspicious transactions; 

 AML/CFT training should apply to all eCasino employees and specific training should be given on 
money laundering techniques and employee obligations (in particular relating to customer due 
diligence (CDD) and reporting suspicions); 

 Guidance should be provided to operators regarding AML/CFT requirements, especially in the area 
of CDD. 

 

GSC guidance and policy 

 
MONEYVAL is the organisation that currently assesses the Isle of Man’s compliance with FATF’s 
Recommendations. The GSC recommends that FATF, the IMF and MONEYVALs’ observations above are 
considered and where appropriate incorporated into licensees’ AML/CFT frameworks. 
 
The GSC will be encouraged to learn that MLROs have familiarised themselves with these industry-specific 
documents and can highlight those parts of the reports they feel do or don’t apply to their models. 
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The reports issued by the FATF and FSRBs as well as other authorities and organisations should be viewed 
as valuable support in the efforts to combat ML/TF. Their incorporation into risk management processes 
should be considered as mandatory unless they can be ruled out by a positive determination they do not 
apply to a particular model. 
 
It should be noted that the AML/CFT risk appetite may vary from one company to another and the 
controls be configured accordingly. It is the board’s job to set its risk appetite and to communicate that to 
its compliance function. It is not for the MLRO or AML/CFT systems to set the board’s risk appetite. It is 
therefore important that a mechanism exists to ensure the risk the board is prepared to tolerate is 
understood and reflected accurately in the clients, territories, amounts and so forth that the system uses 
for its quantification of risk. 
 
The GSC has an inspection regime for establishing the strength of risk management processes. 
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6.18 Example assessment criteria – Code Requirements and 
Customer Due Diligence  
  

The GSC will inspect the registration process and a sample of the player account database.  
 
The GSC will inspect a sample of player account data; The GSC may attempt to register an 
account with incomplete information. 

What the GSC will seek to determine You might be asked this 

Sanctions 
Does the entity have a compliant system for screening 
sanctioned customers? 

.Interview – Can you describe how you screen new customers 
for sanctions? 
.Interview - Can you describe how you monitor for new 
sanctions that might apply to your existing customers? 

Does inspection indicate screening occurs upon customer 
take-on? 

.Sample - Can you demonstrate how sanction checks occur 
and how the system recognises an existing customer if they 
become sanctioned? 

Does inspection indicate sanctions screening occurs against 
the database when sanction lists are issued? 

.Interview - Can you describe the process that occurs when an 
updated sanctions list is issued? 

Does the sanction screen freeze funds and report to C&E 
when a sanctioned person is detected? 

.Interview - Can you describe the process when a sanctioned 
customer is identified? 
Note that the key points are the freezing of account, 
notification to C&E, consideration of whether FCU needs a 
SAR. 

Does the MLRO know whether any sanctioned individuals or 
organisations have been detected on the platform? 

.Interview – Can you describe whether you have detected any 
sanctioned individuals on your platform, and of so when were 
they detected and how many were there? 

Does the MLRO understand the purpose of the sanctions 
regime? 

.Interview – Can you describe what the sanctions regime exists 
to accomplish and what the critical elements of the regime 
are? 

Does the MLRO understand the data sources that need to be 
screened against? 

.Interview – Can you describe the markets from which you 
take players and explain which sanctions lists that you screen 
against (or that any third party databases you use screen 
against) in respect of people and organisations from those 
markets? 

Politically Exposed Persons 
Does the entity have a compliant system for screening PEP 
customers? 

.Sample - Can you demonstrate how the system detects PEPs 
on customer take on and during ongoing monitoring (for 
example, when an existing customer becomes a PEP through 
elections for example)? 
.Sample – Can you demonstrate how the system identifies 
PEPs as automatically higher risk and flags them for enhanced 
due diligence? 

Does the process identify PEPs at customer take-on? .Interview – Can you describe how you identify PEPs when you 
take on new participants? 

Does the process monitor for changes to PEP status? .Interview - Can you describe how you identify participants 
who weren’t PEPs when they registered but who become PEPs 
because of political or senior official appointments, who marry 
a PEP (or into their family) or who become associated with a 
PEP through the course of business? 

Does sampling of the entity's records indicate that PEPs are 
correctly processed (de-PEPPING)? 

.Interview - Can you describe the procedure that is followed 
should a customer cease to be a PEP? 

Customer Due Diligence 
Is there evidence that all participants and business 
participants are identified by the entity? 

.Sample -  A large sample of the database is obtained and 
checked for instances of missing identification data 

Does inspection indicate first name, surname, address and 
date of birth are captured for participants?  
 

.Sample - Can you show me a customer record that 
demonstrates forename, surname, date of birth and full 
address have been captured? 
 

Does the entity understand the definition of a business 
participant? 

.Interview – Can you describe the difference between a 
participant and a business participant as defined by the code 
and the guidance? Can you explain why the code seeks to 
make an explicit distinction between a participant and a 
business participant? 
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Does the entity permit business participants to use its 
platform? 

.Interview – Can you enumerate how many business 
participants you have on your platform and what percentage 
of total value, by deposits or withdrawal they represent as an 
expression of the entire business? 

Does inspection indicate business name, incorporation date 
and business address are captured for business 
participants?  

.Sample - Can you show me a customer record that 
demonstrates business name, incorporation date and business 
address have been captured? 

Does inspection indicate other identification variables that 
are not mandated in the code (are captured? 
 

.Interview - Do you capture any other identification data for 
participants (for example, nationality and place of birth)? Can 
you describe if you find it useful and how? 
.Interview - do you capture any other identification data for 
business participants (for example, name of regulator)? Can 
you describe if you find it useful and how? 

Are the entity's AML/CFT systems sensitive to the risks posed 
by business partners using complex corporate structures? 

.Interview - Can you describe how you corroborate beneficial 
ownership? 

Is there evidence that the entity verifies the identity of its 
customers? 

.Sample - Can you demonstrate that customers who have 
exceeded the transaction threshold have had their identities 
verified? 

Are sufficient ID resources available for all of the entity's 
customers? 

.Interview - Do you use two or more independent data sources 
when verifying identity? 

Does failure to obtain evidence of identity suspend access to 
the gambling services? 

.Interview – Can you describe what occurs when a request for 
evidence of identity is declined or stalls? 

.Sample - Can you supply a list of customers whose CDD 
documents have been requested but not yet supplied? 

Do “horizontal ID checks” occur (for example using social 
media, open-source and the press)? 

.Interview - Do you use any open-source and social media 
checks in your CDD process? 
.Sample - Can you demonstrate that customers who have 
failed to provide satisfactory evidence of identity have been 
prevented from gambling? 

Are the entity's AML/CFT systems sensitive to risk created by 
the use of intermediaries? 

.Interview - do you have any arrangements where you rely 
upon, or take comfort from the diligence undertaken by third 
parties in relation to your customers? 

Are the entity's AML/CFT systems sensitive to risk created by 
the use of agents? 

.Interview - Do you have any arrangements where agents 
represent the interests of other customers for whom no 
CDD/EDD has been conducted? 

Does the entity have any types of customer where diligence 
resources are unavailable or unreliable? 

.Interview - Can you comment on how many of the ID 
resources you use are based on data maintained by 
government agencies? 
.Interview - Are there any territories where the corroboration 

and verification of identity is difficult or impossible? Can you 
describe what mechanisms exist to treat this risk? 

Are there any territories, the customers of which show a 
higher prevalence of supplying fake documentation? 

:Capture - The territories where the problems exist 

Does the entity understand the Code requirements for 
source of funds and source of wealth? 

.Interview – Can you explain the difference between source of 
funds and source of wealth?  
.Interview – When does the Code require source of wealth to 
be established? 

Enhanced Due Diligence 
Does inspection indicate that customers from higher risk 
jurisdictions are automatically subject to EDD? 

.Sample - Can you identify a customer who is higher risk by 
dint of their jurisdiction and show that EDD has been 
completed? 

Does inspection indicate that those suspected of money 
laundering or terrorist financing are automatically subjected 
to EDD? 

.Sample - Can you identify a customer in respect of whom a 
SAR was filed and demonstrate that EDD was completed? 

Does the entity have a compliant system for undertaking 
EDD? 

.Interview - Can you describe your enhanced due diligence 
process? 

.Sample – Can you show me a customer where enhanced due 
diligence has been required? Can you explain why it was 
required and what was requested and supplied? 

Is the standard of EDD sufficient to verify the identity of 
those to whom it is applied? 

.Interview - Can you comment on the verification of EDD data 
and how it is undertaken? 

Does the entity conduct prior EDD before allowing business 
participants to access its products? 

.Sample - Can you provide a copy of the diligence that was 
undertaken on a business participant that has access to your 
system? 

Does the entity have a compliant system for ongoing 
monitoring and triggering EDD? 

.Interview – Can you describe how you authenticate 
documents supplied to you when you request enhanced due 
diligence. 



58 
 

Does the entity have a compliant system for ongoing 
monitoring and triggering EDD? 

.Interview - Can you describe how your systems conduct 
ongoing monitoring and when your systems trigger enhanced 
diligence procedures? 

Does inspection confirm that the entity understands the 
expected behaviour of its customers and can detect 
deviations from this expected behaviour? 

.Interview – Can you explain how you determine and then 
record the expected behaviour of a customer or group of 
customers? Can you describe how deviations from this 
expected behaviour are detected? 

Is the process detecting deviations from expected 
behaviour? 

.Sample – Can you provide an example of where a 
participant’s behaviour has departed markedly from 
expectations and what action was taken? 
.Sample – Can you demonstrate the transaction history of a 
business participant and show how you compare it to the 
expected activity?  

Is there evidence that customers are monitored for AML/CFT 
risk? 

.Sample - Can you describe the process that is used to 
undertake ongoing monitoring for AML/CFT purposes in terms 
of how many customers are monitored and how frequently 
their risk factors are re-assessed? 

Is there evidence that customer risk changes when 
underlying risk factors shift? 

.Sample - Can you identify a customer, one of whose risk 
factors changes and where that change resulted in a change of 
their risk rating? 
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7. Record Keeping 

 

7.1 Record keeping and its purpose 
  

The FATF Requirement (Recommendation 11) 

 
FATF Recommendation 11 deals specifically with record keeping and reporting requirements. Those 
elements of the Recommendation that affect licensees are: 

 Businesses should retain records on their customers; 
 Evidence captured to verify identity must be retained; 
 Records must be kept that allow the customer’s activity and individual transactions to be 

reconstructed; 
 The types and amounts of currency used in the transactions must be kept; and 

 Records of the results of analysis performed on evidence must be retained, including the analysis 
performed on variances in the volume or patterns of transactions. 
 

 

The 2013 Code (paragraph 12) 

 

12 Identity records  

(1) Sub-paragraph (2) applies if a licence holder is required under this Code –  

(a) to obtain or confirm information as to the identity of a person; or  

(b) to verify the identity of a person.  

 

(2) The licence holder must establish and maintain a record in the Island that—  

(a) indicates the nature of the information obtained; and  

(b) comprises either a copy of the information or, where this is not reasonably practicable, contains 

such information as would enable a copy of the information to be obtained in accordance with 

paragraph 15.  

 

3 Interpretation 

 

 “transaction” includes—  

(a) payments made by a participant or business participant to a licence holder;  

(b) payments made by a licence holder to a participant or business participant; and  

(c) participation in online gambling 

 

13 Records of transactions  

The licence holder must establish and maintain a record of all relevant transactions carried out by 

or on behalf of participants or business participants (such as records sufficient to identify the 

source and recipient of payments from which investigating authorities will be able to compile an 

audit trail for suspected money laundering or the financing of terrorism) and such other records as 

are sufficient to demonstrate that the money laundering and terrorist financing requirements have 

been complied with. 

 

GSC guidance and policy 

 
Various types of AML/CFT record need to be retained by licensees.  
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:: Identity records 
 
Retaining the identity records (information, verification and evidence) of a participant or business 
participant is important for a number of reasons: 
 

 Law enforcement may wish to obtain the records to assist them with investigations or information 
exchange with counterparts; 

 Future activity may alter the risk profile of a participant or business participant – consulting the 
existing records will allow the licensee to assess what additional data is required, whether the 
existing records need to be verified and whether any of the documentation available should be 
obtained afresh on account it is out of date; 

 If a qualifying payment or suspicion of ML/TF is triggered, it will be necessary to establish the level 
of identity records currently held in order to augment it with the required level; 

 
Note that either:  
 

 The records themselves are required to be available; or 

 An index, links or similar must be maintained that states what records are available and how they 
can be obtained. 

 
All AML/CFT records are confidential documents and must be kept secure when not being processed. 
 
Identity data can never be obtained by a third party on behalf of a licensee but the GSC interprets the 
Code10 to mean that a third party can store records obtained by the licensee.  
 
Care should be taken if record-keeping is outsourced: the licensee must always be confident it can retrieve 
the records within a satisfactory timescale, that the records are being held securely against internal and 
external misuse and that a contingency exists to safeguard the records in the event the third party ceases 
to operate or a dispute arises. 
 
:: Transaction records 
 
The second type of record that must be kept is the transaction record of each participant or business 
participant. This details all of the transactions made by the participant or business participant between 
first registration and last activity. 
 
Transactions are payments made by licensees to participants/business participants, payments made by 
participants/business participants to licensees and those data that represent the participant/business 
participant’s gambling activity – for example, decisions to place certain bets, play on particular games and 
so forth. 
 
Gambling transactions that must be recorded and retained include: 
 

 Deposits made by participants/business participants to player wallets/accounts held by licensees; 
 Withdrawals made by licensees to players’ credit cards, bank accounts and other externally held 

instruments;  
 
as well as: 
 

 Business payments, reconciliations, etc. made to licensees by business participants; 
 The commitment by players of deposits to wagering (e.g. bets, stakes on games, the purchase of 

tickets in a lottery, etc.) even if they are reversed or cancelled before the outcome is known; 

                                           
10 Paragraph 15(1)(c) in respect of any records (including identity records) references records held off-Island. As all licensees are Isle of Man 

companies, the Code implies that third parties may store identity records on behalf of licensees. 
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 The crediting of winnings from games, bets, etc. to player wallets/accounts held by licensees; 
 Redeemed bonuses credited to players by licensees; 
 Player to player transfers using internal transfer mechanisms supplied to players by licensees. 

 
Transaction data must be complete to the extent it allows for the identification of the source of a payment 
as well as the payment’s recipient. The GSC also requires that the type of currency is noted in the 
transaction data or where the currency type is homogenous, that the currency used in the records can be 
identified. 
 
Transaction data must be complete to the extent it allows competent authorities to construct an audit trail 
for suspected ML/FT. 
 
:: Records to demonstrate the AML/CFT requirements have been complied with  
 
A licensee is required to keep any other such other records as are sufficient to demonstrate that the 
AML/CFT requirements have been complied with. 
 
This should include: 
 

 Procedures; 
 Training materials and records; 
 Risk assessments; 
 Ongoing monitoring checks; 
 Staff vetting; and  
 AML/CFT registers (see part 7.4). 

 
Any records that have been created or processed contrary to the licensee’s established AML/CFT 
procedures must carry an additional record of the reason why the process has been modified or bypassed 
and should be signed and dated by the MLRO. 
 
For example, if the risk profile of a participant is rated as “higher” and after consideration of sub-
paragraphs 10(a) and 10(b) no further action is considered appropriate, the GSC would expect to observe 
a note indicating why the opportunity to obtain and/or verify additional data was not considered 
appropriate. 
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7.2 The length of time records must be kept  
  

The FATF Requirement (Recommendation 11) 

 
FATF Recommendation 11 requires records on customers be retained for at least 5 years after: 

 The last transaction; or 
 The termination of the relationship. 

 

 

The 2013 Code (paragraph 14) 

 
The Code increases the number of years data must be retained from the recommended minimum five 
years to six and also creates a mandate to hold records for as long as required by a constable if so 
requested. 

 

14 Retention of records  

(1) A licence holder must keep the records required by paragraph 13 for at least 6 years from the date 

when –  

(a) the person concerned formally ceases to be a participant or business participant; or  

(b) if sub-paragraph (1)(a) does not apply, when the last transaction was carried out by the former 

participant or business participant.  

(2) If a report has been made to a constable under paragraph 17(3)(f), or the licence holder knows or 

believes that a matter is under investigation, the licence holder must, without limiting sub-paragraph (1), 

retain all relevant records for as long as required by the constable.  

 

The Online Gambling Regulation Act 2001 

 

7 Duration of licences  

… 

(3) The surrender or expiry of a licence shall not affect any liability for anything done or omitted to be 

done before the date on which it ceases to have effect.  

 

 

GSC guidance and policy 

 
:: Data Protection 
 
The Data Protection Act enshrines eight data protection principles. Principle five outlines the Act’s view on 
data retention.  
 
The fifth principle: time for keeping data; Personal data processed for any purpose or purposes shall not 
be kept for longer than is necessary for that purpose or those purposes. 
 
It is therefore essential that licensees have lodged with the Data Protection Registrar a schedule of all of 
the personal data they are obliged to keep in order to comply with the AML/CFT Code and that the length 
of time that the records are to be kept for the purposes of compliance is defined as 6 years after the end 
of the relationship or after the last transaction that the Code requires. 
 
It should also be noted that if a report is made to a constable under paragraph 17 of the Code then the 
records must be kept for as long as required by the constable to whom the report has been made or who 
is involved with the investigation. 
 

http://legislation.gov.im/cms/images/LEGISLATION/PRINCIPAL/2002/2002-0002/DataProtectionAct2002_6.pdf
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If the licensee believes that a matter is or has been under investigation and the records relate to that 
investigation, it may be useful to check with the FCU to see if any special retention measures need be 
observed prior to disposal. 
 
After 6 years have elapsed, the data should be processed in accordance with the data protection law of 
the Isle of Man; this will normally result in the destruction of the records. 
 
:: In the event of de-licensing 
 
Under the Online Gambling Regulation Act 2001 (OGRA) licences for online gambling are granted to an 
Isle of Man company. The Code then requires the licensee to make provision for the retention of AML/CFT 
records.  
 
There is a question of responsibility for record retention when a company ceases to be licensed:  
 

 Does the Code still apply; and if so,  
 Who is responsible for ensuring that its requirements continue to be met? 

 
There is clearly an ongoing benefit in having all of the AML/CFT data remaining available to law 
enforcement even if the licensee is no longer operating and filing suspicious activity reports. Investigations 
may require identification data or transaction data sometime after the licensee has surrendered its licence. 
 
It is the GSC’s view therefore that the data must be preserved notwithstanding no licensee exists and 
there may be no remuneration for server upkeep, administration and so forth.  
 
As persons with the greatest influence over the operations of the licensee, the GSC considers that it falls 
to the directors of the company to ensure that AML/CFT data is retained for the requisite timescales 
irrespective of the licensing status of the licensee.  
 
The GSC recommends that licensees consider what steps will be taken for record retention in the event of 
de-licensing in the Isle of Man and that the directors of the licensee take steps to store records and advise 
the FCU of the mechanism for their retrieval. 
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7.3 The retrieval of records  
 

The FATF Requirement (Recommendation 11) 

 
FATF Recommendation 11 states that businesses should be able to comply swiftly with requests from 
competent authorities who require the data. 

 

The 2013 Code (paragraph 15) 

 

15 Format and retrieval of records  

(1) In the case of any records that are required to be established and maintained under this Code —  

(a) if the records are in the form of hard copies kept on the Island, the licence holder must ensure 

that they are capable of retrieval without undue delay;  

(b) if the records are in the form of hard copies kept outside the Island, the licence holder must 

ensure that the copies can be sent to the Island and made available within 7 days; and  

(c) if the records are not in the form of hard copies (such as copies kept on a computer system), the 

licence holder must ensure that they are readily accessible in or from the Island and that they are 

capable of retrieval without undue delay.  

 

(2) A licence holder may rely on the records of a third party in respect of the details of transactions, if 

satisfied that the third party is willing and able to retain (in accordance with paragraph 14) the records 

and, if asked, to produce copies of the records required.  

 

GSC guidance and policy 

 
Records subject to the requirements in paragraphs 12 (identity records and verification of identity records) 
and 13 (transaction records and such other records as are sufficient to demonstrate that the AML/CFT 
requirements have been complied with) must be retrievable according to the following requirements: 
 

 Without undue delay where hard copies of the records are kept in the Isle of Man; 
 Within 7 days where hard copies of the records are kept outside the Isle of Man; and 
 Without undue delay where computer records are kept. 

 
The GSC takes the view that “undue delay” means within 7 days. 
 
Where computer records are kept, they must be kept in, or be accessible from the Isle of Man. 
 
The storage of records can be delegated to a third party provided the licensee is satisfied that the third 
party: 

 Is capable of storing them; and 
 Is willing to store and retrieve them in line with the timescales that apply to records stored directly 

by the licensee. 
 
This requirement is particularly relevant when licensees enter into contracts with third parties who allow 
the licensee’s players to participate in online gambling on non-Isle of Man equipment; it is important that 
the provision of transaction data has been accounted for in the arrangement. 
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7.4 Records of AML/CFT activity  
  

The 2013 Code (paragraph 16) 

 

16 Register of money laundering and financing of terrorism enquiries and reports  

(1) A licence holder must establish and maintain, in the Island—  

(a) a register of all money laundering and financing of terrorism enquiries made of it by law 

enforcement or other competent authorities;  

(b) A register of all internal disclosures made to the MLRO under paragraph 17(3)(c); and  

(c) a register of all external disclosures made to a constable under paragraph 17(3)(f).  

 

(2) The registers maintained under sub-paragraph (1) must be kept separate from other records and—  

(a) the register maintained under sub-paragraph (1)(a) must include the date and nature of the 

enquiry, the name and agency of the inquiring officer, the powers being exercised, and details of 

the participants, business participants and transactions involved;  

(b) the register maintained under sub-paragraph (1)(b) must include details of the date on which 

the report is made, the person who makes the report, whether it is made to the MLRO or deputy 

MLRO and information sufficient to identify the relevant papers; and  

(c) the register maintained under sub-paragraph (1)(c) must include details of the date on which 

the report is made, the person who makes the report, the constable to whom it is made and 

information sufficient to identify the relevant papers, along with details of acknowledgement of 

receipt of report from the Financial Crime Unit.  

 

(3) In this paragraph ‘competent authority‛ means all Isle of Man administrative and law enforcement 

authorities concerned with combating money laundering and the financing of terrorism, including in 

particular the Financial Supervision Commission, the Insurance and Pensions Authority, the Isle of Man 

Gambling Supervision Commission, the Department of Home Affairs, the Financial Crime Unit of the Isle 

of Man Constabulary, the Office of Fair Trading, and Customs and Excise Division of Treasury.  

 

GSC guidance and policy 

 
Licensees must maintain, separate from other records, the following registers: 
 
:: AML/CFT Enquiries 
 
Licensees must keep a register of all AML/CFT enquiries made of it by Isle of Man competent authorities, 
including: 

 Gambling Supervision Commission; 
 Financial Services Authority; 
 Department of Home Affairs; 
 Financial Crime Unit; 

 Isle of Man Constabulary; 
 Office of Fair Trading; and 
 Customs & Excise 

 
The record of each enquiry must include the following details: 
 

 Date; 
 Nature of the enquiry; 
 Name of the authority; 
 Name of the enquirer (even if the name is that of a title such as ‘officer in charge’); 
 Powers being exercised; 
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 Participants or business participants about whom the enquiry was made; and 
 Transactions that were involved. 

 
Please see part 7.5 for how to deal with approaches by non-Isle of Man law enforcement agencies for 
records 
 
A template register of AML/CFT enquiries is provided at Appendix A. 

 
:: Internal Disclosures 

 
A licensee must maintain a register of all Suspicious Activity Reports (SARs) / Suspicious Transaction 
Reports (STRs) made to the MLRO by the licensee’s officers. 
 
The record of each internal disclosure must include the following details: 
 

 Date; 
 Name of the person making the report to the MLRO; 
 Whether the report was made to the MLRO or the deputy MLRO; and 
 Information which allows the relevant report’s details to be identified/retrieved. 

 
A template register of internal disclosures is provided at Appendix B. 
 
:: External Disclosures 

 
A licensee must maintain a register of all Suspicious Activity Reports (SARs) / Suspicious Transaction 
Reports (STRs) made to the Financial Crime Unit by the MLRO. 
 
The record of each internal disclosure must include the following details: 
 

 Date; 
 Name of the person who makes the report; 
 Name of the constable to whom the report is made (or, where the name of the person 

cannot be determined, the generic title such as ‘officer in charge’); 
 Information which allows the relevant report’s details to be identified/retrieved; and 

 Acknowledgement from the Financial Crime Unit that the report has been received.  
 
A template register of external disclosures is provided at Appendix C. 
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7.5 Approaches by non-Isle of Man agencies for records 
  

GSC guidance and policy 

 
A foreign law enforcement agency approaching an 
Isle of Man licensee may lack the necessary 
authority to request data; the licensee may lack the 
disclosure provisions despite a willingness to 
cooperate. 
 
Licensees should therefore request that all law 
enforcement enquiries be directed through the Isle of Man Financial Crime Unit (FCU) which has the 
powers necessary to obtain and share the licence-holders’ data. This process is a valuable safeguard 
against “blaggers” and others impersonating legitimate competent authorities for illegitimate purposes.  
 
The GSC considers it to be helpful to indicate to an enquirer that data that is being requested does not 
exist in the database. This saves wear and tear on over-stretched authorities without betraying any 
information of value to a prospective phishing exercise. However, the GSC does not consider it appropriate 
to indicate that data does exist and that an approach through the FCU is worthwhile. 
 
If a law enforcement authority makes an enquiry and the licensee understands it to be in connection with 
ML/FT then the licensee should consider reviewing the relationship it has with its participant or business 
participant. An approach by law enforcement may or may not change the relationship with a participant or 
business participant – it is a situation that should be evaluated on a case by case basis. 
 
If a particular transaction has to be reviewed, the licensee may wish to consider whether knowledge, 
suspicion or reasonable grounds for knowledge/suspicion has been created by the review.. 
 
Reports should not be made to the FCU as a result of foreign law enforcement interest on an automatic or 
‘covering’ basis. Disclosures to the FCU must be considered on the merits of investigations and automatic 
reporting is strongly discouraged. 
 

 

 

 

 

  

The nature of information collected by online 
gambling makes it useful to law enforcement 
A licensee who received a request for data from a police 
force via the FCU received a note of thanks from the 
requesting force on account that the data had not only 
been comprehensive and supplied quickly, but had also 
included very valuable insights into previously undetected 
associates of the people under investigation. 
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7.6 Example assessment criteria 
  

The GSC will inspect the record keeping arrangements and will inspect a sample of records 
(including those highlighted in earlier compliance panels). 
 

 

What the GSC will seek to determine You might be asked this 

Record keeping  
Does the entity have a compliant system for keeping and 
retrieving AML/CFT records 

.Interview - Can you describe what AML/CFT records the Code 
requires you to be able to retrieve? 
.Interview - Can you describe how you would retrieve 
AML/CFT records and how access to them is controlled? 

Does the entity have proper control over its repository of 
records? 

.Interview – Can you describe the way that your participants’ 
identity records are stored?  
.Interview - Can you explain what safeguards prevent 
inappropriate access to them and what contingencies exist to 
protect them in the event of a disaster or unexpected loss of 
service? 

Does random sampling show that risk assessment records 
are kept on customers? 

.Sample - This check is designed to sample a broader range of 
records to ensure CDD data is consistently kept. Can you 
retrieve the following records and demonstrate that the CDD 
data is complete in each case? 

Is the entity's transaction data easy to convert into AML/CFT 
conclusions? 

.Interview - Can you describe the sorts of system data you 
requires when investigating internal reports? Is the data easy 
to extract and understand? 
.Sample - Could you show me on the system a typical 
customer's transaction history and explain it to me? 

Can the MLRO retrieve the AML/CFT training records of 
relevant staff who work for the entity with ease? 

.Interview - Can you access the AML/CFT training records of 
staff and demonstrate how you would identify a person who 
has missed a required AML/CFT training session? 

Does the MLRO understand the need to document the 
decision making process when not forwarding an internal 
report? 

.Interview - Can you describe if and how you document any 
decision not to forward an internal report to the FCU as a SAR? 
.Sample - can you retrieve an internal record where such a 
decision to not file was made? 

Record retention  
Does the entity understand the data retention requirements? .Interview – Can you describe what AML/CFT documents the 

Code requires be retained? 
 
.Interview – Can you describe how long such data must be 
retained for? 
 
.Sample – Can you demonstrate the transaction data that you 
store for a participant that we specify or choose? 
 
.Interview – Can you explain whether there are any 
circumstances when you would retain data for longer than the 
6 years required? 
 
.Interview – For a given customer, can you describe when the 
six year retention requirement starts? 

Does the entity have a compliant system for keeping and 
retrieving AML/CFT records? 

.Interview - Can you describe what AML/CFT records the Code 
requires you to be able to retrieve? 
.Interview - Can you describe how you would retrieve 
AML/CFT records and how access to them is controlled? 

AML/CFT Enquiries  
Does the entity have a strategy for making the AML/CFT 
data available for future enquiries from competent 
authorities? 

.Interview – Can you indicate what would happen to your 
AML/CFT data in the event you no longer held an Isle of Man 
gambling licence? 
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Does the MLRO understand the importance of referring all 
enquiries via the FCU? 

.Interview – Can you describe what you do when approached 
for information by the authorities? 
.Interview – Are there any circumstances where you would 
supply information directly with other authorities (for example: 
if law enforcement urgently needed the address of a suspected 

terrorist?) 

AML/CFT Registers  
Does the entity have a register of all approaches made by 
competent authorities? 
 

.Interview – Can you describe the records you keep when you 
are approached by the authorities? 

Does the entity maintain the register? .Sample - Can you show what information you are 
typically given when approached by other foreign 
competent authorities? 

.Sample - Can you retrieve a record which 
demonstrates that you systematically refer all 
enquires to the FCU? 

 

Can the MLRO retrieve an example of an internal report and 
an external report (SAR) with ease? 

.Interview -Can you access the record of internal reports and 
demonstrate access to any associated material in respect of 
investigations, filing decisions and any SARs that arose from 
the initial reports? 
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8. The MLRO Function and Suspicious Activity 
Reporting 

 

8.1 The requirement to appoint an MLRO, report suspicion and 
ensure procedures are fit for purpose 
  

The 2013 Code (paragraph 17) 

 

17 Recognition and reporting of suspicious transactions and suspicious attempted transactions  

(1) A licence holder must appoint a Money Laundering Reporting Officer (‘MLRO‛) to exercise the 

functions conferred on him or her by this paragraph.  

(3) A licence holder must establish, maintain and operate written internal reporting procedures that, in 

relation to the licence holder’s online gambling business, will—  

(a) enable all its directors, or all other persons involved in its management, and all appropriate 

employees and workers to know to whom they should report any knowledge or suspicions of 

money laundering or financing of terrorism or attempted money laundering or attempted 

financing of terrorism;  

(b) ensure that there is a clear reporting chain under which those suspicions will be passed to the 

MLRO;  

(c) require reports to be made to the MLRO (“internal disclosures‛) of any information or other 

matter that comes to the attention of the person handling that business and that in that person’s 

opinion gives rise to a suspicion or knowledge that another person is engaged in money 

laundering or financing of terrorism or attempted money laundering or attempted financing of 

terrorism;  

(d) require the MLRO to consider any report in the light of all other relevant information available 

to him or her for the purpose of determining whether or not it gives rise to a knowledge or 

suspicion of money laundering or financing of terrorism or attempted money laundering or 

attempted financing of terrorism;  

(e) ensure that the MLRO has reasonable access to any other information which may be of 

assistance to him or her and which is available to the licence holder;  

 

21 Monitoring and testing compliance  

A licence holder must maintain adequate procedures for monitoring and testing compliance with the 

money laundering and terrorist financing requirements, having regard to—  

(a) the risk of money laundering and financing of terrorism; and  

(b) the nature and size of the organisation of the licence holder. 

 

GSC guidance and policy 

 
:: Licensee’s senior management must establish a framework 
 
A licensee must operate an internal reporting process in such a way that all of the people in the 
organisation understand when to make an internal AML/CFT report and to whom the report should be 
made. The process should make the reporting chain explicit and the report should end with the MLRO or 
the Deputy MLRO. 
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The licensee must make available to the MLRO such tools and resources as are necessary to help with the 
determination, based on the facts of the internal report, whether grounds exist for making a report to the 
FCU. 
 
The GSC would also expect that MLROs be issued with specific 
and detailed job descriptions which outline their responsibilities 
and which confer upon them the authority and access necessary 
to discharge their functions competently. 
 
The licensee should also make contingency for when an MLRO is 
absent. This is normally done by appointing a deputy MLRO. 
 
:: Ongoing assessment of the fitness for purpose of the 
current processes 
 
The licensee will be expected to routinely assess the 
effectiveness of its AML/CFT processes. This assessment should 
contain at a minimum the following checks: 
 

 A survey of likely ML/FT threats to the business model; 
 A survey of the latest typologies (if available); 
 Count of internal reports and trend compared to previous year; 
 Count of internal reports converted to external reports; 
 Ratio of conversion and trend of ratio compared to previous year; 

 Ratio of internal reports to growth in count of participants; 
 Latest assessment of AML/CFT compliance as reported by GSC; 
 Feedback from the MLRO and deputies on access to resources; 
 The workflow of internal and external reports (time taken); and 
 The coverage of staff training and staff awareness 

 
Licensees should also not rule out obtaining feedback directly from the FCU, particularly in respect of the 
quality of disclosures being supplied to the FCU. 
 
The GSC would expect the directors of a licensee to review the AML/CFT policy periodically (and at least 
annually) and for it to be signed off formally by them as fit for purpose. 
 

 

 

  

Is a deputy required? 
Some licensees don’t formalise their 
deputy MLROs. The GSC doesn’t require 
the appointment of a DMLRO but does 
expect the licensee to have the function 
available in the absence of the MLRO. 

The person or people undertaking this 
function must have the same knowledge 
and awareness of AML/CFT and the same 
access to resources and the board. 

The deputy function must be able to 
function indefinitely and satisfactorily in 
the even the MLRO is not available. 
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8.2 The Money Laundering Reporting Officer (MLRO) 
  

The 2013 Code (paragraph 17) 

 

17 Recognition and reporting of suspicious transactions and suspicious attempted transactions  

 

(2) The MLRO must—  

(a) be sufficiently senior in the organisation of the licence holder or have sufficient experience and 

authority; and  

(b) have a right of direct access to the directors or the managing board (as the case may be) of the 

licence holder to be effective in the exercise of his or her functions.  

 

GSC guidance and policy 

 
The Code requires that a Money Laundering Reporting Officer (an MLRO) be appointed. 
 
The GSC places emphasis on the competence and professionalism of the MLRO because the subject of 
AML/CFT can be a complex one and the MLRO’s knowledge and authority are key to combating money 
laundering and terrorist financing. 
 
For emphasis, the MLRO must : 
 

 Have direct access to the directors of the management board; and 
 Be sufficiently senior in the organisation of the licence holder - or - have access to a senior figure 

who can influence the board; and 

 Not have duties such that he/she could ever be required to choose between ML/TF risk and the 
profit-motive of the operation11. 

 
It is strongly recommended by the GSC that MLROs be in possession of clear job descriptions and that 
those job descriptions mandate all of the reporting requirements specified in this document. 
 
The legislation does not require that MLROs be qualified but the GSC does expect that MLROs will be 
competent in their roles.  
 
MLROs: 
 

 Should have read: 
o the Code; 
o this guidance; and 
o the latest FATF Recommendations; and 
o typologies related to online gambling; 
 

 Should have assessed: 
o the ML/TF threats facing his organisation; and 
o any vulnerabilities in her AML/CFT controls; 

 

 Should be able to describe: 
o All aspects of AML/CFT in his organisation; 
o Broad patterns or trends in her systems, including: 

- the approximate ratio of high risk to low risk players; 
- the approximate volume of internal and external disclosures; 

                                           
11 For some smaller licensee this may be inevitable. The GSC would expect to see any potential conflict noted in a 

business risk assessment, report to the Board etc.  

The MLRO’s ability with the IT 
system(s) 
The GSC is comfortable that the MLRO 
delegates day to day system access 
work to other staff if that is an 
efficient use of time. 
 
However the MLRO must be able to 
use the system autonomously, without 
reliance on other staff, so that the 
absence of those staff does not affect 
the MLRO’s ability to access the 
system and extract data 
independently. 
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- the conversion rate of internal SARs to external SARs; 
- the reasons for any apparent under- or over-reporting by staff; 
- the risk factors that are proving useful in the risk-rating process; 

 

 Should ensure that the Board understand the key parameters regarding AML/CFT in their 
organisation; 

 Should be able to access all AML/CFT procedures with ease; and 

 Should be able to access the IT systems necessary for ongoing monitoring, analysis of risk, 
retrieval of identity and transaction data and for obtaining data for SARs. 

 
It is also important that the MLRO (and DMLRO) are independent from the enterprise functions of the 
company (i.e. those roles and departments charged with generating money, managing player accounts 
(particularly VIP accounts), managing finance, marketing to players and so forth). When suspicion needs 
to be investigated, it is vital that the MLRO does not have a conflict of interests. 
 
For this reason, care should be taken to ensure that (wherever possible) the MLRO does not hold a joint 
role that has a responsibility to AML/CFT and an enterprise function. It is also important that if the MLRO 
reports to a senior figure (such as a director) that the reporting line is not to a person with responsibility 
to profit rather than compliance. 
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8.3 Summary of suspicious activity reporting considerations 
  

GSC guidance and policy 

 
There are a number of components required to establish a sound suspicious activity reporting process.  
 

1) An understanding of what should be reported 
o What is money laundering and terrorist financing?  - see part 8.4 
o What is “suspicion”, “knowledge” or “reasonable grounds”? - see part 8.5 

2) Comfort that data protection law is not being breached – see part 8.6 
3) Procedures that ensure suspicion is reported on a timely basis – see part 8.7 
4) An understanding of the types of report that can be made 

o Protected disclosure (ML/FT by others) – see part 8.8 
o Authorised disclosure (seeking a defence against ML)– see part 8.9 

5) An understanding of when and how consent should be sought – see part 8.10 
6) Procedure to submit reports to the FCU in the appropriate manner – see part 8.11 
7) Management of “tipping off” risk – see part 8.12 

 

8.4 Defining money laundering and terrorist financing 
  

The FATF Requirement (Recommendation 3, 5 & 20) 

 
FATF Recommendation 3 states that countries should criminalise money laundering on the basis of the 
Vienna Convention and the Palermo Convention. Recommendation 5 states that counties should 
criminalise terrorist financing on the basis of the Terrorist Financing Convention. 
 
Recommendation 20 states that businesses should be required promptly report to the Financial 
Intelligence Unit any suspicion, or reasonable grounds for suspicion, that funds are the proceeds of crime 
or are related to terrorist activity. 
 
The interpretive note to Recommendation 20 suggests that reporting requirements should extend to all 
criminal acts that would constitute a predicate (proceeds generating) offence. 

 

The Proceeds of Crime Act 2008 

 
The Proceeds of Crime Act 2008 clarifies the activities that constitute money laundering and which need to 
be reported. 

 

158 Interpretation of Part 3  

(1) This section applies for the purposes of this Part.  

(2) Criminal conduct is conduct which — 

(a) constitutes an offence in the Island; or  

(b) would constitute an offence in the Island if it occurred there.  

 

(3) Property is criminal property if —  

(a) it constitutes a person’s benefit from criminal conduct or it represents such a benefit (in whole 

or part and whether directly or indirectly); and  

(b) the alleged offender knows or suspects that it constitutes or represents such a benefit.  

 

(4) It is immaterial —  

(a) who carried out the conduct;  

(b) who benefited from it;  
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(c) whether the conduct occurred before or after the passing of this Act. 

 

(11) Money laundering is an act which —  

(a) constitutes an offence under section 139, 140 or 141;  

(b) constitutes an attempt, conspiracy or incitement to commit an offence specified in paragraph 

(a);  

(c) constitutes aiding, abetting, counselling or procuring the commission of an offence specified in 

paragraph (a); or  

(d) would constitute an offence specified in paragraph (a), (b) or (c) if done in the Island. 

 
[note the following sections (139-141) are truncated] 

 

139 Concealing, etc.  

 (1) A person commits an offence if that person —  

(a) conceals criminal property;  

(b) disguises criminal property;  

(c) converts criminal property;  

(d) transfers criminal property;  

(e) removes criminal property from the Island.  

 

140 Arrangements  

 (1) A person commits an offence if that person enters into or becomes concerned in an arrangement which 

the person knows or suspects facilitates (by whatever means) the acquisition, retention, use or control of 

criminal property by or on behalf of another person.  

141 Acquisition, use and possession  

 (1) A person commits an offence if that person —  

(a) acquires criminal property;  

(b) uses criminal property;  

(c) has possession of criminal property.  

 

The Anti-Terrorism and Crime Act 2003 

 
The Anti-Terrorism and Crime Act 2003 defines terrorism as:  
 

1 Terrorism: interpretation  

(1) In this act “terrorism” means the use or threat of action including outside the Island) where –  

(a) the action falls within subsection (2),  

(b) the use or threat is designed to influence the government or an international organisation or to 

intimidate the public or a section of the public, and  

(c) the use or threat is made for the purpose of advancing a political, religious, racial or ideological 

cause.  

 

(2) Action falls within this subsection if it –  

(a) involves serious violence against person (wherever it is situated),  

(b) involves serious damage to a property,  

(c) endangers a person’s life, other than that of the person committing the action,  

  

(d) creates a serious risk to the health or safety of the public or a section of the public;  

(e) is designed seriously to interfere with or seriously to disrupt an electronic system;  
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(f) constitutes a Convention offence*; or  

(g) would constitute a Convention offence if done in the Island.  

 

(5) In this Act reference to action taken for the purposes of terrorism includes a reference to action taken 

for the benefit of a proscribed organisation**  

 

*A Convention Offence is an offence listed in Schedule 13A to ATCA which includes: 

- Explosive offences  

- Biological weapons  

- Offences against internationally protected persons  

- Hostage-taking  

- Hijacking and other offences against aircraft  

- Offences including nuclear material  

- Offences relating to aviation and maritime security  

- Offences involving chemical weapons  

- Terrorist funds  

- Directing a terrorist organisation  

- Offences involving nuclear weapons  

- Conspiracy etc.  

 

**A Proscribed Organisation is a terrorist organisation as listed in Schedule 2 to the UK’s Terrorism Act 

2000 - http://www.legislation.gov.uk/ukpga/2000/11/schedule/2  

 

ATCA defines ‘terrorist property’ as: 

 

6 Terrorist Property  

(1) In this Act “terrorist property” means –  

(a) money or other property which is likely to be used for the purpose of terrorism (including any 

resources of a proscribed organisation),  

(b) proceeds of the commission of an act of terrorism, and  

(c) proceeds of act carried out for the purpose of terrorism.  

(2) In subsection (1) –  

(a) a reference to proceeds of an act includes a reference to any property which is wholly or party, 

and directly or indirectly, represents the proceeds of the act (including payments or other rewards 

in connection with its commission), and  

(b) the reference to the organisation’s resources includes a reference to any money or other 

property which is applied or made available, or is to be applied or made available, for use by the 

organisation.  

 

Note that the definition of terrorist property above includes property derived from acts of terror in addition 
to those used for the purpose of terrorism. Property could be derived from terrorism, for example, through 
the payment of ransoms.  
 
ATCA clarifies the activities that constitute FT and which need to be reported:  
 

7 Fund raising  

(1) A person commits an offence if he -  

(a) invites another to provide money or other property, and intends that it should be used, or has 

reasonable cause to suspect that it may be used, for the purposes of terrorism.  

http://www.legislation.gov.uk/ukpga/2000/11/schedule/2
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(2) A person commits an offence if he –  

(a) receives money or other property, and  

(b) intends that it should be used, or has reasonable cause to suspect that it may or will be used for 

the purposes of terrorism.  

(3) A person commits an offence if he –  

(a) provides money or other property, and  

(b) knows or has reasonable cause to suspect that it will or may be used for the purposes of 

terrorism. 

 

8 Use and possession  

(1) A person commits an offence if he uses money or other property for the purposes of terrorism.  

(2) A person commits an offence if he –  

(a) possesses money or other property, and  

(b) intends that it should be used or has reasonable cause to suspect that it may be used, for the 

purposes of terrorism.  

 

9 Facilitating funding  

(1) A person commits an offence if –  

(a) he or she facilitates money or other property being made available to another person; and  

(b) he or she –  

(i) knows;  

(ii) has reasonable cause to suspect that; or  

(iii) has failed to exercise due diligence or adequately investigate whether, it will or may be 

used for the purposes of terrorism.  

 

10 Money laundering  

(1) A person commits an offence if he facilitates the retention or control of terrorist property –  

(a) by concealment,  

(b) by disguise,  

(b) by conversion,  

(c) by removal from the jurisdiction,  

(d) by transfer to nominees, or  

(e) in any other way.  

 

GSC guidance and policy 

 
The primary money laundering and terrorist financing laws have a number of implications for licensees. 
 
Criminals commit money laundering by transferring criminal property to, around and from online gambling 
sites irrespective of whether licensees are aware of the nature of the assets being transferred. 
 
Licensees commit money laundering offences by processing criminal property. For example: criminals may 
use a licensee’s system to deliberately lose cash to confederates; a licensee may unwittingly distribute 
criminal property lost by a criminal player to winners elsewhere in the system.  
 
Licensees commit money laundering offences by acquiring criminal property and possessing criminal 
property where they knew, suspected or had reasonable grounds to know/suspect that the property in 
question was criminal property. 
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Taking the FATF interpretive note to Recommendation 20 into account, the GSC offers the view that any 
predicate offence which takes place on the licensee’s system causes money laundering to occur and thus 
generates a reporting requirement as soon as the criminal activity or status of the money (i.e. being 
laundered) comes to light. 
 
It is important to recognise that a predicate offence is any activity which is classed as a crime (a criminal 
offence). Licensees seeking to report on suspicious activity committed by players on the gambling sites 
(bonus abuse, identity theft, credit card theft, etc.) should satisfy themselves that the nature of the 
activity which creates the suspected proceeds of crime on the site is actually criminal in nature. 
 
For example, a player supplies false identity data upon registration in order to obtain access to a second 
bonus. His activity is detected by the operator and a disclosure is made to the MLRO. Before the MLRO 
reports suspicion to the FCU, she asks herself the following: if the player was arrested, would a criminal 
prosecution be possible (i.e. a criminal offence actually exists)? 
 
:: The absence of a predicate offence is irrelevant for reporting some elements of terrorist 
financing 
 
It should also be noted that terrorist financing (which must also be reported) does not require a predicate 
offence to contaminate the funds. If a licensee suspects that the funds are being stored or moved through 
their systems, it is not necessary for those funds to have arisen from criminal activity. Terrorists draw their 
funding from a number of sources, many of which are not intrinsically illegal (the collection of donations, 
money from ex-patriots and diaspora populations, legitimate business, etc.). 
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8.5 Knowledge, suspicion or reasonable grounds for 
knowledge/suspicion  
  

The FATF Requirement  

 
The interpretive notes to FATF Recommendation 3 state that the intent and knowledge required to prove 
the offence of money laundering may be inferred from objective factual circumstances. 
 
The March 2009 FATF report on the Vulnerability of Casinos and Gaming Sector  
p.243 states : “Indicators are not of themselves evidence of money laundering and it is not the casino’s 
responsibility to determine that money laundering activity is taking place, rather it is the casino’s role 
is[sic] to identify and report the suspicious activity. It is then up to the FIU and law enforcement 
authorities to examine the matter further and determine if there is a link to money laundering or terrorist 
financing.” 
 

 

Case law 

 
Da Silva (EWCA 1996) 
Shah & Anor v HSBC 2010 
Commissioner for Corporate Affairs v Guardian Investments PTY Ltd. 
K Ltd v Natwest Bank 2006 
R v GH – Judgement 22 April 2015 (Lord Toulson et al) 

 

GSC guidance and policy 
 
::Three key tests 
 
There are three tests, one of which must be passed in order for a disclosure to be made to the FCU in 
respect of a suspicious transaction: the reporter must have: 

 Knowledge;  

 Suspicion; or  
 reasonable grounds for knowledge/suspicion, 

that property is criminal or terrorist property. 
 
::Knowledge 
 
Knowledge means that actual knowledge of money 
laundering or terrorist financing is possessed.  
 
::Suspicion 
 
Suspicion is a subjective test that a person applies.  It 
is defined in case law as something more than a 
fanciful possibility and where facts exist – it is more 
than just a vague feeling of unease. A recent ruling 
confirmed that the law does not require the suspicion 
to be ‘clear’, ‘firmly grounded on targeted or specific facts’ or ‘based on reasonable grounds.’ However it is 
important that concerns are justified by the existence of facts even if those facts do not prove that money 
laundering or terrorist financing is occurring. Typically suspicion will arise when something unusual is 
noticed and when a subsequent investigation continues to produce unusual or contradictory facts.  
 
 

What does the operator need to do in terms of 
identifying the predicate offence? 

The operator is not obliged to identify the criminal 
activity (the predicate offence) that created the 
proceeds of crime before reporting. 

However the operator must refrain from reporting 
suspicion where the suspicion arises from observed 
activity that is not criminal in nature. 

For example, players deliberately abusing the terms and 
conditions of a website or organising betting coups 
would not automatically qualify as reportable. It would 
be necessary to demonstrate that the players’ actions 
could theoretically result in a criminal prosecution.  

 

 

http://www.fatf-gafi.org/media/fatf/documents/reports/Vulnerabilities%20of%20Casinos%20and%20Gaming%20Sector.pdf


80 
 

From suspicion to a SAR 

 

 
 
The GSC wishes to emphasise the importance of taking 
reasonable steps to exonerate suspicious activity before 
the filing of a SAR. Before external disclosures take place, 
the MLRO should seek to understand whether the 
departure from expected behaviour can be explained. 
 
For example, if a participant significantly increases their 
betting, it is expected that they would be asked why – this 
is not tipping off because no SAR has been filed. 
 
If the customer indicated a new source of wealth 
(business success, inheritance, pay rise for example) and 
the claims can be reasonably corroborated then filing a 
SAR is a waste of the FCU’s time. 
 
However, a failure to corroborate or adverse customer 
reaction (refusal to respond, sudden termination of 
account, threats to withdraw custom) would be expected 
to result in a SAR being filed.  
 
The GSC recommends that MLROs carefully document 
their evidence when considering whether to make a 
protected disclosure to the FCU. In this way, if such a 
disclosure is not made, it is easy for the MLRO to evidence 
the logic behind the decision. 
 
 
 
:: Reasonable grounds for knowledge/suspicion 

Reasonable grounds for knowledge or suspicion of money laundering are facts which, if presented to a 
reasonable person, would suggest that money laundering or terrorist financing could be occurring. The 
test is included to prevent individuals from deliberately failing to investigate to the extent necessary any 
concerns arising from the AML/CFT framework.  
 

  

Behaviour 
observed which 

differs from 
expected 

Internal 
disclosure made 

to MLRO 

Can the 
behaviour be 
explained? 

Behaviour is 
investigated 

yes no 

Record reasons 
for not filing 

Make external 
disclosure to FCU 
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8.6 Suspicious activity reporting and data protection  
 

The FATF Requirement (Recommendation 21) 

 
FATF Recommendation 21 is directed at jurisdictions’ lawmakers and obliges them to create frameworks 
which protect those complying with AML/CFT provisions despite the existence of law which requires that 
confidential data not be disclosed inappropriately. 

 

The Data Protection Act 2002 and the Proceeds of Crime Act 2008 & Anti-Terrorism and Crime 
Act 2003 

 
The Isle of Man’s data protection law includes a definition of processing the disclosure of information. The 
law contains a provision which states that personal data may be knowingly disclosed if doing so is required 
under any rule of law. (GSC’s emphasis). 
 

The Data Protection Act 2002 

 

1. Basic interpretative provisions 

"processing", in relation to information or data, means obtaining, 

recording or holding the information or data or carrying out any 

operation or set of operations on the information or data, including — 

(a) organisation, adaptation or alteration of the information or data, 

(b) retrieval, consultation or use of the information or data, 

(c) disclosure of the information or data by transmission, dissemination or otherwise making 

available, or 

(d) alignment, combination, blocking, erasure or destruction of the 

information or data; 

 

50. Unlawful obtaining etc. of personal data 

(1) A person shall not knowingly or recklessly, without the consent 

of the data controller — 

(a) obtain or disclose personal data or the information contained in 

personal data, or 

(b) procure the disclosure to another person of the information 

contained in personal data. 

(2) Subsection (1) does not apply to a person who shows — 

(a) that the obtaining, disclosing or procuring — 

 (i) was necessary for the purpose of preventing or detecting crime, or 

(ii) was required or authorised by or under any statutory 

provision, by any rule of law or by the order of a court 

 

The Proceeds of Crime Act 2008 

 

153 Protected disclosures  

 (1) A disclosure which satisfies the following three conditions is not to be taken to breach any restriction 

on the disclosure of information (however imposed).  

(2) The first condition is that the information or other matter disclosed came to the person making the 

disclosure (the discloser) in the course of the discloser’s trade, profession, business or employment.  

(3) The second condition is that the information or other matter —  

(a) causes the discloser to know or suspect; or  
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(b) gives the discloser reasonable grounds for knowing or suspecting,  

that another person is engaged in money laundering.  

 

(4) The third condition is that the disclosure is made to —  

(a) a constable or customs officer serving (in either case) with the Financial Crime Unit of the Isle of 

Man Constabulary; or  

(b) a nominated officer,  

as soon as is practicable after the information or other matter comes to the discloser.  

(5) Where a disclosure consists of a disclosure protected under subsection (1) and a disclosure of either or 

both of —  

(a) the identity of the other person mentioned in subsection (3); and  

(b) the whereabouts of property forming the subject-matter of the money laundering that the 

discloser knows or suspects, or has reasonable grounds for knowing or suspecting, that other 

person to be engaged in,  

the disclosure of the thing mentioned in paragraph (a) or (b) (as well as the disclosure protected 

under subsection (1)) is not to be taken to breach any restriction on the disclosure of information 

(however imposed).  

(6) A disclosure to a nominated officer is a disclosure which —  

(a) is made to a person nominated by the discloser’s employer to receive disclosures under section 

142 or this section; and  

(b) is made in the course of the discloser’s employment. 

 

The Anti-Terrorism and Crime Act 2003 

 

15 Protected disclosures  

 (1) A disclosure which satisfies the following three conditions is not to be taken to breach any restriction 

on the disclosure of information (however imposed).  

(2) The first condition is that the information or other matter disclosed came to the person making the 

disclosure (the discloser) in the course of a business in the regulated sector.  

(3) The second condition is that the information or other matter —  

(a) causes the discloser to know or suspect, or  

(b) gives him reasonable grounds for knowing or suspecting, 

that another person has committed an offence under any of sections 7 to 10.  

(4) The third condition is that the disclosure is made to a constable or a nominated officer as soon as is 

practicable after the information or other matter comes to the discloser.  

(5) A disclosure to a nominated officer is a disclosure which —  

(a) is made to a person nominated by the discloser’s employer to receive disclosures under this 

section, and  

(b) is made in the course of the discloser’s employment and in accordance with the procedure 

established by the employer for the purpose.  

(6) The reference to a business in the regulated sector must be construed in accordance with Schedule 1.  

(7) The reference to a constable includes a reference to a person authorised for the purposes of this section 

by the Attorney General.  

 

GSC guidance and policy 

 
Licensees are expected to adhere to Isle of Man data protection legislation. A licensee should never fail to 
report for fear of breaching data protection law.  
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The use of “protected” in the wording of “protected disclosure” means that the disclosing person is 
protected from prosecution for any breach of Data Protection law or client confidentiality provisions. 
 
The Data Protection Act makes a specific exemption for disclosures authorised by other law; The Proceeds 
of Crime Act and Anti-Terrorism and Crime Act create a specific authorisations to disclose (provided the 
criteria for disclosure are adhered to) despite any other prohibitions on disclosure – irrespective of how 
they are imposed (including the data protection law). 
 

 

8.7 The timing of disclosures 
  

The Proceeds of Crime Act 2008 & the Anti-Terrorism and Crime Act  

 

The Proceeds of Crime Act 2008 

 

153 Protected disclosures 

… 

(4) The third condition is that the disclosure is made to —  

(a) a constable or customs officer serving (in either case) with the Financial Crime Unit of the Isle of 

Man Constabulary; or  

(b) a nominated officer,  

as soon as is practicable after the information or other matter comes to the discloser. 

 

154 Authorised disclosures 
… 

(3) The second condition is that —  

(a) the disclosure is made while the alleged offender is doing the prohibited act;  

(b) the alleged offender began to do the act at a time when, because the alleged offender did not 

then know or suspect that the property constituted or represented a person’s benefit from criminal 

conduct, the act was not a prohibited act; and  

(c) the disclosure is made on the alleged offender’s own initiative and as soon as is practicable after 

the alleged offender first knows or suspects that the property constitutes or represents a person’s 

benefit from criminal conduct. 

 

(4) The third condition is that —  

(a) the disclosure is made after the alleged offender does the prohibited act;  

(b) the alleged offender has a reasonable excuse for the failure to make the disclosure before the 

alleged offender did the act; and  

(c) the disclosure is made on the alleged offender’s own initiative and as soon as it is practicable for 

it to be made. 

 

The Anti-Terrorism and Act 2008 

 

11 Disclosure of information: duty 

 
(1) This section applies where a person —  

(a) believes or suspects that another person has committed an offence under any of sections 7 to 10, 

and  

(b) bases his belief or suspicion on information which comes to the person’s attention —  

(i) in the course of a trade, profession or business; or  
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(ii) in the course of the person’s employment (whether or not in the course of a trade, 

profession or business),  

but does not apply if the information came to the person in the course of a business in the 

regulated sector.23  

(2) The person commits an offence if he does not disclose to a constable as soon as is reasonably 

practicable —  

(a) his belief or suspicion, and  

(b) the information on which it is based. 

 

14 Failure to disclose: regulated sector  

 (1) A person commits an offence if each of the following three conditions is satisfied.  

(2) The first condition is that he —  

(a) knows or suspects, or  

(b) has reasonable grounds for knowing or suspecting, that another person has committed an 

offence under any of sections 7 to 10.  

(3) The second condition is that the information or other matter —  

(a) on which his knowledge or suspicion is based, or  

(b) which gives reasonable grounds for such knowledge or suspicion, came to him in the course of 

a business in the regulated sector.  

(4) The third condition is that he does not disclose the information or other matter to a constable or a 

nominated officer as soon as is practicable after it comes to him.  

 

GSC guidance and policy 

 
The timing of disclosures is specified in both the Proceeds of Crime Act and the Anti-Terrorism and Crime 
Act: 

 In the case of a protected disclosure (reporting money laundering or terrorist financing being 
committed by another), as soon as is practicable after the information or other matter comes to 
the discloser. 

 In the case of authorised disclosures: 
o in the case where the alleged laundering is occurring, as soon as is practicable after the 

alleged offender first knows or suspects that the property that they are concealing, etc., 
arranging, acquiring etc. is criminal property; or 

o in the case where the alleged laundering has occurred, as soon as it is practicable for it to 
be made. 

 
:: The GSC’s understanding of ‘as soon as practicable’ 
 
The law does not specify an absolute time limit before a disclosure is made. The timing of a disclosure is a 
subjective decision made by the MLRO or other person making the report. 
 
The GSC offers the following guidance on what it considers to be, and to not be ‘as soon as practicable’. 
 
. As soon as practicable: 
 

 Further information is being gathered to assist the FCU to identify a person or the whereabouts of 
the criminal property; 

 The circumstances of suspicion are being investigated to determine whether they constitute 
grounds for a disclosure; 

 The licensee has received specific directions from the FCU which must be processed before the 
disclosure is submitted; 

 Holidays and non-work days prevent the disclosure from being made; 
 Ongoing discussions with the FCU are determining the format of the disclosure; 
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 Ongoing discussions with the FCU are determining whether a disclosure is justified; 
 The organisation is experiencing a disaster and systems are temporarily unavailable to the MLRO 

and deputies; 

 The MLRO and deputies are unavailable under extraordinary and unexpected circumstances; 
 A large number of cases where suspicious transactions may need to be processed has 

unexpectedly occurred and the licence-holder’s systems are gearing up to handle them (the GSC 
would expect a dialogue between the licence-holder and the FCU in this instance); 

 Legal advice is being sought on the correct procedure for complying with the AML/CFT 
requirements; or 

 The FCU are unavailable to receive the disclosure. 
 
. Not as soon as practicable: 
 

 MLRO unavailable and no deputy appointed; 
 No MLRO or deputy available (for example, both persons on annual leave); 
 Confusion exists over the reporting requirements; 

 An investigation into whether a report should be made has stalled; 
 Workload is preventing reports from being made quickly enough and the licence-holder is 

chronically understaffed; 
 All reports must be done manually and there is insufficient resource; 
 Internal sign-off by management is blocking reporting (note that licence-holders should ensure 

that MLROs are able to report directly to the FCU without interference from management); 
 The MLRO has multiple duties and other work is preventing access to the MLRO workload; or 
 Preferred channel (say internet or electronic submission) not available and preference to not report 

manually until preferred channel becomes available again. 
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8.8 Protected disclosures 
 

The FATF Requirement (Recommendation 20) 

 
FATF Recommendation 20 simply states that if a business suspects or has reasonable grounds to suspect 
that funds are the proceeds of a criminal activity, or are related to terrorist financing, then the country’s 
law should oblige a report to be made, promptly, to that country’s financial intelligence unit (FIU). The Isle 
of Man’s FIU is the Financial Crime Unit (FCU). 
 
The interpretive notes, issued by FATF as a companion to the Recommendations, make the following 
additional points that impact upon businesses: 
 

 All suspicious transactions including attempted transactions should be reported; 
 All suspicious transactions irrespective of value should be reported. 

 

The 2013 Code (paragraph 17), the Proceeds of Crime Act 2008 and the Anti-Terrorism and 
Crime Act 2003 

 

From the Code 

 

17 Recognition and reporting of suspicious transactions and suspicious attempted transactions  

… 

(3) A licence holder must establish, maintain and operate written internal reporting procedures that, in 

relation to the licence holder’s online gambling business, will—   

… 

(e) ensure that the MLRO has reasonable access to any other information which may be of 

assistance to him or her and which is available to the licence holder;  

 (f) enable the information or other matter contained in a report (‘external disclosure‛) to be made 

as soon as is practicable to a constable who is for the time being serving with the Financial Crime 

Unit on the Island if the MLRO knows or suspects that another is engaged in money laundering or 

financing of terrorism or attempted money laundering or attempted financing of terrorism. 

 

The Proceeds of Crime Act 2008 

 

153 Protected disclosures 

 

(1) A disclosure which satisfies the following three conditions is not to be taken to breach any restriction 

on the disclosure of information (however imposed).  

 

(2) The first condition is that the information or other matter disclosed came to the person making the 

disclosure (the discloser) in the course of the discloser’s trade, profession, business or employment.  

(3) The second condition is that the information or other matter —  

(a) causes the discloser to know or suspect; or  

(b) gives the discloser reasonable grounds for knowing or suspecting,  

that another person is engaged in money laundering.  

 

(4) The third condition is that the disclosure is made to —  

(a) a constable or customs officer serving (in either case) with the Financial Crime Unit of the Isle of 

Man Constabulary; or  
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(b) a nominated officer, as soon as is practicable after the information or other matter comes to the 

discloser.  

 

(5) Where a disclosure consists of a disclosure protected under subsection (1) and a disclosure of either or 

both of — 

(a) the identity of the other person mentioned in subsection (3); and  

(b) the whereabouts of property forming the subject-matter of the money laundering that the 

discloser knows or suspects, or has reasonable grounds for knowing or suspecting, that other 

person to be engaged in,  

the disclosure of the thing mentioned in paragraph (a) or (b) (as well as the disclosure protected under 

subsection (1)) is not to be taken to breach any restriction on the disclosure of information (however 

imposed).  

 

Anti-Terrorism and Crime Act 2003 

 

15 Protected disclosures  

 (1) A disclosure which satisfies the following three conditions is not to be taken to breach any restriction 

on the disclosure of information (however imposed).  

(2) The first condition is that the information or other matter disclosed came to the person making the 

disclosure (the discloser) in the course of a business in the regulated sector.  

(3) The second condition is that the information or other matter —  

(a) causes the discloser to know or suspect, or  

(b) gives him reasonable grounds for knowing or suspecting, that another person has committed 

an offence under any of sections 7 to 10.  

(4) The third condition is that the disclosure is made to a constable or a nominated officer as soon as is 

practicable after the information or other matter comes to the discloser.  

(5) A disclosure to a nominated officer is a disclosure which —  

(a) is made to a person nominated by the discloser’s employer to receive disclosures under this 

section, and  

(b) is made in the course of the discloser’s employment and in accordance with the procedure 

established by the employer for the purpose.  

(6) The reference to a business in the regulated sector must be construed in accordance with Schedule 1.  

(7) The reference to a constable includes a reference to a person authorised for the purposes of this section 

by the Attorney General.  

 

GSC guidance and policy 

 
Making a report to the FCU is also known as making an external disclosure, filing a suspicious transaction 
report (STR) or suspicious activity report (SAR). Although an STR only applies to a transaction, the terms 
are used interchangeably in this guidance. 
 
There are two types of money laundering report (known as disclosures) that can be made to the FCU; 
Those which indicate money laundering conducted by others (a protected disclosure) and those which 
seek a defence against the offence of money laundering (an authorised disclosure).  
 
This section deals with protected disclosures. 
 
:: Protected disclosures  
 
Section 142 of the Proceeds of Crime Act (and section 14 of the Anti-Terrorism and Crime Act) makes it an 
offence for anyone in the regulated sector (including online gambling in the Isle of Man) to fail to report 
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money laundering (or terrorist financing) known or suspected to be committed by another to either an 
MLRO or a member of the FCU, subject to various excuses and exceptions. 
 
Section 143 of the Proceeds of Crime Act makes it an offence for an MLRO to fail to report known or 
suspected money laundering being committed by another to the FCU. Again, various exemptions are 
provided. 
 
Section 153 of the Act mandates the reporting of money laundering being committed by others using a 
“protected disclosure”. 
 
While any person in the regulated sector can theoretically lodge a report with the FCU, the GSC expects 
that, except in exceptional circumstances, it is the MLRO who makes a report (a protected disclosure) to 
the FCU if it is suspected or known (or there are reasonable grounds for suspecting or knowing) that a 
participant or business participant is engaged in, or attempting to engage in money laundering or terrorist 
financing. 
 
The GSC recommends such a report also be made if a predicate offence to money laundering occurs using 
the licensee’s systems. However, guidance issued by the FCU should take priority. 
 
For example, if a player defrauds another on the licensee’s system, then notwithstanding that both 
players’ money started as ‘clean’ money, the proceeds of the fraud (the predicate offence) now taint the 
winnings obtained by the fraudulent player and should be treated as criminal property. 
 
:: Small value and attempted transactions 
 
The value of any transaction (whether successful or not) is immaterial to the requirement to report.  
 
Likewise, it is enough for an attempt at money laundering or terrorist financing to be made for a report to 
be required. A licensee may not decline a transaction it considers suspicious and then assume no report is 
required because criminal property or terrorist property is not transferred on to or from its site. 
 
:: Reports made to the FCU must satisfy a number of key tests 
 

 The report must be to the Financial Crime Unit (the officer in charge who carries a nominal title of 
constable irrespective of rank); 

 It should be made by the MLRO (‘the nominated officer’); 
 The offence that has led to the assets being labelled as the proceeds of crime or terrorist property 

must be a criminal offence in the Isle of Man or an act committed elsewhere that would, if 
committed in the Island, be a crime; 

 The information that suggests the assets are proceeds of crime must arise in the course of the 
licensee’s business; and 

 The report must contain sufficient information to allow the criminal property/terrorist property or a 
person to be identified. 

 
Each instance of a report to the FCU must be preceded by a consideration of whether a reasonable 
suspicion or knowledge of money laundering exists. This will ordinarily involve the MLRO considering the 
facts of the case and may require additional research and confirmation of the suspicion.  
 
The FCU expects to see information included in each report which explains the reasons why suspicion or 
knowledge has been established. Similarly if an MLRO upon consideration concludes that a report need 
not be made, it is important that a record of the decision not to report is kept along with reasons why the 
report was not made. 
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8.9 Authorised disclosures 
  

The Proceeds of Crime Act 2008 

 

154 Authorised disclosures  

 (1) For the purposes of this Part a disclosure is authorised if —  

(a) it is a disclosure to —  

(i) a constable or customs officer serving (in either case) with the Financial Crime Unit of 

the Isle of Man Constabulary; or  

(ii) a nominated officer,  

by the alleged offender that property is criminal property;  

(b) it is made in the form and manner (if any) prescribed for the purposes of this subsection by 

order under section 155; and  

(c) the first, second or third condition set out below is satisfied.  

 

(2) The first condition is that the disclosure is made before the alleged offender does the prohibited act.  

 

(3) The second condition is that  

(a) the disclosure is made while the alleged offender is doing the prohibited act;  

(b) the alleged offender began to do the act at a time when, because the alleged offender did not 

then know or suspect that the property constituted or represented a person’s benefit from criminal 

conduct, the act was not a prohibited act; and  

(c) the disclosure is made on the alleged offender’s own initiative and as soon as is practicable after 

the alleged offender first knows or suspects that the property constitutes or represents a person’s 

benefit from criminal conduct.  

(4) The third condition is that -  

(a) the disclosure is made after the alleged offender does the prohibited act;  

(b) the alleged offender has a reasonable excuse for the failure to make the disclosure before the 

alleged offender did the act; and  

(c) the disclosure is made on the alleged offender’s own initiative and as soon as it is practicable for 

it to be made.  

 

(5) An authorised disclosure is not to be taken to breach any restriction on the disclosure of information 

(however imposed).  

(6) A disclosure to a nominated officer is a disclosure which —  

(a) is made to a person nominated by the alleged offender’s employer to receive authorised 

disclosures; and  

(b) is made in the course of the alleged offender’s employment.  

 

(7) References to the prohibited act are to an act mentioned in section 139(1), 140(1) or 141(1) (as the case 

may be).  

 

GSC guidance and policy 

 
Sections 139 to 141 of the Proceeds of Crime Act make it an offence to conceal, arrange, acquire, 
possess, use, etc. known criminal property. It is difficult to see how a licensee – once in possession of 
funds which are known to be criminal property – can avoid having to obtain a defence against a charge of 
money laundering. 
 



90 
 

 
Section 154 of the Act therefore provides a reporting mechanism called “an authorised disclosure” by 
means of which a defence against money laundering can be obtained. Making an authorised disclosure 
can be used as the vehicle to seek consent to commit a prohibited act (i.e. possessing, acquiring, moving 
known or suspected criminal property). 
 
Note that there is no authorised disclosure mechanism under the Anti-Terrorism and Crime Act. 
 
The report can be made by anyone employed in the regulated sector and should be made to the MLRO 
(the nominated officer) or a member of the FCU. The GSC would normally expect that all reports would be 
passed to the MLRO before being passed to the FCU although it is important to understand that only a 
report made to the FCU can offer a defence against an accusation of money laundering and only the FCU 
can give consent to an otherwise prohibited act. 
 
Under the rules governing authorised disclosures, the discloser knows they are performing a prohibited act 
(i.e. undertaking the activities outlined in subsections 1 of sections 139, 140 and 141 respectively.) This 
gives them the status of an alleged offender. 
 
Depending on the timing of the transaction, the alleged offender has one of three opportunities to obtain 
a defence using criteria specified in section 154 of the Act: 
 

 If the money laundering has yet to take place, a notification prescribed by section 155 and seeking 
consent under section 151 can be made; 

 If the money laundering is in progress AND the alleged offender didn’t know (or suspect) the 
property was criminal property when the transaction was started AND the alleged offender 
discloses of his/her own initiative then a notification in the format prescribed by section 155 and 
seeking consent under section 151 can be made; 

 If the money laundering has occurred AND has a reasonable excuse for performing the prohibited 
act AND the alleged offender discloses of his/her own initiative then a notification in the format 
prescribed by section 155 and seeking consent under section 151 can be made. 
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8.10 Seeking consent 
 

The Proceeds of Crime Act 2008 

 

151 Appropriate consent  

 (1) The appropriate consent is —  

(a) the consent of a nominated officer to do a prohibited act if an authorised disclosure is made to 

the nominated officer;  

(b) the consent of a constable or customs officer serving (in either case) with the Financial Crime 

Unit of the Isle of Man Constabulary to do a prohibited act if an authorised disclosure is made to a 

constable or customs officer.  

 

(2) A person must be treated as having the appropriate consent if —  

(a) the person makes an authorised disclosure to a constable or customs officer serving (in either 

case) with the Financial Crime Unit of the Isle of Man Constabulary; and  

(b) the condition in subsection (3) or the condition in subsection (4) is satisfied.  

 

(3) The condition is that before the end of the notice period the person does not receive notice from a 

constable or customs officer serving (in either case) with the Financial Crime Unit of the Isle of Man 

Constabulary that consent to the doing of the act is refused.  

(4) The condition is that —  

(a) before the end of the notice period the person receives notice from a constable or customs 

officer serving (in either case) with the Financial Crime Unit of the Isle of Man Constabulary that 

consent to the doing of the act is refused; and  

(b) the moratorium period has expired.  

 

(5) The notice period is the period of seven working days starting with the first working day after the 

person makes the disclosure.  

 
(6) The moratorium period is the period of 31 days starting with the day on which the person receives 

notice that consent to the doing of the act is refused.  

(7) A working day is a day other than a Saturday, a Sunday, Christmas Day, Good Friday or a day which 

is a bank holiday under the Bank Holidays Act 1989 in the Island when the person makes the disclosure.  

(8) References to a prohibited act are to an act mentioned in section 139(1), 140(1) or 141(1) (as the case 

may be).  

(9) A nominated officer is a person nominated to receive disclosures under section 154.  

(10) Subsections (1) to (4) apply for the purposes of this Part.  

 

152 Nominated officer: consent  

 (1) A nominated officer must not give the appropriate consent to the doing of a prohibited act unless the 

condition in subsection (2), the condition in subsection (3) or the condition in subsection (4) is satisfied.  

(2) The condition is that —  

(a) the nominated officer makes a disclosure that property is criminal property to a constable or 

customs officer serving (in either case) with the Financial Crime Unit of the Isle of Man 

Constabulary; and  

(b) such constable or customs officer gives consent to the doing of the act.  
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(3) The condition is that —  

(a) the nominated officer makes a disclosure that property is criminal property to a constable or 

customs officer serving (in either case) with the Financial Crime Unit of the Isle of Man 

Constabulary; and  

(b) before the end of the notice period the nominated officer does not receive notice from such a 

constable or customs officer that consent to the doing of the act is refused. 

  

(4) The condition is that —  

(a) the nominated officer makes a disclosure that property is criminal property to a constable or 

customs officer serving (in either case) with the Financial Crime Unit of the Isle of Man 

Constabulary;  

(b) before the end of the notice period the nominated officer receives notice from such a constable 

or customs officer that consent to the doing of the act is refused; and  

(c) the moratorium period has expired.  

 

(5) A person who is a nominated officer commits an offence if —  
(a) the nominated officer gives consent to a prohibited act in circumstances where none of the 

conditions in subsections (2), (3) and (4) is satisfied; and  

(b) the nominated officer knows or suspects that the act is a prohibited act.  

 

(6) A person guilty of such an offence is liable —  

(a) on summary conviction, to custody for a term not exceeding 6 months, or to a fine not 

exceeding £5,000, or to both; or  

(b) on conviction on information, to custody for a term not exceeding 5 years, or to a fine, or to 

both.  

 

(7) The notice period is the period of seven working days starting with the first working day after the 

nominated officer makes the disclosure.  

(8) The moratorium period is the period of 31 days starting with the day on which the nominated officer is 

given notice that consent to the doing of the act is refused.  

(9) A working day is a day other than a Saturday, a Sunday, Christmas Day, Good Friday or a day which 

is a bank holiday under the Bank Holidays Act 1989 in the Island when the nominated officer gives the 

appropriate consent.  

(10) References to a prohibited act are to an act mentioned in section 139(1), 140(1) or 141(1) (as the case 

may be).  

(11) A nominated officer is a person nominated to receive disclosures under section 154.  

  

GSC guidance and policy 

 
Consent is the term used by the law for the permission given by either the law or a constable of the FCU 
to perform a prohibited act as defined by sections 139, 140 or 141. 
 
It is likely that a licensee will wish to commit such an act (for example, if it intends to refund criminal 
property to a money launderer) and given the breadth of the actions that are considered prohibited acts, it 
is likely that a licensee will require explicit or implied consent as soon as it possesses criminal property. 
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For the avoidance of doubt, the prohibited acts are: 
 
:: Concealing, etc. 
 

 Concealing criminal property;  
 Disguising criminal property;  

 Converting criminal property;  
 Transferring criminal property;  
 Removing from the Island criminal 

property; 
 

:: Arrangements 
 
Entering into or concerned in an arrangement 
which the person knows or suspects facilitates 
(by whatever means) the acquisition, 
retention, use or control of criminal property 
by or on behalf of another person; 

 
:: Acquisition, use and possession 
 

 Acquires criminal property;  
 Uses criminal property; 
 Has possession of criminal property. 

 
Consent can be obtained by anyone to 
perform a prohibited activity if: 
 

 It is requested from a nominated 
officer (MLRO) and he/she gives 
consent (which is allowed to be given 
by the MLRO provided either: 

o an authorised disclosure has 
been made to the FCU with a 
request for consent and it has 
been given; 

o an authorised disclosure has 
been made to the FCU with a 
request for consent and 
nothing further is heard from 
the FCU within 7 working days 
starting on the day following 
the disclosure; 

o an authorised disclosure has 
been made to the FCU with a 
request for consent and it has 
been refused but 31 days have 
elapsed without further activity from the FCU); 

 It is requested from a constable in the FCU and he/she gives consent; 
 An authorised disclosure has been made to the FCU and consent has not been refused within 7 

working days (starting on the first working day after the disclosure was made); 

 An authorised disclosure has been made to the FCU and consent has been refused within 7 
working days but no further action has been taken by the FCU in the 31 elapsed days following the 
refusal of consent (where the day of the FCU’s initial refusal is counted as day one). 
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Once consent has been obtained either directly from the FCU or by virtue of the expiry of either the 7 
working day period (the notice period) or the 31 elapsed day period (the moratorium period), the licence-
holder may perform activity with the criminal property without committing an offence of money 
laundering. 
 
Note that even if consent is obtained, it has no overriding effect on other crimes that may be committed if 
the property is processed. E.g. licensees would need to understand the law concerning their status as a 
potential constructive trustee, handling stolen goods where a theft had occurred to create criminal 
property, etc. 
 
:: Is consent required? 
 
When evaluating whether an authorised disclosure (seeking consent) is likely to be required, licensees can 
take into account the GSC’s interpretation below: 
 
Criminal property is defined as: 

 Property which is a person’s benefit from criminal conduct; and 
 Where the alleged offender knows or suspects that it represents this benefit.  

 
If a licensee is not in possession of criminal property, then notwithstanding a protected disclosure may be 
required (to report known or suspected money laundering, attempted money laundering, etc.), no 
prohibited act can be committed and therefore no authorised disclosure or request for consent is needed. 
 
Criminal property is created by predicate offences (such as fraud, theft, etc.). Criminal property that is 
used to produce additional property contaminates that newly created property too. However if criminal 
property and non-criminal property is mixed, the non-criminal property is not automatically contaminated. 
 
For example: 
A player steals £500 and deposits it with an operator. The player plays and wins a further £300. The 
player then inherits £200 from a deceased relative’s estate and deposits this money in their account. The 
value of the ‘dirty’ money is £800 and ‘clean’ money is £200. 
 
If a bonus is awarded to a player who uses criminal property to qualify for the bonus then the bonus is 
also criminal property once redeemed. If the bonus is awarded without regard to a qualifying deposit then 
the bonus is not criminal property unless its redemption involves a predicate offence. 
 
Assets which have no monetary worth but which, through play, acquire monetary worth are not 
considered to be criminal property unless the play required to promote their value has been conducted in 
a criminal way.  
 
Any transfer or possession of criminal property requires consent. This includes: 
 

 The withdrawal of deposits which are criminal property; 

 The holding on deposit of criminal property; and  
 Player to player transfers. 

 
Note that for the purposes of authorised disclosures, the operator is classed as an alleged offender (i.e. 
potentially liable to prosecution for money laundering) unless they disclose. 
 
Note also that criminal property is defined as property which the alleged offender knows or suspects is the 
benefit of a crime. It is difficult to see how a protected disclosure of suspected money laundering could 
occur without the licensee suspecting that the funds were the benefit of a crime, therefore an authorised 
disclosure should be sought if the funds are held. 
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8.11 How to submit a disclosure to the FCU 
  

GSC guidance and policy 

 
:: Isle of Man FCU disclosure form  
 
The same disclosure form is to be used for all disclosure (protected, authorised or terrorist financing). 
 
If consent is sought, the disclosing person (the submitter, usually the MLRO) must select “yes” to the 
question at the bottom of the first page – “Is this a request for appropriate consent as required by 
section 151 of The Proceeds of Crime Act 2008?”  

 
At the top of page 2, the disclosing person can select whether the report is being made under the 
Proceeds of Crime Act or the Anti-Terrorism and Crime Act. 
 
Completed forms should be returned to:  
 

The Isle of Man Constabulary Financial Crime Unit,  
PO Box 51, Douglas, ISLE OF MAN IM99 2TD  
Telephone: 686000 Facsimile: 686039 E-mail: fcu@gov.im  

 
:: Additional instances of suspicious activity 
 
The reporting of a suspicion does not remove the need to report further suspicions that arise subsequently 
in respect of that customer. If other suspicious transactions occur, whether of the same nature or different 
to the previous suspicion, these new suspicions must continue to be reported to the MLRO/FCU as they 
arise. 
 
:: Online disclosure reporting system 
 
The mechanism for reporting disclosures to the Financial Crime Unit will soon be moving to an online 
system. It is anticipated that the new system will be ready for use from the beginning of January 2016. 
 
:: Handling of SAR data 
 
It should be noted that SARs are sensitive documents which contain personal data. The SARs should be 
kept in a secure location.  
 
If this is a virtual location, the MLRO must know who has access to the directory and be able to check by 
reference to a list of access permissions or such like.  
 
If this is a physical location, the store must be capable of being secured (for example, locked) and the 
MLRO must know who has access. If the store is open during working hours for practical reasons, it must 
be separate from other records likely to be needed by non-compliance staff and must be in plain view of 
employees. These measures are designed to make it obvious if someone without any legitimate access 
accesses the AML/CFT records. 

 
 
 

  

https://www.gov.im/media/727182/str_disclosure_form.pdf
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8.12 Tipping off 
  

The Proceeds of Crime Act 2008 and the Anti-Terrorism and Crime Act 2003 

 

The Proceeds of Crime Act 2008 

 

145 Tipping off: regulated sector  

 

 (1) A person commits an offence if —  

(a) the person discloses any matter within subsection (2);  

(b) the disclosure is likely to prejudice any investigation that might be conducted following the 

disclosure referred to in that subsection; and  

(c) the information on which the disclosure is based came to the person in the course of a business 

in the regulated sector.  

 

(2) The matters are that the person or another person has made a disclosure under this Part —  

(a) to a constable or customs officer serving (in either case) with the Financial Crime Unit of the Isle 

of Man Constabulary; or  

(b) to a nominated officer,  

of information that came to that person in the course of a business in the regulated sector.  

 

(3) A person commits an offence if —  

(a) the person discloses that an investigation into allegations that an offence under this Part has 

been committed, is being contemplated or is being carried out;  

(b) the disclosure is likely to prejudice that investigation; and  

(c) the information on which the disclosure is based came to the person in the course of a business 

in the regulated sector.  

 

(4) A person guilty of an offence under this section is liable —  

(a) on summary conviction, to custody for a term not exceeding 3 months, or to a fine not 

exceeding £5,000, or to both;  

(b) on conviction on information, to custody for a term not exceeding 2 years, or to a fine, or to 

both.  

 

(5) This section is subject to —  

(a) section 146 (disclosures within an undertaking or group);  

(b) section 147 (other permitted disclosures between institutions); and  

(c) section 148 (other permitted disclosures etc.). 

 

The Anti-Terrorism and Crime Act 2003 

 

27 Disclosure to prejudice terrorist investigations  
  

(1) Subsection (2) applies where a person knows or has reasonable cause to suspect that a constable is 

conducting or proposes to conduct a terrorist investigation.  

(2) The person commits an offence if he —  

(a) discloses to another anything which is likely to prejudice the investigation, or  

(b) interferes with material which is likely to be relevant to the investigation.  

(3) Subsection (4) applies where a person knows or has reasonable cause to suspect that a disclosure has 
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Automatic systems tip-off hazard 
Care should be taken with software that any 
variables displayed to users do not include 
information in relation to SARs. 

If when maintaining data in respect of AML/CFT 
history, system users (for example MLROs) can 

select account-suspension reason-codes such as 
“SAR filed” then there must be no chance that 
customers can see this on their accounts in the 
style of scripts which access those variables in 
the style of : 
 
“Your account has been suspended because “ & 
[AccData.Player($i).SuspenReason] & “. Please 
contact customer support for more information.” 

 

been or will be made under any of sections 11 to 13 or 26.  

(4) The person commits an offence if he —  

(a) discloses to another anything which is likely to prejudice an investigation resulting from the 

disclosure under that section, or  

(b) interferes with material which is likely to be relevant to an investigation resulting from the 

disclosure under that section.  

(5) It is a defence for a person charged with an offence under subsection (2) or (4) to prove —  

(a) that he did not know and had no reasonable cause to suspect that the disclosure or interference 

was likely to affect a terrorist investigation, or  

(b) that he had a reasonable excuse for the disclosure or interference.  

(6) Subsections (2) and (4) do not apply to a disclosure which is made by a professional legal adviser —  

(a) to his client or to his client’s representative in connection with the provision of legal advice by 

the adviser to the client and not with a view to furthering a criminal purpose, or  

(b) to any person for the purpose of actual or contemplated legal proceedings and not with a view 

to furthering a criminal purpose.  

(7) A person guilty of an offence under this section shall be liable —  

(a) on conviction on information, to custody for a term not exceeding 5 years, to a fine or to both, or  

(b) on summary conviction, to custody for a term not exceeding 12 months, to a fine not exceeding 

£5,000 or to both.67  

(8) For the purposes of this section —  

(a) a reference to conducting a terrorist investigation includes a reference to taking part in the 

conduct of, or assisting, a terrorist investigation, and  

(b) a person interferes with material if he falsifies it, conceals it, destroys it or disposes of it, or if he 

causes or permits another to do any of those things. 

 

 

GSC guidance and policy 

 
:: General guidance 
 
Tipping off occurs when a member of a licensee’s staff makes a person aware that there is a suspicion of 
ML/FT 
 
The law is designed to apply to unscrupulous confederates of the criminal who find themselves in the 
reporting chain but licensees should ensure their staff are sufficiently trained to avoid accidentally 
committing a tipping-off offence. 
 

:: Terminating an account 
 
Licensees who are considering terminating the account of a 
participant or business participant on the grounds of the risk 
that person represents, or who decline to open an account 
after the risk assessment has been conducted need to 
understand if either of those actions are likely to constitute 
tipping off by referring to the criteria below. 
 
It should be noted that the filing of a SAR does not oblige 
the termination of an account but if an account in respect of 
which a SAR has been filed is maintained after filing, it is 
important that the risk rating of the account is set to 
“higher”, that the account is monitored and that all further 
suspicious transactions are reported. 
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In order to tip off, three criteria must be fulfilled: 
 

 It must be revealed that either a disclosure in relation to AML has been made to the MLRO/FCU or 
that an investigation is being carried out or considered in relation to an alleged AML offence; and 

 The information about the disclosure or investigation must be known as a result of undertaking 
business in the regulated sector (including the Isle of Man’s online gambling sector); and 

 The information that is passed to another is likely to prejudice any investigation that is being 
conducted or that might be conducted in the future. 

 
A licensee is therefore faced with a simple question when considering terminating an account or declining 
to establish one:  
 

 Has a transaction occurred which gives rise to the suspicion or knowledge of actual or attempted 
money laundering? 

 
If the answer is ‘no’ then no disclosure to an MLRO or the FCU will have been made and it will therefore 
be impossible to commit an offence of tipping off. 
 
If the answer is ‘yes’ then a report to the MLRO and possibly the FCU will need to be made. In these 
cases, the licensee will need to consider the following points when interacting with its customer: 
 

 The ultimate decision on whether to engage in business with a participant or business participant 
lies with the licensee. The FCU will never ask a licensee to maintain a relationship with a customer 
as a vehicle to obtain intelligence; 

 It will become apparent to criminals that something of their criminal activity is known by the 
licensee if it seeks to terminate the relationship without a meaningful pretext. Licensees are 
therefore encouraged to consider carefully the wording of any statements they offer participants 
and business participants by way of explanation; References to any sort of statutory reports being 
filed to the authorities must be avoided and reference to terms and conditions which refer to 
AML/CFT requirements must be avoided.  

 
:: Communications with customers subject of an SAR 

 
The GSC recognises that in all likelihood an unexpected termination or suspension of an account following 
suspicious activity will signal to all but the most amateurish criminals that a report has been filed and 
money laundering is suspected (a suspicion that can only be reinforced by the statutory delay of seven 
working days before any outstanding balances can be returned – assuming no consent has been given to 
move the funds by the FCU).  
 
Unfortunately, this cannot be avoided. It is an inherent and accepted weakness of the overall AML/CFT 
framework. 
 
It is only a requirement on the licensee to ensure no explicit indication is given in any message conveyed 
to the participant that suspicion of money laundering or terrorist financing exists. 
 
Examples: 
 

ACCEPTABLE RESPONSE: Following a review of your account we regret that we 
are unable to continue to offer you access to our products. Once we have 
completed our internal checks, we will arrange for any outstanding money to 
be returned to you. Please note that our process may take up to ten days to 
complete. 
 
UNACCEPTABLE RESPONSE: Under item 10 of our terms and conditions (Anti-
money laundering provisions) we have decided to terminate your account.  
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UNACCEPTABLE RESPONSE: Following certain activity on your account we have 
been obliged to notify the authorities and we have taken the decision to 
terminate your account with us. 
 
UNACCEPTABLE RESPONSE: Following certain activity on your account we have 
been obliged to file statutory documentation in respect of your account.  

 
It hopefully goes without saying that the acceptable response above should not be used verbatim as this 
guidance document is in the public domain and available to criminals 
 
:: Suspicious Activity Reports and complaints handling 
 
The filing of a SAR with the FCU means that the player’s balance cannot be transferred without the 
consent of the FCU or until 7 working days have elapsed. The delay may provoke players to complain to 
the GSC. 
 
The GSC will never indicate that a report has been filed to the FCU. 
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8.13 Example assessment criteria 
  

The GSC will inspect the suspicious activity reporting procedures of the licensee and may ask 
to see records relating to disclosures made. 
 

 

What the GSC will seek to determine You might be asked this 

Reporting Requirements  
Does the MLRO understand when a SAR may be necessary in 
respect of sanctions? 

.Interview – Could you describe when you would file a SAR in 
respect of sanctions? 

Does the entity have a regime for reporting suspicion to the 
FCU? 

.Interview – Can you describe the way that suspicion of ML/TF 
is transmitted from the person developing it to the FCU? 
.Sample – Can you supply me with the written instructions that 
detail how reporting is done and show me how you check that 
everyone understands the instructions? 

Is the entity's transaction data easy to convert into AML/CFT 
conclusions? 

.Interview - Can you describe the sorts of system data you 
requires when investigating internal reports? Is the data easy 
to extract and understand? 

Does the MLRO understand the requirement for a predicate 
offence in order for money laundering to occur? 

.Interview – Can you describe the concept of a predicate 
offence and the significance of a predicate offence for the 
purposes of reporting suspicion or knowledge of money 
laundering? 

Does the MLRO understand that terrorist financing can occur 
without a predicate offence? 

.Interview – Can you describe the difference between money 
laundering and terrorist financing? 

Does the MLRO understand the FCU's requirements for the 
reporting of suspicion? 

.Interview - Can you describe the FCU’s opinion on what 
constitutes a useful SAR and what constitutes an unhelpful 
SAR? 

Does the MLRO understand the requirement for investigation 
between alert and external reporting? 

.Interview - Can you describe the value of investigating the 
grounds for suspicion before filing a report? 

Does inspection confirm the presence of internal reports 
being passed to the MLRO? 

.Sample - Can you provide an example of an internal report 
being submitted to the MLRO for consideration? 

Do alerts from automated systems go directly to the MLRO 
(viz. is there the opportunity to delete or modify reports 
before they are accessed by the MLRO)? 

.Interview - If alerts are triggered by automatic systems, how 
are they reviewed and by whom? At what stage is the MLRO 
involved? 

Does inspection of SARs indicate that an investigation of the 
suspicion occurs before the filing of a SAR? 

.Interview - Can you describe the sort of investigation you 
typically conduct before agreeing a SAR should be filed or 
dismissing an internal report? Can you describe what contact 
you have with the internal filer upon receipt of the report and 
after the review has occurred? 

Does inspection of internal reports which did not result in 
SARs show that a record of the decision making process is 
made? 

.Sample - Can you identify an example of an internal report 
that was not filed as a SAR in order to demonstrate the notes 
kept of the decision not to file? 

Tipping Off  
Does the MLRO understand the inter-relation between 
tipping off and a participant being identified as a sanctioned 
individual?  

.Interview – Can you describe how the tipping off provisions 
apply to a player who has been sanctioned? 

Does the MLRO understand the nature of tipping off? .Interview – Can you describe the offence of tipping off? Can 
you describe the pre-requisites for committing the offence? 
.Interview – Have there been any instances where your staff, 
your procedures or systems gave information to a person in 
respect of whom a SAR had been filed which suggested to 
them that they were suspected of ML/TF? 

Money Laundering Reporting Officer  
Does the MLRO have unimpeded access to identity records? .Sample - Can you access the identity records of player ID that 

we will supply or choose? 
.Sample – Can you show us a participant whose risk rating 
changed from lower to higher risk and what action sin respect 
of identity that change triggered – if any. 
.Interview - Can you retrieve the customers' records that I'm 
about to pass to you and indicate to me what the risk 
assessment indicated their ML/TF risk was at the customer 
take-on stage? Can you also indicate what their current risk 
ratings are? 

Does the entity's MLRO have unimpeded access to .Interview - Do you have computer access to all of the data 
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meaningful AML/CFT data? you require to perform your role? 
.Sample - Could you access a random customer's transaction 
data now? 

Does the entity have an MLRO function that provides 
continuous coverage? 

.Interview – Can you describe your key duties as MLRO and 
what provision there is in the event you are unavailable to 
perform them? 

Is the MLRO's reporting structure appropriate and 
unimpeded by senior staff who do not have a compliance 
function? 

.Interview – Could you describe the reporting line between the 
MLRO and the Board? 

Does the MLRO understand the current definition of 
suspicion? 

.Interview - Can you describe what level of evidence needs to 
be assembled before a SAR is filed and can you identify the 
precedent which defines this level? 

Does the MLRO understand the timing requirements for 
filing? 

.Interview - The law requires SARs to be filed as soon as 
possible later knowledge or suspicion of ML/TF. Can you 
describe what you understand "as soon as possible" to mean? 

Is it correct there is no latency between the provocation of 
suspicion and the referral to the MLRO? 

.Interview - Can you describe how long it takes on average for 
an investigation to commence once an internal report has 
been made? Can you also say how long tends to elapse before 
the decision to file or not file a SAR is made - and how long 
after that the filing is completed? 
.Sample - Can you provide a number (say six) internal reports 
that resulted in SARs and in each case indicate how many days 

elapsed between the conclusion of the investigation and the 
filing of the SAR? 

Does the MLRO talk with authority and knowledge on the 
risks associated with the entity's business model? 

.Interview - Can you describe what factors make your products 
higher or lower risk for the purposes of ML/TF? 

Does the MLRO talk with authority and knowledge on the 
typologies and red flags that apply to the business model? 

.Interview - Can you describe the typologies and red flags that 
are reported to you by staff in their internal reports? 

Does the MLRO talk with authority and knowledge on the 
entity's track record of internal and external reporting? 

.Interview - Can you describe how many internal reports you 
typically receive in a month and what the typical conversion 
rate into SARs is? 

Does the MLRO talk with authority and knowledge on the 
systems used to manage ML/TF risk? 

.Interview - Can you describe the principle components of the 
systems you use to manage ML/TF risks? 

Does the MLRO have a wider professional knowledge of 
AML/CFT matters? 

.Interview - Can you describe what FATF means by 
"proliferation" and whether you believe it affects any of your 
products or services? 
.Interview – Can you describe the thinking behind the latest 
European Money Laundering Directive in respect of gambling? 
.Interview – Can you talk about a recent ML/TF case regarding 

the gambling industry and explain if any of the findings could 
apply to you or your organisation? 

Is the MLRO aware of specific attempts to abuse the entity's 
business? 

.Interview - Can you describe a time that an attempt to abuse 
the business was detected? What was the nature of the threat 
(i.e. who tried to do ML/TF), how large was the value, what 
channel was used? 

Does the MLRO consider he/she has sufficient resource to 
fulfil AML/CFT obligations? 

.Interview - Can you comment on the workload created by the 
AML/CFT obligations? Do you have sufficient support from the 
board and do you have sufficient time and/or resource to 
complete your tasks efficiently? 

Does the entity's AML/CFT function have direct access to the 
board of directors? 

.Interview - Can you demonstrate that the MLRO has 
unfettered access to the board if necessary? 

Is the relationship with the FCU constructive? .Interview - Can you describe your contact and relationship 
with the FCU? 

Does inspection of SARs indicate that a useful level of detail 
and narrative is supplied to the FCU? 

.Sample – Can you produce a SAR that you have filed in order 
that we can confirm how much of the following has been 
included : full ID details are supplied, key reference numbers 
are supplied (telephone, emails, passport, driver licence etc.), 
the relationship is defined, a note is provided on how the info 
that causes suspicion was obtained, what was done to create 
criminal property -or- the warning sign that can't be explained 
after investigation, whether previous SARs have been filed and 
whether consent is required? 

Does the MLRO demonstrate an understanding of when to 
seek consent? 

.Interview - Can you describe what FCU consent is and when 
you would seek it? 

Does the MLRO demonstrate an understanding of how to 
respond to a refusal for consent? 

.Interview - Can you describe your procedures when you seek 
consent and it is refused by the FCU? 

Does the MLRO demonstrate an understanding of how to .Interview - Can you describe your procedures when you seek 
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respond to the granting of consent? consent and it is granted? 

Does the MLRO demonstrate an understanding of how to 
respond to the absence of a consent response? 

.Interview - Can you describe your procedures when you seek 
consent and no response is forthcoming? 

Monitoring and Testing Compliance  
Does the entity have a procedure for testing its compliance 

with AML/CFT requirements? 

.Interview – Can you describe what procedures you use to test 

your compliance with the AML/CFT requirements? 
.Sample – Can you supply me with a copy of the procedure 
you follow when testing your compliance with AML/CFT 
requirements? 
.Sample – Can you supply me with the findings of the last 
exercise that tested compliance with AML/CFT requirements? 

Are the SARs that are filed periodically reviewed for the 
purposes of identifying trends and emerging risks? 

.Sample - Can you retrieve the results of the last analysis of 
SARs that was performed and indicate what threats were 
identified and what trends were noticed? 

Can the operator provide evidence that shows that its 
AML/CFT policy has been reviewed within the last 12-14 
months? 

.Sample - Can you provide a record of the dates when 
effectiveness reviews were conducted? 

Is the MLRO obliged to sign-off all changes to the entity’s 
AML/CFT software systems? 

.Interview - Can you describe your involvement in the process 
for initiating, implementing, testing and signing off software 
changes that affect AML/CFT systems? Are there fail-safes in 
the system which mean that failures become readily apparent 
quickly? 

Is access to any of the entity's AML/CFT-critical software and 
parameters strictly controlled and recorded? 

.Interview - Can you list for me the people who have software 
access to change any risk assessment parameters and can you 
demonstrate the change history of the parameters? 
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9. Compliance Culture 

 

9.1 Staff integrity and positive AML/CFT culture 
  

The FATF Requirement (Recommendation 1) 

 
Recommendation 1 states that lawmakers must create frameworks that require their business to identify, 
assess and take effective action to mitigate money laundering and terrorist financing. The Isle of Man 
code places an emphasis on staff integrity in this area. 

 

The 2013 Code (paragraph 18) 

 

18 New appointments  

A licence holder must establish, maintain and operate appropriate procedures to enable the licence holder 

to satisfy itself of the integrity of new directors and new appropriate employees and workers of the licence 

holder. 

 

GSC guidance and policy 

 
A licensee must perform due diligence on new directors and all appropriate employees and workers to 
ensure it is satisfied with their integrity. 
 
Establishing the integrity of directors and key personnel (or put another way, screening out people who 
are known to be unsuitable) is important because AML/CFT systems rely upon people to exercise sound 
judgement. Vetting also provides another layer of prudence against insiders who are being placed within 
the company to facilitate or erase evidence of wrong-doing, however unlikely this practice may be 
perceived to be. 
 
The GSC makes no distinction between different types of director (non-executive directors for example) 
and expects due diligence to be performed and documented for anybody to whom is assigned a 
directorship. 
 
The GSC considers appropriate employees and workers to be those who have access to customers, 
customer information, company records, systems, hardware and software. 
 
In order to meet these requirements, licensees should where possible: 

 Obtain and confirm references; 

 Confirm employment history and the qualifications advised; 
 Request details of any regulatory action taken against the individual (or the absence of such 

action); and 
 Request details of any criminal convictions (or the absence of such convictions) and verify where 

possible. 
 
Licensees must document the steps taken to satisfy these requirements including the information and 
confirmations obtained. Licensees must also document where it has not been possible to obtain such 
information including the reasons why this is the case. 

Licensees may wish to make ongoing character checks a part of appropriate employees’ employment 
contracts. 
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The GSC also considers the AML/CFT culture of an organisation as a key variable in the strength of 
AML/CFT controls.  

 Companies exist to generate returns to their shareholders 
 The online gambling market is a competitive one. 
 AML/CFT controls add costs. 

 
The tension between AML/CFT compliance and maximising profit can be defused slightly by reviewing the 
benefits of a positive AML/CFT culture: 

 Combating ML/FT is an intrinsically desirable thing to do; 

 The risks of actual ML/FT occurring are reduced which protects the corporate reputation and 
prevents regulatory and law enforcement sanctions; 

 The risks of compliance failure (controls insufficient upon inspection) is reduced which protects the 
company against the administrative burden of follow-up by the regulator. In 2016 the GSC is 
moving to a risk-based model for timetabling inspections; a demonstration of strong AML/CFT 
controls will extend the time between inspections. 

It may be of interest to note that the World Bank’s National Risk Assessment model, which is used by the 
Isle of Man, also places significant emphasis on establishing the overall integrity and ethics of each of the 
regulated sectors (it is one of ten variables which the model uses to calculate vulnerability within a given 
sector). For this reason, the GSC thinks it is beneficial for the boards of its licensees to have a positive 
outlook on AML/CFT matters and to take an active interest in the reports and work of its compliance 
specialists. 
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Training fit for purpose 
The GSC observed that training is likely to be face to face upon 
induction and that refreshers are likely to be annual and computer 
based. 

The best training packages observed were purpose-written for the 
roles being trained (training for directors differed from that given to 
account managers) and tested comprehension with scenarios likely 
to occur in the employee’s day to day duties and included false 
positives to cause the employees to think about the intelligent 
application of what they had learned. 

The MLRO of one licensee indicated he had changed the order of 
the questions to detect if employees were “dialling in” their 
participation or were concentrating on the tests. 

9.2 The importance of staff training 
  

The FATF Requirement (Recommendation 1) 

 
Recommendation 1 states that lawmakers must create frameworks that require their business to identify, 
assess and take effective action to mitigate money laundering and terrorist financing. The Isle of Man 
code places an emphasis on staff competence in this area. 

 

The 2013 Code (paragraph 19) 

 

19 Staff training  

A licence holder must provide or cause to be provided, education and training including refresher training 

(not less than annually) for all directors, or all other persons involved in its management, all key staff and 

all appropriate employees and workers to ensure that they are aware of—  

(a) the provisions of the money laundering and terrorist financing requirements;  

(b) their personal obligations under the money laundering and terrorist financing requirements;  

(c) the internal reporting procedures established under paragraph 17;  

(d) the licence holder’s policies and procedures to prevent money laundering and the financing of 

terrorism;  

(e) the licence holder’s participant and business participant identification, verification, record-

keeping and other procedures to prevent money laundering and the financing of terrorism;  

(f) the recognition and handling of suspicious transactions;  

(g) their personal liability for failure to report information or suspicions in accordance with the 

money laundering and terrorist financing requirements and the licence holder’s internal 

procedures; and  

(h) new developments, including information on current techniques, methods and trends in money 

laundering and the financing of terrorism. 

 

GSC guidance and policy 

 
The legislative requirements for staff training 
are self-explanatory and the GSC’s policy in 
this matter is to emphasise the personal 
liability that a person has to the law. If an 
AML/CFT breach occurs and the staff 
member involved can demonstrate there has 
been a lack of training then the GSC will view 
the failure as an organisational one and will 
seek an explanation from the licensee’s 
directors. 
 
For this reason, special care should be taken 
to ensure that staff training can be 
evidenced. 
 
The GSC also wishes to make it clear that AML/CFT training must be of sufficient quality that the post-
holder can apply it to their day to day role. The classic representation of ML as “placement, layering and 
integration”, while no doubt of interest to staff is not as important as that staff member knowing what key 
reports to look at, what the red flags and other indicators are, when to flag suspicion and what to say (or 
not say) in order to avoid tipping off. 
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The training given to MLROs must verse them in the legislative requirements as outlined by the Code, the 
positions outlined in this guidance and must reinforce in them a sense of professional curiosity about the 
threats ranged against their company, the controls available to them to mitigate risk and the meaning of 
data available to them on their systems. 
 

 
 
 

9.3 Cash handling 
 

The FATF Requirement (Recommendation 14) 

 
FATF Recommendation 14 states that all areas of the financial system which deal with cash should be 
regulated. 

 

The 2013 Code (paragraph 4) and Online Gambling (Registration and Accounts) Regulations 
2008 

 

4 General requirements  

 

(2) A licence holder must not accept, or permit any third party to accept on its behalf, cash from, or on 

behalf of, a participant or business participant in relation to online gambling. 

 

GSC guidance and policy 

 
An Isle of Man licensee may not accept cash directly into its system because cash can be used to avoid 
the establishment of an audit trail. 
 
Likewise, an Isle of Man licensee cannot use a third party who obtains cash from a player and then passes 
the cash into the licensee’s systems. 
 
However if a player deposits cash into an account held with a regulated third party (such as a bank, a 
payment service provider, a pre-paid card seller or a high street branch of the licensee’s brand) then 
money may be moved from the account that the institution holds to the licensee’s account held on behalf 
of the player. 
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9.4 Offences against the Code  
  

The 2013 Code (paragraph 22) 

 

22 Offences  

(1) Any person who contravenes this Code is guilty of an offence and liable—  

(a) on summary conviction—  

(i) in a case relating to the financing of terrorism, to custody for a term not exceeding 12 

months or to a fine not exceeding £5,000, or to both; or  

(ii) in any other case, to custody for a term not exceeding 6 months or to a fine not 

exceeding £5,000, or to both;  

(b) on conviction on information to custody not exceeding 2 years or to a fine, or to both.  

 

(2) In determining whether a person has complied with any of the requirements of any part of this Code a 

court may take account of—  

(a) any relevant supervisory or regulatory guidance which applies to that person given by the Isle 

of Man Gambling Supervision Commission; or  

(b) in a case where no guidance falling within sub-paragraph (a) applies, any other relevant 

guidance issued by a body that regulates, or is representative of, any trade, business, profession or 

employment carried on by that person.  

 

(3) In proceedings against a person for an offence under this Code, it is a defence for that person to show 

that he or she took all reasonable steps and exercised all due diligence to avoid committing the offence.  

(4) If an offence under this Code is committed by a body corporate and it is proved that the offence—  

(a) was committed with the consent or connivance of an officer of the body, or  

(b) was attributable to neglect on the part of an officer of the body;  

the officer, as well as the body, is guilty of the offence and liable to the penalty provided for it.  

 

(5) In this paragraph, ‘officer‛ includes —  

(a) a director, manager or secretary;  

(b) a person purporting to act as a director, manager or secretary;  

(c) if the affairs of the body are managed by its members, a member;  

(d) in relation to a limited liability company constituted under the Limited Liability Companies Act 

1996, a member, the company’s manager, or registered agent;  

(e) an operations manager appointed under section 10A(2) of the Online Gambling Regulation Act 

2001. 
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GSC guidance and policy 

 
:: Criminal sanctions 
 
Any member of staff and director of a licensee can be prosecuted for failing to adhere to any item of the 
Code. 
 
The maximum sentences vary depending on whether the offence is tried before the high bailiff only 
(obtaining a summary conviction) or is tried before a jury (obtaining a conviction on information). 
 
The maximum sentence on summary conviction is also more severe for failures to counter the financing of 
terrorism. 
 
Sub-paragraphs 2 and 3 of the paragraph on offences lay an emphasis on the importance of 
understanding the guidance contained in this document. A robust programme of staff awareness and 
training is critical to avoiding risk in this area.  
 
Offences against the Code should not be confused with offences against the Proceeds of Crime Act 2008 
or the Anti-Terrorism and Crime Act 2003. 
 
:: Regulatory sanctions 
 
Compliance with the AML/CFT requirements is an important condition of an online gambling licence. If it 
appears to the GSC that a licensee is failing to comply with the AML/CFT requirements this could lead to 
the licensee being formally requested to remedy deficiencies within a specified timeframe and could 
ultimately jeopardise the operator’s licence. 
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9.5 Example assessment criteria 
  

The GSC will inspect staff vetting and training records. Other documents such as Board 
minutes may be requested. Staff members may be interviewed at the inspector’s discretion. 
 

What the GSC will seek to determine You might be asked this 

Compliance Culture 
Are the entity's products and services aligned to the risk 
appetite of the board? 

.Interview - Can you describe how the board discusses its 
exposure to ML/TF risk and how that risk appetite is 
communicated to the AML/CFT systems? 

Is the entity's board regularly appraised of AML/CFT matters 
by means of a formal report? 

.Interview - Are AML/CFT issues reported to the board in a 
formal way? If so, what form does the reporting take and what 
sort of issues are discussed and how often? 

Do the entity's staff indicate that a positive AML/CFT culture 
exists within the entity? 

.Interview - Do you have a means of measuring staff attitudes 
to AML/CFT? If so, what are staff attitudes to AML/CFT? 

Do the board minutes ever reflect the discussion of AML/CFT 
matters? 

.Sample - Can you provide a copy of minutes from a board 
meeting which show that AML/CFT issues have been 
discussed? 

Have the entity's AML/CFT procedures been signed off by the 
board of directors? 

.Sample - Can you provide a copy of the AML/CFT policy or 
any other document that demonstrates that the board is aware 
of the contents of the policy and approves of them? 

Are typologies sought and understood by the entity? .Interview - Can you describe how you access typology 
information in relation to the sector? Are you aware of 
typologies or case studies that are significant for the gambling 
industry as a whole which have been published by other FSRBs 
or expert groups. 

Staff Vetting 
Does inspection show that a selection of relevant staff have 
been vetted? 

.Sample – Can you supply a list of company personnel, their 
function and an indication of their vetting status? 

Does inspection show that vetting reports are comprehensive 
and their outcomes are acted upon when negative? 

.Interview – Are you made aware of any concerns raised by 
the vetting process before staff are placed into sensitive 
AML/CFT positions? 

Does the entity have disciplinary measures that can be 
applied to staff for infringements of the AML/CFT policy? 

.Sample- A copy of the staff handbook or equivalent is 
obtained and it is confirmed that breaches of company policy 
or AML/CFT policy constitute disciplinary offences. 
.Interview - Have there been any instances of staff disciplinary 
or capability proceedings in respect of AML/CFT matters? 

Staff Training 
Is the entity's staff trained to understand how AML/CFT 
applies to their specific model and the roles they undertake? 

.Interview - Can you describe how closely tailored to the staff 
members' roles and systems the AML/CFT training is? 
.Interview - Can you describe how staff understand the tipping 
off risk, how they know when a SAR has been filed and what 
tools or scripts they are given when interacting with 
customers? 

Does the MLRO talk with authority and knowledge on the 
nature of the AML/CFT training undertaken by staff? 

.Interview - Can you describe the last time staff received 
AML/CFT training and whether any of the material was specific 
to the sector? 

Can the MLRO retrieve the AML/CFT training records of 
relevant staff who work for the entity with ease? 

.Interview - Can you access the AML/CFT training records of 
staff and demonstrate how you would identify a person who 
has missed a required AML/CFT training session? 

Are the entity's relevant staff subject to AML/CFT induction 
before they commence duties? 

.Sample – Can you supply a copy of the training records so we 
can compare start dates with training dates and confirm that 
key staff are AML/CFT inducted before undertaking duties 

Are the entity's relevant staff subject to ongoing AML/CFT 
training? 

.Sample – Can you supply a copy of the training records so 
that we can review the records of  randomly selected staff with 
and confirm that they are subject to periodic AML/CFT 
refreshers 

Is sufficient time set aside by the entity's management for 
staff to receive AML/CFT training? 

.Interview - Can you describe the AML/CFT training regime? In 
particular the MLRO's involvement in it -and- the nature of the 
training (group training, face to face, CBT, out-sourced) 

Do the entity's staff attain recognised AML/CFT 
qualifications? 

.Sample - Obtain a record of the staffs' AML/CFT qualifications 
and confirm key staff attain AML/CFT qualifications. 

Are the entity's staff tested on their comprehension of their 
training? 

.Interview - Can you describe how the staffs' comprehension 
of AML/CFT is tested or measured after the training? Are 
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records kept of their performance and are under-achievers 
identified? 

Does the entity's AML/CFT training include detail on Isle of 
Man AML/CFT legislation, policies and guidance? 

.Interview - Does the AML/CFT training include specifically the 
Isle of Man's laws and guidance? 

Do staff understand how ML/TF can occur in their specific 
area of responsibility and how to alert the compliance 
function? 

.Staff interview - Can you describe what money laundering and 
terrorist financing are? Can you describe the systems and 
training you have been provided with to help you combat 
them? Can you describe what you look for in your role when 
combatting ML/TF? 

Is there evidence that the MLRO engages with a program of 
CPD? 

.Interview - Can you describe the types of AML/CFT CPD you 
undertake in a typical year? 
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Appendix A; Register of AML/CFT Enquiries 
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Appendix B; Register of Internal Disclosures 
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Appendix C; Register of External Disclosures 

 

 


