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Introduction to ‘vital records’ 
 
Overview 
 

Identifying and taking steps to protect ‘vital records’ is an important part of effective records 

management. This factsheet explains what vital records are and why they are important; provides 
advice on how to identify vital records of your own team, division or department and considers 

what steps you can take to safeguard vital records. 

1 What are ‘vital records’? 
 

Vital records are those records which would be essential to continuity of your organisation’s 
business in the event of a disaster, emergency or other unexpected event (such as a flood, fire, 

natural disaster or act of terrorism affecting your organisation). 
 

Vital records are those records that are required by your organisation in order to: 

 
 continue to operate/resume operation of essential functions 

 protect the organisation’s rights and assets, including legal and financial status 

 protect the rights and assets of stakeholders (examples might include customers, clients, 

patients, employees, Isle of Man residents) 

  
2 How do I identify ‘vital records’? 
 
Not all records and information created or held by your organisation will be ‘vital’ – whilst many 
records are important or useful, the volume of truly ‘vital records’ should actually be very small.  

 

When identifying vital records, consider: 
 

 How important is your area of business activity in the wider organisational context?  

 What records would you need immediately after a disaster to re-open or continue to carry 

out essential functions? 
 What would be the impact on the organisation or business activity if a record or 

information was lost or unavailable? 

 

Examples of vital records might include those that are required to: 
 

 identify and fulfil commitments to customers, patients or clients 

 re-build facilities 

 resume IT system operations 

 administer employee salaries or customer benefits 

 identify financial assets or liabilities 

 identify fixed assets 

 
 

This is not an exhaustive list – the specific records that are considered vital records will be a 
decision that is unique to each business area. 
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3 How can I protect ‘vital records’? 

 
Once you have identified your vital records, you should put in place procedures and practices to 
protect the records and permit effective use of the records in the event of an emergency.  

 
Methods you can use to help safeguard information within vital records include: 

 

3.1 Duplication and dispersal 
 

Put simply, duplication and dispersal involves making copies of records and storing the copies in 
one or more separate locations that are apart from the original records. 

 

The format of copies will depend on the format of the original records. Paper records may be 
microfilmed or scanned, whilst electronic data might be duplicated and stored on secure remote 

servers or other digital storage media (in a separate, secure location to the original data). 
 

Remember that electronic storage media such as DVDs typically have short lifespans after which 
data stored on them may not be readable. The equipment and software needed to access 

electronic records also quickly becomes obsolete, as advances in technology and new versions of 

software are released. 
 

Duplicated electronic records will need regular review (at least every 3 years), back-ups, 
refreshment and migration to new media and formats to ensure they remain accessible for as 

long as they are needed.  

 
3.2 Protective storage 

 
For duplication and dispersal to be effective strategy, both the original and copies of vital records 

require careful storage to ensure their survival.  

 
Basic guidelines on appropriate storage for paper records can be found in IOMPRO factsheet 5 

(‘Safekeeping of public records?)’  
 

For vital records storage, you might also consider fireproof vaults (if storing records on-site) and 
specialist commercial storage off-site for duplicates (accessible 24-hours a day in the event of an 

emergency).  

 
Cloud-based solutions could be considered for storage of duplicate digital content, depending on 

the policies of your organisation and sensitivity of the data concerned.  
 

Always follow the storage recommendations and life-span (‘shelf-life’) for the storage media you 

choose, whether paper, microfilm or electronic. These are likely to include recommended 
temperature and relative humidity levels. 

 
As with all records storage, confidentiality and information security should also be considered. 

 
3.3 Plan access to vital records 

 

Procedures for accessing vital records in the event of an emergency should be included in your 
Disaster Recovery or Business Continuity Plan.  

 
Factors to consider and include in your disaster recovery plan relating to vital records include: 

 

 Can you gain physical access to records storage facilities in the event of a disaster? 

 Do you have access to required keys, passwords or log-in details to access vital records?  
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 What would be the impact of absences of key staff members on access to records (annual 

leave, unexpected absence…)? 
 Do you have back-up premises and IT facilities from which to resume operations and access 

records in the event of a disaster? 

 What would be the impact of disruption to the electrical supply, such as a power-cut, on 

access to records? 

  

4 How can I get further IOMPRO guidance? 
 

If you wish to talk to someone about any information given in this document, or any issues raised 
by it, please contact the IOMPRO on 693569 or email us at public.records@gov.im. 

 
These factsheets, together with other IOMPRO information, are available at 

http://www.gov.im/pro; if you have access to the IOM Government intranet you can also find 
them under Public Records on the Government page.  
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