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CRIMINAL JUSTICE ACT 1990
CRIMINAL JUSTICE (MONEY LAUNDERING — ONLINE GAMBLING) (No. 2) CODE 2008
Laid before Tynwald:

16th December 2008

Coming into operation:
18th December 2008
The Department of Home Affairs makes this Code under section 17F of the Criminal Justice Act 1990
 and after consulting such persons and bodies as it considered appropriate.
1.
Title and commencement
The title of this Code is the Criminal Justice (Money Laundering — Online Gambling) (No. 2) Code 2008 and it shall come into operation on the 18th December 2008.
2.
Interpretation

In this Code —
“authorised person” means any person which carries on banking business under the terms of section 1 of the Banking Act 1998
; or, is on the register maintained by the Isle of Man Treasury as a money service operator, holds an e-money licence from the Isle of Man Financial Supervision Commission; or, is a regulated party carrying on banking business in any of the jurisdictions detailed in Schedule 1 of this Code; or, is on the list of persons detailed in Schedule 2 of this Code deemed to be authorised persons for the purposes of this Code;

"beneficial owner" means the natural person who ultimately owns or controls a Business Participant;
“business participant” means a party participating, in the course of business, in online gambling other than as a licence holder;
“constable” includes an officer under the Customs and Excise Management Act 1986
;
"licence holder" means a person conducting online gambling in accordance with a licence granted under the Online Gambling Regulation Act 2001
;
“FATF Recommendations” means the 40 Recommendations of the Financial Action Task Force on Money Laundering and the Task Force’s 9 Special Recommendations on Terrorist Financing. 

"the Money Laundering and Terrorist Financing Requirements" means —
(a)
sections 45 to 49 of the Drug Trafficking Act 1996
; 

(b)
sections 17A to 17D and 17K of the Criminal Justice Act 1990; 

(c)
section 9 of the Prevention of Terrorism Act 1990
; and

(d)
sections 7 to 10 of the Anti-Terrorism and Crime Act 2003
; and 

(e)
this Code,

and includes, in the case of anything done otherwise than in the Island, anything which would constitute an offence under the provisions specified in paragraphs (a) to (e) if done in the Island;

"online gambling" means online gambling within the meaning given in section 1(1) of the Online Gambling Regulation Act 2001;
"participant” means any person (other than a business participant) participating as a player in online gambling other than as a licence holder; 
"payment” means a payment in money or money's worth, but does not include the credit of winnings to an account operated by the licence holder for the benefit of the participant or business participant to whom the winnings are payable;
“peer to peer gambling” means online gambling between two or more participants or online gambling where participants are not hazarding payments against the bank which is facilitated (in both cases) by a licence holder;
"politically exposed person" means any of the following resident in a country outside the Isle of Man —

(a)
a natural person who is or has been entrusted with prominent public functions, including —
(i) a head of state, head of government, minister or deputy or assistant minister;

(ii) a senior government official;

(iii) a member of parliament;

(iv) a senior politician;

(v) an important political party official;

(vi) a senior judicial official;

(vii) a member of a court of auditors or the board of a central bank;

(viii) an ambassador, chargé d'affaires or other high-ranking officer in a diplomatic service;

(ix) a high-ranking officer in an armed force; and

(x) a senior member of an administrative, management or supervisory body of a state-owned enterprise;

(xi) a senior official of an international entity or organisation;
(b)
any of the following family members of a person mentioned in sub-paragraph (a) —

(i) a spouse; 

(ii) a partner considered by national law as equivalent to a spouse; 

(iii) a child;

(iv)  the spouse or partner of a child; 

(v) a sibling; 

(vi) a parent; 

(vii) a parent in law; 

(viii) a grandparent;
(ix) a grandchild;

(c)
any close associate of a person mentioned in sub-paragraph (a) or sub-paragraph (b), including —

(i) any natural person who is known to be a joint beneficial owner of a legal entity or legal arrangement, or any other close business relations, with such a person;

(ii) any natural person who is the sole beneficial owner of a legal entity or legal arrangement which is known to have been set up for the benefit of such a person;

(iii) any natural person who is in a position to conduct substantial financial transactions on behalf of such a person;
"transaction" includes —
(a) payments made by a participant or business participant to a licence holder;

(b) payments made by a licence holder to a participant or business participant;
(c) participation in online gambling.

3.
General requirements

(1)
In conducting online gambling a licence holder shall —
(a) establish, maintain and operate —
(i) identification procedures in accordance with paragraphs 4 to 10; 
(ii) record keeping procedures in accordance with paragraphs 11 to 15; 
(iii) internal reporting procedures in accordance with paragraph 16; 
(iv) staff screening and training procedures in accordance with paragraph 17 to 18;  

(v) internal controls and communication procedures which are appropriate for the purposes of forestalling and preventing money laundering and terrorist financing; and,
(vi) procedures and controls in accordance with paragraph 19.

(b) take appropriate measures from time to time for the purpose of making employees aware of —
(i) the procedures  established, maintained and operated under sub-paragraph 1(a); and,  

(ii) the provisions of the Money Laundering and Terrorist Financing Requirements.
(2)
A licence holder shall not accept, and shall not permit any third party to accept on its behalf, cash from, or on behalf of a participant or business participant in relation to online gambling. 

(3)
Any winnings from online gambling due to a participant or business participant from a licence holder shall only be paid to the account held with the licence holder in the name of the relevant participant or business participant as required by the Online Gambling (Registration and Accounts) Regulations 2008
.  
IDENTIFICATION PROCEDURES
4.
Anonymous accounts 
(1)
A licence holder must not in relation to online gambling maintain —
(a)
an anonymous account; or,
(b)
an account in a fictitious name.
5.
Risk assessment

(1)
For the purpose of determining the measures to be taken when carrying out participant or business participant due diligence, under the terms of paragraphs 6, 7 and/or 8 and enhanced participant and business participant due diligence (as such is defined in paragraph 9) under paragraph 9, a licence holder shall carry out a risk assessment in accordance with this paragraph as soon as reasonably practicable.
(2)
The risk assessment must estimate the risk of money laundering and terrorist financing on the part of the participant or business participant, having regard to—
(a)
value of funds deposited with the licence holder; 

(b)
jurisdiction of participant or business participant;
(c)
source of funds deposited;
(d)
any other relevant matter brought to the attention of the licence holder during the account opening process for the participant or the business participant;
(e)
the Money Laundering — Online Gambling Guidance Notes 2008
;
(f)
the legal nature of the business participant.

6.
Identity of prospective participants

(1)
A licence holder shall establish, maintain and operate procedures which require the prospective participant to provide satisfactory information as to his identity (either online or in writing) as soon as reasonably practicable after contact is first made between them.
(2)
Procedures comply with this paragraph and paragraph 5 if they require that unless satisfactory information as to the prospective participant's identity is provided —
(a)
no account will be opened for him,

(b)
no money will be accepted from or on behalf of him, and

(c)
no participation in online gambling by him will be permitted.
7.
Evidence of identity for participants
(1)
Subject to the terms of sub-paragraph 5, this paragraph applies in respect of the first occasion on which a qualifying payment is to be made to a participant in relation to online gambling.
(2)
A licence holder shall establish, maintain and operate procedures which require the participant to produce satisfactory evidence of his identity before making the qualifying payment.

(3)
In relation to online gambling, a payment is a qualifying payment if —
(a)
the payment exceeds Euro 3,000; or

(b)
when taken with all other payments made to the participant within the 30 days immediately preceding the date on which the payment is to be made, the aggregate amount exceeds Euro 3,000.

(4)
Procedures comply with this paragraph if they require that if satisfactory evidence is not produced —
(a)
the qualifying payment will not be made unless that evidence is produced; 
(b)
no further participation in online gambling by the participant will be permitted; and 
(c) 
a licence holder considers whether a suspicious transaction report should be made

(5)
In relation to peer to peer gambling, provided that the licence holder complies with paragraph 3(2), and accepts only payments from an authorised person and makes payments to an authorised person on behalf of a participant , a licence holder shall not be required to comply with paragraphs 7 (1) to (4). 
8.
Evidence of identity for business participants
(1)
A licence holder shall establish, maintain and operate procedures which require the business participant to produce satisfactory evidence of its identity before a business relationship is entered into.
(2)
A licence holder must, in the case of all business participants —
(i) understand the ownership and control structure of the business participant;

(ii) determine the legal status of the business participant and who is the beneficial owner; 
(iii) verify that any person purporting to act on behalf of the business participant is authorised to do so; 

(iv) obtain satisfactory evidence to identify and  take reasonable steps to verify the identity of those persons or any natural persons having power to direct the business participant’s activities, using relevant information or data obtained from a reliable source; and
(v) obtain satisfactory evidence to identify and take reasonable steps to verify the identity of the beneficial owner, using relevant information or data obtained from a reliable source.
9.
Enhanced participant and business participant due diligence
(1)
Where in accordance with the risk assessment in paragraph 5, a licence holder determines that a participant or business participant poses a higher risk, the licence holder must carry out enhanced participant and business participant due diligence on such.

(2)
For the purpose of this paragraph, matters which pose a higher risk include but are not restricted to a participant or business participant who is or has a substantial connection with —
(a)
a politically exposed person; or

(b)
a person, legal person or legal arrangement resident or located in a country which the licence holder has reason to believe does not apply, or insufficiently applies, the FATF Recommendations.
(c)
a person, legal person or legal arrangement that is the subject of any notices or warnings issued from time to time by the Isle of Man Gambling Supervision Commission .

(3)
In this Code "enhanced participant and business participant due diligence" means steps, additional to the measures specified in paragraphs 6, 7 and 8 of this Code, namely —

(a)
considering whether additional identification data needs to be obtained;

(b)
considering whether additional aspects of the participant’s identity or the identity of the business participant need to be verified;

(c)
taking reasonable measures to establish the source of any funds and of the wealth of the participant and any beneficial owner and underlying principal; and

(d)
considering what ongoing monitoring should be carried on in accordance with paragraph 10.
10.
Ongoing monitoring
(1)
A licence holder shall establish, maintain and operate procedures which require the ongoing and effective monitoring of any transactions undertaken by a participant or business participant, including —
(a)
review of information provided as to the participant’s identity which has been provided under paragraph 6 (1) of this Code;
(b)
review of evidence of identity which has been provided under paragraphs 7, 8 and/or 9 of this Code.
(2)
This paragraph applies where transactions are undertaken by a participant or business participant which are significantly different (in number or value) to the normal pattern of previous transactions undertaken, or appear complex, or have no apparent economic or lawful purpose.

(3)
A licence holder shall establish and maintain procedures which, as soon as reasonably practicable after the variation in the pattern of transactions —
(a)
require satisfactory confirmation of the information as to identity provided under paragraph 6; and

(b)
in cases in which evidence of identity has been produced under paragraphs 7, 8 and 9, require satisfactory verification of the evidence of identity produced under those paragraphs.

(4)
Procedures comply with this paragraph if they require that —
(a)
when satisfactory confirmation of the information as to the participant's identity is not provided; or 

(b)
when satisfactory verification of the evidence of the participant's or business participant’s identity is not provided, no further participation in online gambling by such will be permitted; and 
(c)
the licence holder considers whether a suspicious transaction report should be made.
RECORD KEEPING
11.
Identity Records
(1)
Where a licence holder is required under this Code to obtain information as to the identity of a person or confirm such information, the licence holder shall establish and maintain a record in the Island which —
(a)
indicates the nature of the information obtained; and

(b)
comprises either a copy of the information or, where this is not reasonably practicable, contains such information as would enable a copy of the information to be obtained in accordance with paragraph 14.  
(2)
Where a licence holder is required under this Code to verify the identity of a person, the licence holder shall establish and maintain a record in the Island which —

(a)
indicates the nature of the evidence obtained; and

(b)
comprises either a copy of the evidence or, where this is not reasonably practicable contains such information as would enable a copy of the evidence to be obtained in accordance with paragraph 14.
12.
Records of transactions
The licence holder shall establish and maintain a record of all transactions carried out by or on behalf of participants or business participants (for example, records sufficient to identify the source and recipient of payments from which investigating authorities will be able to compile an audit trail for suspected money laundering or terrorist financing) and such other records as are sufficient to demonstrate that the Money Laundering and Terrorist Financing Requirements have been complied with. 
13.
Retention of records

(1)
A licence holder shall keep the records required by paragraph 12 for at least 6 years from the date when —
(a)
the person concerned formally ceases to be participant or business participant; or

(b)
if sub-paragraph (1) (a) does not apply, when the last transaction was carried out by the former participant or business participant. 
(2)
A licence holder shall maintain the records required by paragraph 12 for at least 6 years from the date of the transaction.
(3)
Where a report has been made to a constable under paragraph 16 (3)(f), or the person knows or believes that a matter is under investigation, that person shall, without prejudice to sub-paragraph (1), retain all relevant records for as long as required by the constable.
14.
Format and retrieval of records

(1)
A licence holder shall ensure that any records that are required to be established and maintained under this Code are —
(a)
where the records are in the form of hard copies kept on the Island, then ensure that they are capable of retrieval without undue delay.

(b)
where the records are in the form of hard copies kept outside the Island, then ensure that the copies can be sent to the Island and made available within 7 days; and,
(c)
in the case of other records (e.g. copies kept on a computer system), then ensure that they are readily accessible in or from the Island and that they are capable of retrieval without undue delay.  

(2)
A licence holder may rely on the records of a third party in respect of the details of transactions, provided that the licence holder is satisfied that the third party is willing and able to retain (in accordance with paragraph 13) and, if asked, to produce copies of the records required. 
15.
Register of money laundering enquiries and reports

(1)
A licence holder shall establish and maintain, in the Island —
(a)
a register of all enquiries made of it by law enforcement or other authorities acting under powers provided by the Money Laundering and Terrorist Financing Requirements;

(b)
a register of all reports made to a constable in pursuance of paragraph 16(3)(f).

(2)
The registers maintained under sub-paragraph (1) shall be kept separate from other records and —
(a)
the register maintained under sub-paragraph (1)(a) shall contain as a minimum the date and nature of the enquiry, the name and agency of the inquiring officer, the powers being exercised, and details of the participants, business participants and transactions involved; and

(b)
the register maintained under sub-paragraph (1)(b) shall contain details of the date on which the report is made, the person who makes the report, the constable to whom it is made and information sufficient to identify the relevant papers. The register shall also contain details of acknowledgement of receipt of report from the Financial Crime Unit. 
INTERNAL PROCEDURES

16.
Recognition and reporting of suspicious transactions
(1)
A licence holder shall appoint a Money Laundering Reporting Officer (“MLRO”) to exercise the functions conferred on him by this paragraph.

(2)
The MLRO must be —
(a)
sufficiently senior in the organisation of the licence holder; or

(b)
if not within that organisation, have sufficient experience and authority; and
(c)
must have a right of direct access to the directors or the managing board ( as the case may be) of the licence holder.
(3)
A licence holder shall establish, maintain and operate written internal reporting procedures which, in relation to his online gambling business, will —
(a)
enable all its directors or, all other persons involved in its management, and all appropriate employees to know to whom they should report any knowledge or suspicions of money laundering activity;

(b)
ensure that there is a clear reporting chain under which those suspicions will be passed to the MLRO;

(c)
require reports to be made to the MLRO of any information or other matter which comes to the attention of the person handling that business and which in that person’s opinion gives rise to a suspicion or knowledge that another person is engaged in money laundering or terrorist financing.
(d)
require the MLRO to consider any report in the light of all other relevant information available to him for the purpose of determining whether or not it gives rise to a knowledge or suspicion of money laundering or terrorist financing;

(e)

ensure that the MLRO has reasonable access to any other information which may be of assistance to him and which is available to the licence holder; and

(f)
require that the information or other matter contained in a report is disclosed promptly to a constable who is for the time being serving with Financial Crime Unit on the Island where the MLRO knows or suspects that another is engaged in money laundering or terrorist financing.
STAFF, EDUCATION AND TRAINING
17.
Staff screening
A licence holder shall establish, maintain and operate appropriate procedures to enable the licence holder to satisfy itself of the integrity of new directors and new appropriate employees of the licence holder. 
18.
Staff training

A licence holder shall provide or cause to be provided , education and training including refresher training ( not less than annually) for all directors or all other persons involved in its management, all key staff and all appropriate employees to ensure that they are aware of —
(a)
the provisions of the Money Laundering and Terrorist Financing Requirements;

(b)
their personal obligations under the Money Laundering and Terrorist Financing Requirements;
(c)
the internal reporting procedures established under paragraph 16; 
(d)
the licence holder’s policies and procedures to prevent money laundering and terrorist financing;

(e)
the licence holder’s participant and business participant identification, verification, record-keeping and other procedures to prevent money laundering and terrorist financing; 

(f)
the recognition and handling of suspicious transactions;
(g)
their personal liability for failure to report information or suspicions in accordance with the Money Laundering and Terrorist Financing Requirements and the internal procedures of the licence holder relating thereto.
19.
Technological developments

A licence holder must maintain appropriate procedures and controls for the purpose of preventing the misuse of technological developments for the purpose of money laundering or the financing of terrorism

PROCEEDINGS

20.
Offences 
(1)
Any person who contravenes this Code shall be guilty of an offence and liable —
(a) on summary conviction to a fine not exceeding £5,000 or to custody not exceeding 6 months, or to both;

(b) on conviction on information to custody not exceeding 2 years or to a fine, or to both.

(2) In determining whether a person has complied with any of the requirements of any part of this Code a court may take account of —
(a) any relevant supervisory or regulatory guidance which applies to that person and which is given by the Isle of Man Gambling Supervision Commission; or 

(b) in a case where no guidance falling within sub-paragraph (a) applies, any other relevant guidance issued by a body that regulates, or is representative of, any trade, business, profession or employment carried on by that person.

(3) In proceedings against a person for an offence under this Code, it shall be a defence for that person to show that he took all reasonable steps and exercised all due diligence to avoid committing the offence.

(4)
Where an offence under this Code is committed by a body corporate and it is proved that the offence—
(a)
was committed with the consent or connivance of an officer of the body, or

(b)
was attributable to neglect on the part of an officer of the body;
the officer, as well as the body, shall be guilty of the offence.
(5)
Where a person is convicted of an offence under sub-paragraph (4) he shall be liable —
(a)
on summary conviction to a fine not exceeding £5,000 or to custody not exceeding 6 months, or to both;

(b)
on conviction on information to custody not exceeding 2 years or to 
a fine, or to both.
(6)
In this paragraph, "officer" includes —
(a)
a director, manager or secretary

(b)
a person purporting to act as a director, manager or secretary

(c)
if the affairs of the body are managed by its members, a member, and

(d)
in relation to a limited liability company constituted under the Limited Liability Companies Act 1996
 , a member, the company's manager, or registered agent;

(e)
an operations manager as such is set out in section 10A of the Online Gambling Regulation Act 2001
.
21.
Revocation

The Criminal Justice (Money Laundering -Online Gambling) Code 2008
 is revoked.

Made        December 2008

Minister for Home Affairs
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Paragraph 2
SCHEDULE 2
[Intentionally left blank]
Explanatory Note

(This note is not part of the Code)

The Criminal Justice (Money Laundering — Online Gambling) (No. 2) Code 2008 is made under section 17F of the Criminal Justice Act 1990 and revokes the Criminal Justice (Money Laundering –Online Gambling) Code 2008 (SD 693/08).   The provisions of the Code impose requirements on the online gambling businesses to establish anti-money laundering procedures, training and record keeping.   Failure to comply is a criminal offence. 
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